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What We'll Cover

* How to Identify a Memory Leak

- How to capture and analyze Heap Dumps

* How to diagnose Heap Memory Leaks

» How to diagnose Metaspace Memory Leaks
* How to diagnose Java Native Memory Leaks
* Monitoring Best Practices
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Diagnosing Memory
Leaks...The Good, the
Bad, and the Ugly
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GC log analysis talk
* How to Get the Most out of Jenkins

* Avoiding Pitfalls with Jenkins
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https://www.youtube.com/watch?v=eemz3mpGQEs
https://www.youtube.com/watch?v=yTafQ-e84eY

GC logs displaying leak graphed by GCeasy

Heap Usage (after GC)  wnstis s orapiy +|0

Heap after GC

18

Heap before GC 16

GC Duration

14

12

Pause GC Duration

o

Reclaimed Bytes

[e=]
L

Young Gen

Heap size (gb)

Meta Space

A&P

o o0 o o0 o o0 o o0 o o0 \O o0 W o0 5 o0 s o0 NS o0 \& o0

’5 ' ’5 ' ’5 ' ’5 ' ’5 '
P\“%\ P\\)%\ P\“%\ P\“%\ P\\)%\

Time UTC+0000

Tenuring Summary

A
(4
o>

w?
<

A
()
o>

"

A
(4
5

"

A
(4
o>

w?

A
()
o>

"

A
(4
o>

W

DEVOPS\WORLD

by CloudBees © 2020 All Rights Reserved.




GC logs displaying leak graphed by GCeasy

Heap after GC Heap Usage (after GC) «

Full GC GC
Heap Size: 8,155.8mb, 03:01:30 pm
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GC Duration
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OutOfMemory Errors

¢ java.lang.OutOfMemoryError: Java heap space
o JVM is unable to allocate space for an object in heap

¢ java.lang.OutOfMemoryError: GC Overhead limit exceeded
o Garbage collector is running all the time and Java program is making very slow progress

¢ java.lang.OutOfMemoryError: Requested array size exceeds VM
limit
o The application attempted to allocate an array that is larger than the heap size

¢ java.lang.OutOfMemoryError: unable to create new native thread
o The JVM has created too many threads and is not able to create any more
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oom-killer errors

e These will be found in the dmesg logs
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TCP agent conne invoked oom-killer: gfp_mask=0x14000c0O(GFP_KERNEL), nodemask=(null), order=0, oom_score_adj=-998

TCP agent conne cpuset=87776ea7182b314de2a222052de860013e11f1e3579d439bd05af19b06df70ac mems_allowed=0-1

CPU: 18 PID: 36112 Comm: TCP agent conne Tainted: P

[ pid ]
[67956]
[67982]
[70437]
[70453]
[70454]

[70456]

uid

1000

1000

1000

1000

1000

1000

tgid total_vm
67956 1089

67982 13195171

70437 4806
70453 4806
70454 5517
70456 4839

4.15.0-91-generic #92~16.04.1-Ubuntu

rss pgtables_bytes swapents oom_score_adj name

196

5961748

780

506

546

876

57344 (0]
52785152 0
77824 0
69632 (0]
77824 0
73728 0

-998 tini
-998 java
-998 sh
-998 sh
-998 script

-998 bash

Memory cgroup out of memory: Kill process 67956 (tini) score 0 or sacrifice child

Killed process 67982 (java) total-vm:52780684kB, anon-rss:23833172kB, file-rss:13820kB,

© 2020 All Rights Reserved.

shmem-rss:0kB

A



Diagnosing Memory
Leaks...The Good, the
oBady and the Ugly.-

DEVOPS
WORLD

by CloudBe



Obtain the Process ID

|ps - From Unix Terminal or Windows Cmd with the JDK installed into the
OS. Lists the instrumented Java Virtual Machines (JVMs) on the target
system.

ps -ef | grep java - From *Nix Terminals only. It is used to obtain the
process id of all java processes.

Process Explorer - There are task manager Ul applications (System Tools)
which can be used to obtain the process id. Find the process and view its
PID in the corresponding column.

On Windows and Linux (Ubuntu) named Task Manager

On Mac OS named Activity Monitor " P Satus vl
[m dllhost.exe 15172 Running Yiral
[ taskhost.exe NEETI Running Yiral
Eljavaw.exe 15416 Running Yiral
€ chrome.exe LA Running Yiral
B andinda s 1RASE Buen inm (Wale
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https://docs.oracle.com/javase/7/docs/technotes/tools/share/jps.html

Essential JDK Tools for JVM Gunslingers

JCMD

* Used to send diagnostic command requests to the JVM
* Must be used on the same machine where the JVM is running
* Must run as the same user and group id’s as the JVM

JMAP
* Tool to print statistics about memory in a running JVM

* Can be used for local or remote processes
& Java

— g gl Development Kit
i

C\_/
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https://docs.oracle.com/javase/8/docs/technotes/guides/troubleshoot/tooldescr006.html#:~:text=The%20jcmd%20utility%20is%20used,diagnose%20JVM%20and%20Java%20Applications
https://docs.oracle.com/javase/7/docs/technotes/tools/share/jmap.html

Capture a Heap Dump

* jemd $PID GC.heap_dump $FILENAME - From Unix Terminal or
Windows Powershell

OR
 jmap -dump:format=b, f1le=$FILENAME.bin $PID - From Unix
Terminal or Windows Powershell

NOTE: The JVM will need to perform a full garbage collection cycle before it
can generate a heap dump.

-XX:+HeapDumpOnOutOfMemoryError
-XX:HeapDumpPath=${PATH}

DEVOPS\WORLD
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Move the Heap Dump

* Heap Dumps can be quite LARGE in size
* Use the split utility to split the generated heapdump file into 2GB segments for
ease of movement

split -b 2gb SFILENAME

otk

cat ${filel} {file2} {file3} > {output_filename} -From Unix Terminal
or Windows Powershell

copy /B {filel} + {file2} + {file3} {output_filename} -From
Windows CMD

To concatenate files after splitting:

DEVOPS\WORLD
by CloudBees © 2020 All Rights Reserved. A



Analyze Heap Dumps

HeapHero
— Enterprise edition can be deployed on-prem

— Free version available online Memory wasted: 1gb (56%)
— Award winning deep learning algorithms

* Eclipse MAT
. Duplicate Primitive Arrays
— OSS Project f;.-ﬂmb (9.3%) 4
— Free
— Steep learning curve Inefficient
° Collections
L{BM PI\(/!temory Analyzer g
¢ OUrAl
— Not Free N
. uplicate Inefficient
 JavaVisualVM Str!ipngs Primitive
553.42mb Arrays
(30.41%) 96.34mb
Inefficient Object
Arrays 14.75mb

(0.8%)

DEVOPSWORLD
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https://heaphero.io/
https://www.eclipse.org/mat/
https://developer.ibm.com/javasdk/tools/
https://www.yourkit.com/
https://docs.oracle.com/javase/6/docs/technotes/tools/share/jvisualvm.html

Analyze Heap Dumps with HeapHero

Features

Java & Android Heap Dump
Analyzer

> Auto Memory Leak Detection > Free
> Tips to Reduce Memory 30-70% > REST API
> No Download/No Installation > Brilliant Ul

> Deep Learning > Reportin seconds

Upload Remote Location

A

/

/

For quick results compress (*zip & *.gz)
and upload heap dump file

V]

D)) B

/

Choose File | No file chosen

ANALYZE

DEVOPSWORLD
by CloudBees © 2020 All Rights Reserved. A



Analyze Heap Dumps with HeapHero

Hero tures FAQ  Why Us BLoG

* Heap Statistics

Problems Detected

© What's in your Memory

Below are problems detected in your heap dump
® Large Objects

H Object Headers A javalang.UNIXProcess object might be causing memory leak. To see the ©

IB Duplicate Strings

& Inefficient Collections 1 ° H ea p Statistics

Learn more about Heap Statistics

¢ Inefficient Object Arrays
{ } inefficient Primitive Arrays
& Duplicate Objects

[N
[ ] buplicate Primitive Arrays b Class Count: 44,377

© Objects for Finalization

B o | II Object Count : 29,900,698

& Heap Settings

aﬂ Thread Count: 585

] System Properties
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Analyze Heap Dumps with HeapHero

Hero Home Features

» What does 1.54gb (53.9%) of Java Static
[Java.lang.UNIXProcess.processReaperExecutor],
Java
Local(java.util.concurrent.ThreadPoolExecutor)
[@60042ee60,@600d7cf70,@606caaaf0] ... and
3 more GC roots (6 thread(s)) contain?

Object Reference Tree
° java.util.concurrent. ThreadPoolExecutor.threadFactory \ 1,619,343K (53.9%), 5 refere nce(s)
[ % ° java.utiL.concurrent Executors$DefaultThreadFactory.group s 1,619,342K (53.9%), 1 reference(s)
@ i\ ThreadGroup.threads \ 1,619,342k (53.9%), 1 reference(s)
[ @ jlThread[] \ 1,619,326K (53.9%), 480 reference(s)

@ j.Thread.target \ 1,612,578K (53.7%), 161 reference(s)

o org.jgroups.blocks.cs.NioConnection$Reader.this$0 \ 1,612,124K (53.7%), 1 reference(s) | | n

DEVOPS\WORLD
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Analyze Heap Dumps with HeapHero

Explore the _ @ orgjgroupsblocks.cs.NioConnection$Reader.this$0 \ 1,612,124K (53.7%), 1 reference(s) J
Object Tree: T —
@ orgjgroupsblocks.cs.NioConnection.recv_buf \ 1,612,123k (63.7%), 1 reference(s) ]

_ @ orgjgroupsnioBuffersbufs \ 1,612123K (53.7%), 1 reference(s) ]

_ @ java.nioByteBuffer[] \ 1,612,123K (53.7%), 2 reference(s) ]

— @ java.nioHeapByteBufferhb \ 1612,123K (53.7%), 2 reference(s) ]
— @ byte(] self 1,612,123k (53.7%), 2 object(s)
DEVOPSWORLD



Analyze Heap Dumps with Eclipse MAT

I@_ Eclipse Memory Analyzer
File Edit Window Help

[, Inspector 53 | =0
@ 0x61389d50

[) NieConnection

£ org.jgroups.blocks.cs

class org.jgroups.blocks.cs.NioConnection @ 0x6000c9850
Q org.jgroups.blocks.cs.Connection

[8) org.eclipse.jetty.webapp.WebAppClassLoader @ 0x60000e718
10172 (shallow size)

1[11,650,814,488 (retained size)

o no GC root

Statics | Attributes | Class Hierarchy Valuel rd
Type Name Value

leng reader_idle... 20000

ref reader org.jgroups.blocks.cs.NioConnection$Rea...

ref recv_buf org.jgroups.nic.Buffers @ 0x61f389¢08

ref send_lock java.util.concurrent.locks.ReentrantLock @...
int partial_writes 2

boole... copy_on_p.. true

boole... write_inter... false

ref send_buf org.jgroups.nio.Buffers @ 0x61f0a24a8

ref server org.jgroups.blocks.cs.NioServer @ 0x602f1...

ref key sun.nio.ch.SelectionKeylmpl @ 0x61f0a2520

ref channel sun.nio.ch.SocketChannellmpl @ 0x61f389...
leng last_access 959126676202491

ref peer_addr org.jgroups.stack.lpAddress @ 0x61f0a2548

= >
£ 20200429_195806_client_heapdump.hprof 2 | [ 20200429_215801_client_heapdump.hprof = -
i@ ES
i Overview 23 ‘ % default_report org.eclipse.mat.api
Size: 2.9 GB Classes: 44.4k Objects: 30m Class Loader: 7.4k
|
~ Bi Objects by Retained Size
15GB
e /
97 MB
T~ 11cE
Total: 2.9 GB
org.jgroups.blocks.cs.NioConnection @ 0x61f389d50
Shallow Size: 72 B Retained Size: 1.5 GB
~ Actions ~ Reports ~ Step By Step
Il Histegram: Lists number of instances per class Leak Suspects: includes leak suspects and a system overview Compenent Report: Analyze objects which belong to a commeon root package or class
%g Dominator Tree: List the bik objects and what they keep alive. Top Components: list reports for components bigger than 1 percent of the total L
Top Consumers: Print the most expensive objects grouped by class and by heap.
package.

Duplicate Classes: Detect classes loaded by multiple class loaders.

{ 11014mof 12288M [T :

DEVOPS\WORLD
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Analyze Heap Dumps with Eclipse MAT

Graph showing biggest
objects by their retained 1.5GB
size:

We can see 1 object
holding onto ~1.5GB %
117.3 MB
97 MB

SN—11GB

Total: 2.9 GB
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Analyze Heap Dumps with Eclipse MAT

Leak Suspects

Leak Suspects

Within the Leak Suspects
Report we can see that
jgroups
NioConnections are v Overview
holding onto ~1.5GB

System Overview

~ Leaks 7

(a) 15GE

One instance of "org.jgroups.blocks.cs.NioConnection" loaded by
"org.eclipse.jetty.webapp.WebAppClassLoader @ 0x60000e718" occupies 1.54
GB (53.67%) bytes. The memory is accumulated in one instance of "byte[]" loaded
by "<system class loader>".

. (&) Prohlem Suspect 1
B (k) Problem Suspect 2
[ (o) rRemainder

Keywords

byte[]

org.eclipse.jetty.webapp.WebAppClassLoader @ 0x60000e718
org.jgroups.blocks.cs.NioConnection

Details »
(b) 6006 MB

Total: 2.9 GB

DEVOPS\WORLD
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Analyze Heap Dumps with Eclipse MAT

v Shortest Paths To the Accumulation Point &

Class Name Shallow  Retained

Heap Heap
byte[1650814049] @ 0x740c00000 ..........)...5........0.? 1.54 GB 1.54 GB
i 1 bt P data-0.....sr.5com.cloudbees.jenkins.ha.JenkinsClusterMemberldentity...........I..identityPortL..typeDisplayNamet..Ljava/lang/String ; xr. +com.cloudbees.jenkins.ha.singleton.Identity........... I..minimumSizel..weig...

'D hb java.nio.HeapByteBuffer @ 0x61f389e40
.0 [1] java.nio.ByteBuffer[4] @ 0x61f389e20
'D bufs org.jgroups.nio.Buffers @ 0x61f389e08

48 B 1.54 GB
32B 1.54 GB

24B 1.54 GB
5-----Drecv_buf org.igroups.blocks.cs.NioConnection @ 0x61f389d50 72 B 1.54 GB
..M this$0 org.igroups.blocks.cs.NioConnection$Reader & 0x61eed31b0 40 B 88 B
: UL S 7 S 1 RS FRRING (U3 1 PR NN Sees_ FaUN S 1 - L EE A f
R o T e i e e N METTT R
..M ")attachment sun.nio.ch.SelectionKeyImpl @ 0x61f0a2520 » Show objects by class > [F]  with incoming references 408 40B
..M value java.util. HashMapsNode @ 0x61f418270 » kzz  Path To GC Roots > 32 B —
i..S Total: 3 entries _ %= Merge Shortest Paths to GC Roots > B
Java Basics >
Java Collections >
Clicking into the details, we can: ~ Leokldenifcation > |

Immediate Dominators
Show Retained Set

e List objects with their references
e Show objects by class

e Show path to GC roots

e Perform a search query

Copy >

& o P

Search Queries...

DEVOPS\WORLD
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Links for additional training on HeapHero / Eclipse MAT

e Chris Grindstaff - Java Memory Analysis

e Kevin Grigorenko - Eclipse MAT Deep Dive
e Eclipse Documentation

e HeapHero User Manual

e HeapHero Blog - Tier1App Team

DEVOPS\WORLD
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https://vimeo.com/21356498
https://www.youtube.com/watch?v=sLoifF_YA4w
https://www.eclipse.org/mat/documentation/
https://blog.heaphero.io/2018/04/13/heaphero-user-manual-2/
https://blog.heaphero.io/

Diagnosing Memory
Leaks...The Good, the
Bad, and the Lllgly
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JVM (Java Virtual Machine) memory allocation

How Memory is Allocated to a Java Application

What you observe in TOP
Java Process Size
32 bit size <» ~2GB
64 bit size 2©

|

Native Memory Areas

Young - Newly created objects
Old - New objects that
survived one or more minor

Thread Stacks Each thread has a separate memory space.
Controlled by —Xss

GC promoted here Garbage Threads. Memory to store GC info
_Perm = Classes, Methods & Collection
metaspace L
Meta Data Code Converting byte code into native code
A :size Generation
As of J 8 F Socket Buffers TCP Connections (Receive buffer ~37k,
S ot Java Send buffer ~25k)

JNI JNI programs also allocate memory

DEVOPS\WORLD
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Heap related JVM arguments

e -Xms
o Sets the initial heap size. Can be in KB, MB, or GB.

e -Xmx
o Sets the maximum heap size. Can be in KB, MB, or GB.

o -XX:+UseContainerSupport

o Tells the JVM to use the CPU and RAM allocated to the docker container rather than what is
on the host server/VVM for certain calculations such as default CPU and heap settings. Should
be on by default for newer JDK versions.

o -XX:InitialRAMPercentage
o Sets initial heap size as a percentage of total memory

o -XX:MaxRAMPercentage
o Sets maximum heap size as a percentage of total memory

DEVOPS\WORLD
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Heap memory leak GC graph

Heap after GC Heap Usage (after GC)  wnatis s oo

Heap before GC

GC Duration

Pause GC Duration

Reclaimed Bytes

Young Gen

Meta Space

~
_ a
S
S—
_ w
N
wn
a
18]
9]
m )

A&P

06.9()

ot
Time UTC-0500

Tenuring Summary
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Heap memory leak GC pauses

—— Pause GC Duration Time  wnati s oo 4|0
50 -
Pause Duration 43.05 sec, 09:58:20 am
Heap before GC 45
40
GC Duration
35
Pause GC Duration
.30
o
. b
Reclaimed Bytes 2 25
£
i=
20
m 1}-)
10
Meta Space .
A&P 0
Nov 25, Nov 25, Nov 25, Nov 25, Nov 26, Nov 26, Nov 26, Nov 26, Nov 27, Nov 27,
05:00 11:00 17:00 23:00 05:00 11:00 17:00 23:00 05:00 11:00
Tenuring Summary Time UTC-0500
M Young GC A Full GC
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Heap memory leak observed symptoms

PID USER PR_.NI ~ VIRT  RES  SHR S %CPU SMEM TIME+ COMMAND
12354 jenkins 20 @ 22.2g 16.6g 8336 S 605.9 53.2 11289:24 /usr/bin/java

504 Gateway Time-out

USER NI S %CPU COMMAND

jenkins 0 R 84.0 IEVE

jenkins 0 R 84.0 IEVE

jenkins 0 R 80.0 EVE

jenkins (%) R 80.0 java

Gang worker#6 (Parallel GC Threads) jenkins ) R 76.0 java

threadld:0x00007f7be806b000 - nativeld:0x52c7 - nativeld (decimal):21191 jenkins 0 R 76.@ java

\ jenkins 0 R 72.0 IEVE

jenkins (%) R 68.0 java

DEVOPS\WORLD
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What to do after discovering the heap memory leak?

Leak Suspects
System Overview

~ Leaks &

v Overview

(a) 45GB

e Collect a heap dump while the heap is full
©  -XX:+HeapDumpOnOutOfMemoryError -XX:HeapDumpPath
e Analyze it using your preferred tool: HeapHero, Eclipse MAT,

YourKit, etc..
e We typically use MAT and run the Leak Suspects Report

(b) 9543 MB
(¢ 2868

Total: 8 GB

+ @ Problem Suspect 1

1,657 instances of "hudson.remoting.Channel”, loaded by
"org.eclipse.jetty.webapp.WebAppClassLoader @ 0x4c00000a8" occupy
4,798,516,896 (56.15%) bytes. These instances are referenced from one instance of
"java.lang.Object[]", loaded by "<system class loader>"

Keywords

hudson.remoting.Channel

java.lang.Object[]
org.eclipse.jetty.webapp.WebAppClassLoader @ 0x4c00000a8

Details »

DEVOPS\WORLD
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+ Common Path To the Accumulation Point ]

Class Name Ref. Shallow Ref. Shallow Retained
Objects Heap Heap Heap
ah n.UDPBr Thre: x531b1f340 Jenkins UDP monitoring thread Thread 1,394 136 256,496 744
E [lieultins hudson.model.Hudson @ 0x4c0150200 1,394 320 256,496 330,781,024
L[ JextensionLists java.util.concurrent.ConcurrentHashMap @ 0x4c2759070 1,394 64 256,496 119,344
- [Djtable java.util.concurrent.ConcurrentHashMap$Node[512] @ 0x54eff0a70 1,394 2,064 256,496 119,280
L D[sa] Java.util.concurrent.ConcurrentHashMap$Node @ 0x4c2736568 1,394 32 256,496 792
i-----DvaI hudson.ExtensionList @ 0x4c0ca2500 1,394 40 256,496 760
‘-D ctensis java.util.Arraylist @ 0x4c0a535f8 1,394 24 256,496 632
- @elemenmata iava.lang.Object[21] @ 0x4c0a53610 1,3%4 104 256,496 608
i [[20] hudson.ExtensionComponent @ 0x4c0a53678 1,394 24 256,496 24
» Qinstanee org.jvnet.hudson.test.ChannelShutdownListener @ 0x4c0a53690 1,354 16 256,496 7,464
“[jchannels java.util. Arraviist ® 0x4c02536a0 1,394 256,496 7,448

24
D ementone avelanSheci38511 & 523 T ) T T
1 184 184

r D[ISM] hudson.remoting.Channel @ 0x69cci4e60 1,693,816
-D[BGS} hudson.remoting.Channel @ Ox4fa29deald 1 184 184 1,348,776

- D[lass] hudson.remoting.Channel @ 0x5b0c34508 1 184 184 3,012,320
1 184 184 4,340,856
1 184 184 5,740,992
1 184 184 1,637,712
L D[J’TS] hudson.remoting.Channel @ 0x51881bfd0 1 184 184 4,699,896
D[?BO] hudson.remoting.Channel @ 0xSab2c4578 1 184 184 1,233,224
L, D[.’:IDB] hudson.remoting.Channel @ 0x54efad4560 1 184 184 4,249,552
5--‘--D[231] hudson.remoting.Channel @ 0x4dd204408 1 184 184 4,722,856
-D[1382] hudson.remoting.Channel @ 0x53ea52dc8 1 184 184 2,310,552
;..‘..D[uao] hudson.remoting.Channel @ 0x6250400f8 1 184 184 5,759,464
i~ }[1129] hudson.remoting.Channel ® 0x5b5d79210 1 184 184 1,253,720
g--‘--D[laoj hudson.remoting.Channel @ 0x4d5012230 1 184 184 2,020,928
D[1424] hudson.remoting.Channel @ 0x570dcbfe8 1 184 184 5,255,400
E--‘--D[1423] hudson.remoting.Channel @ 0xSbcf41ab0 1 184 184 1,131,280
E—---D[l:'l!l] hudson.remoting.Channel @ 0x5f62431b8 1 184 184 1,526,616
E..‘..D[na] hudson.remoting.Channel ® 0x562bedad0 1 184 184 1,105,256
i [4[739] hudson.remoting.Channel @ 0x54e598b50 1 184 184 1,230,960
i..4][1232] hudson.remoting.Channel @ OxSee5f3398 1 184 184 1,666,000
i-[4[741] hudson.remoting.Channel @ 0x524dc8498 1 184 184 1,581,216
, D[IOZ] hudson.remoting.Channel @ 0x524%ac8b8 1 184 184 118,360
L. [}[358] hudson.remoting.Channel @ 0x51e488110 1 184 184 2,916,808
D[B?Q} hudson.remoting.Channel @ 0x4fbS1bac0 1 184 184 732,944
+[}[1109] hudson.remoting.Channel @ 0x5a59f7c60 1 184 184 1,252,320
= 2. Total: 25 of 1,394 entries; 1,369 more 1,394 256,496 256,496

DEVOPS\WORLD

by CloudBees © 2020 All Rights Reserved.




Next steps for Jenkins after heap analysis

e |f leak is from a plugin

©)

©)

©)

©)

©)

Update plugin

Verify the plugins configuration

Check the Jenkins Jira site for open bugs related to leaks
If no bug is reported, file one

In the case of a CloudBees plugin, submit a support ticket

e |[fleak is from a pipeline job, check for:

©)

©)

Large objects being loaded
Loops loading many objects

DEVOPS\WORLD
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How Memory is Allocated to a Java Application

What you observe in TOP
Java Process Size
32 bit size =» ~2GB
64 bit size 20

Young - Newly created objects
Old - New objects that
survived one or more minor
GC promoted here
_Perm = Classes, Methods &
netaspace
Meta Data

\

As of Java 8
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Native Memory Areas

Thread Stacks Each thread has a separate memory space.

Controlled by —Xss

Garbage
Collection

Threads. Memory to store GC info

Code
Generation

Socket Buffers

Converting byte code into native code
aeSize
- TCP Connections (Receive buffer ~37k,
Send buffer ¥25k)

INI JNI programs also allocate memory




Essential JDK Tools for Measuring Metaspace

JSTAT
* Ultility tool in the JDK

* Provides JVM performance-related statistics like garbage collection,
compilation activities.

JCMD

* Used to send diagnostic command requests to the JVM
* Must be used on the same machine where the JVM is running
* Must run as the same user and group id’s as the JVM

DEVOPS\WORLD
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https://docs.oracle.com/javase/7/docs/technotes/tools/share/jstat.html
https://docs.oracle.com/javase/8/docs/technotes/guides/troubleshoot/tooldescr006.html#:~:text=The%20jcmd%20utility%20is%20used,diagnose%20JVM%20and%20Java%20Applications

Essential JDK Tools for Measuring Metaspace

jstat -gc ${PID}

jcmd ${PID} GC.class_stats > GC_class_output. log

v Actions
Heap Dump Il Histogram: Lists number of instances per class
and analyze %g Domi Tree: List the bi bj d what they k li
Duplicate ominator Iree: |5-tt e biggest o JEC!’.S an w at they keep alive.
Classes with ;zgk(;;:'sumerﬂ: Print the most expensive objects grouped by class and by
MAT

—>  Duplicate Classes: Detect classes loaded by multiple class loaders.

DEVOPSWORLD
by CloudBees © 2020 All Rights Reserved. A



Essential JDK Tools for Measuring Metaspace

jstat -gc ${PID}

SeC S1C Seou S1U

MC MU
9.0 75776.0 0.0 75776.0

1944268.0 1055786.4

Metaspace Capacity (Kb) _XX:MetaspaceSize=
Metaspace Usage (Kb) - -XX:MaxMetaspaceSize=

DEVOPS\WORLD
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Essential JDK Tools for Measuring Metaspace

jcmd ${PID} GC.class_stats > GC_class_output. log

InstBytes KlassBytes Total ClassName

311568552 464 592 [C

393264569 o gg% EEjava lang.Object;

117440760 464 7,732 java.lang.String

116563296 608 4392 java.util.concurrent.ConcurrentHashMap$Node

59643200 552 4952 com.google.common.cache.LocalCache$StrongWriteEntry

51787584 784 4616 java.util.HashMap$Node
600

41256 java.util.ArraylList
6864 java.lang.Object
29040 java. lang.reflect.Method

4408 com.google.common.cache.LocalCache$StrongValueReference
11600 java.util.concurrent.atomic.AtomiclLong

DEVOPS\WORLD
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Essential JDK Tools for Measuring Metaspace

jcmd ${PID} GC.class_stats > GC_class_output. log

gqroovyx. . HTTPBuilder

lots of gqroovyx. . HTTPBuilder
li gqroovyx. . HTTPBulilder
dup cate gqroovyx. . HTTPBulilder
classes aroovyx. : HTTPBuilder
gqroovyx. . HTTPBulilder

loaded gqroovyx. . HTTPBulilder
here.... qroovyx. . HTTPBuilder

gqroovyx. . HTTPBulilder
gqroovyx. . HTTPBulilder

DEVOPS\WORLD
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Essential JDK Tools for Measuring Metaspace

Analysis of Heap Dump in Eclipse MAT Duplicate Classes feature:

Class Name Count v
2o <Regex> <Numeric>
(gC) groovyx.net.http.AuthConfig 16,362
(g groovyx.net.http.ContentEncodingRegistry 16,362
(gc) groovyx.net.http.EncoderRegistry 16,362
(gC groovyx.net.http.HTTPBuilder 16,362
(gC groovyx.net.http.HTTPBuilder$RequestConfigDelegate 16,362
P'G groovyx.net.http.HttpResponseDecorator 16,362
(gC groovyx.net.http.HttpResponseException 16,362
(g C] groovyx.net.http.Method 16,362
gc) groovyx.net.http.ParserRegistry 16,362
» @ groovyx.net.http.RESTClient 16,362
’G groovyx.net.http.ResponseParseException 16,362
gc) groovyx.net.http.URIBuilder 16,362
(gC) java.lang.invoke.LambdaForm$BMH 583
» @ java.lang.invoke.LambdaForm$DMH 146
>3 workflowScript 104
FG org.jenkinsci.plugins.pipeline.modeldefinition.Modellnterpreter 102
(3C) org.jenkinsci.plugins.pipeline.modeldefinition.Modelinterpreter$_createWithCredentialsF 102
FG org.jenkinsci.plugins.pipeline.modeldefinition.agent.CheckoutScript 102
(g org.jenkinsci.plugins.pipeline.modeldefinition.agent.impl.LabelScript 102
(4C) org.jenkinsci.plugins.docker.workflow.Docker 97
FG org.jenkinsci.plugins.dockerworkflow.Docker$Container 97
(gC org.jenkinsci.plugins.docker.workflow.Docker$Image 97
(3C) org.jenkinsci.plugins.pipeline.modeldefinition.agent.impl.AbstractDockerPipelineScript 96
> org.jenkinsci.plugins.pipeline.modeldefinition.agent.CheckoutScript$doCheckout 95
DEVO PSWORLD 2. Total: 24 of 1,233 entries; 1,209 more 201,390

by CloudBees © 2020 All Rights Reserved.



Essential JDK Tools for Measuring Metaspace

Led to multiple PR’s for Script Security:
https://github.com/jenkinsci/script-security-plugin/pull/252

https://github.com/jenkinsci/script-security-plugin/pull/253

Full description of the issue here:

https://support.cloudbees.com/hc/en-us/articles/360029574172-Metaspace-
Leak-Due-to-classes-not-being-cleaned-up

DEVOPS\WORLD
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https://github.com/jenkinsci/script-security-plugin/pull/252
https://github.com/jenkinsci/script-security-plugin/pull/253
https://support.cloudbees.com/hc/en-us/articles/360029574172-Metaspace-Leak-Due-to-classes-not-being-cleaned-up
https://support.cloudbees.com/hc/en-us/articles/360029574172-Metaspace-Leak-Due-to-classes-not-being-cleaned-up
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How Memory is Allocated to a Java Application

What you observe in TOP
Java Process Size
32 bit size =» ~2GB
64 bit size 20

Young - Newly created objects
Old - New objects that
survived one or more minor
GC promoted here
_Perm = Classes, Methods &
netaspace
Meta Data

\

As of Java 8
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Native Memory Areas

Thread Stacks Each thread has a separate memory space.

Controlled by —Xss

Garbage
Collection

Threads. Memory to store GC info

Code
Generation

Socket Buffers

Converting byte code into native code
aeSize
- TCP Connections (Receive buffer ~37k,
Send buffer ¥25k)

INI JNI programs also allocate memory




Configure NMT Tracking

Oracle Documentation on NMT

-XX:NativeMemoryTracking=summary

To start baseline run the following jemd command:

jcmd <pid> VM.native_memory baseline

To gather a summary, run the following jemd command:

jcmd $SPID VM.native_memory summary

DEVOPS\WORLD
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https://docs.oracle.com/javase/8/docs/technotes/guides/troubleshoot/tooldescr007.html

NMT Summary

Native Memory Tracking:
Total: reserved=9769936KB +130080KB, committed=8644184KB +212676KB

- Java Heap (reserved=7340032KB, committed=7340032KB)
(mmap: reserved=7340032KB, committed=7340032KB)

= Class (reserved=1279073KB +47364KB, committed=262493KB +52484KB)
(classes #36038 +5114)
(malloc=9313KB +2308KB #183403 +54470)
(mmap: reserved=1269760KB +45056KB, committed=253180KB +50176KB)

- Thread (reserved=267357KB -41298KB, committed=267357KB -41298KB)
(thread #267 -40)
(stack: reserved=266176KB -41120KB, committed=266176KB -41120KB)
(malloc=870KB -132KB #1338 -200)
(arena=312KB -47 #529 -80)

DEVOPS\WORLD



NMT Summary Continued...

DEVOPS\WORLD

by CloudBees

Code

GC

Compiler

Internal

(reserved=278652KB +13258KB, committed=183820KB +90738KB)
(malloc=29052KB +13258KB #30409 +10291)
(mmap: reserved=249600KB, committed=154768KB +77480KB)

(reserved=371875KB +18969KB, committed=371875KB +18969KB)
(malloc=66723KB +18969KB #364357 +127871)
(mmap: reserved=305152KB, committed=305152KB)

(reserved=768KB —-205KB, committed=768KB -205KB)
(malloc=637KB —-205KB #3163 +746)
(arena=131KB #6)

(reserved=164392KB +103183KB, committed=164388KB +103179KB)

(malloc=164356KB +103179KB #69335 +8065)
(mmap: reserved=36KB +4KB, committed=32KB)

© 2020 All Rights Reserved.




NMT Summary Explained

* NMT takes a baseline then measures against baseline

* 11 different areas of memory consumption from the JVM.

* Most notably, “Java Heap” is the amount of heap space allocated to the
JVM.

* “Class” can be traced to metaspace, as this is where class metadata is
stored.

* Other 9 areas should hover around 10-250MB respectively. When we
see areas of native memory above 1GB it is considered abnormal for
Jenkins.

DEVOPS\WORLD
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Script it!

e Run Hourly to diagnose an NMT memory leak
® 10% Overhead to the JVM

e Add to a crontab:
o 0**** JENKINS HOME="path/to/jenkins-home' $JENKINS HOME/support

#!'/bin/bash

TSTAMP="§$ (date +'%Y%m%d $HIM3S')"
jenkinsPid="$ (pgrep -o java)"

nmtLog="$JENKINS HOME/support/nmt.log"

1
echo STSTAMP $JENKINS_CLUSTER_ID >> S$SnmtLog !

jemd $jenkinsPid VM.native memory summary >> $nmtLog

DEVOPS\WORLD
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Jenkins Plugins

® One of the most popular is the Monitoring plugin
o Provides stats and graphs on CPU, memory, threads, etc

e CloudBees Monitoring plugin for CB customers
o Can configure alerts for when something strays from the norm

]

Statistics of JavaMelody monitoring taken at 6/5/10 11:22 AM from 5/31/10 10:56 AM on

& Update | FDF

Used memory - 1 week
100 M

1]
Mon Wed

Erean W HMacimum  Mean:
Mz mum :

& Online help

Fri

62 M
116 M

(Hudsomn)

Choice of period . [&] Day [ Week |7 Month [ Year [ AU |5 Custotmized

% CPU - 1 week

0

Mon Wed Fri
Erean W Maxcimum  Mean: 215 m
Mz mum : 82433 m

Active threads - 1 week

1

1.0

0.0

Mon Wed Fri
Erean W Hacimum  Mean: im
Mz mum : 1000 m

Http hits per minute - 1 week

1]
Mon Wed

Erean W HMacimum  Mean:
Mz mum :

Fri

[
a2

Http mean times (ms) - 1 week

1.0 k 4
0.0 Al T S P
Mon Wed Fri
Erean W Maxcimum  Mean: 7
Mz mum : 1408

% of http errors - 1 week
20

10 J
a

Mon Wed Fri
Erean W Hacimum  Mean: 14 m

Mz mum : 10238 m
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o Example alert: JVM heap memory usage is over 80% for more than a minute
<, @ The main problem with plugins is they can’t be used if Jenkins

Local metric gauge within range

Gauge

®® 0 ® ® 8

| wm.memory.heap.usage

Alert if below |
Alert if above I:I.Iél

|| Alert if equal to above or below limits

Alert title .J"I.I'M heap memory usage below B0%

Alert after |EEI|

Recipients

|



JMX monitoring

e Built into the JVM, but needs to be enabled if using remote monitoring with:
com.sun.management.jmxremote.port=portNum
e Java VisualVM is bundled with JDK 8+ and connects via JMX
o Can live monitor CPU, memory, classes, threads. Can also take heap
and thread dumps
o VisualVM does not have alerting.

DEVOPS\WORLD
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Java VisualVM
i E B
—
v 5 Local . [5d Overview E!mm = Threads 2 Sampler (%) Profiler |
|4 VisualvM
P2 Main (pid 39507) Z Main (pid 39507)
IS Monitor CPU Memory Classes Threads
VM Coredumps
(&) Snapshots

Uptime: 15 min 28 sec

Perform GC Heap Dump

CPU

% | Heap | Metaspace

Size: 1,709,703,168 B

CPU usage: 15.9% GC activity: 0.0%

Used: 718,775,904 B
100%] Max: 4,294,967,296 B
80%- 1,500 MB-
]
1,250 MB-
60%-
1,000 MB-
40% 750 MB-
500 MB
20%
250 MB-
o%-'~4-l———l—l—&w?—‘l—hm—l-——liI 0 MB- |
4:25 PM 4:30 PM 4:25 PM 4:30 PM
0 CPU usage B GC activity O Heap size M Used heap
Classes ®  Threads X
Total loaded: 21,414 Shared loaded: 0 Live: 117

Daemon: 86
Total unloaded: 16

Shared unloaded: 0 Total started: 444

Live peak: 120

20,000 /I 1207

IOO-M
15,000+ 501 _—
Il N
10,0004 60 2

401
5,000+
20+
ok ; 0
4:25 PM 4:30 PM

4:26I PM 4:2é PM 4:3(|) PM

432 PM
O Total loaded classes M Shared loaded classes
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Java Agents

e Java Agents are jar files that inject code into your JVM to run
e Added using java arg. - Jjavaagent: /path/to/agent.jar

e Can provide better metrics, but have overhead
e Datadog

o Very robust and customizable Ul

o Monitors many metrics and has alerts
o Paid

® Prometheus

o Text only by default. Can be hooked into visualization tools like Grafana
o Many different pieces make it more customizable, but more complicated
o Free and open source

e Pick a tool with alerting capabilities, get a baseline of memory usage, set
an alert to trigger when memory is above the threshold for an extended
time

DEVOPS\WORLD



Q, Search APM > Services » coffee-house ) servletrequest » GET [coffeehouse > 4923987410956946410

@ coffee-house GET /[coffeehouse
May 24, 7:19 pm 2.08s  GET http://java-coffeehouse:8080/coffeehouse m

Flame Graph Span List (85) Hide Legend
—
100 ms 200 ms 300 ms 400 ms 500 ms 600 ms 700 ms 800 ms 900 ms 1sec 1.1secs 1.2 secs 1.3secs 1.4 secs 1.5 secs 1.6 secs 1.7 secs 1.8 secs 1.9 secs 2 secs " .
1 1 1 Il 1 1 1 1 1 1 1 1 1 L 1 I 1 1 1 1 Service = % Exec Time =

B coffee-house 58.9%
@ php.backend.api 14.0% |
B mongo 8.36% |
B dotnet-coffeehouse 6.91% |
http.request GET /users 499 ms
user_repository.get_all 351 ms B redis 2.86% |
|I|I|I”m ' users.fetch 203 ms B sqlserver 1.94%
_ sql.query B curl 1.79%
B bean-server 0.94%
http.request GET /coffees | 0.65%
laravel.request CoffeeHouse\Controllers\HomeController@coffeelist coffee_list 649 ms
B pdo 0.12%
laravel.a ees 545 ms
@ memcached <0.1%
I| call_external_web_service 531 ms
ermission_checker B
curl_exec http://php-coffeehouse-backend/favorites 530 ms L P = w0k
laravel.request CoffeeHouse\Controllers\HomeController@favc
|| laravel.action favorites
=l
@ [ coffee-house servlet.request = GET /coffeehouse 2.08's (99.6%) X
Span Metadata Host Logs (4) Errors (3) JVM Metrics
—
View integration dashboard (%
Heap Usage Non-Heap Usage GC Old Gen Size Heap Usage (top 10)
: } i 100M ! 2 !
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i | M i 10K .
: o | : :
i i I
8 T T ! T T oM T T . T T o T T T T oKk T T : T T
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Irace i Trace i Trace ;
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15 - B8 Atassian Overview - @ @ ]

Instance 10.202.200.69.7000 =

Memory Total RAM

4.02 GB

a7
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Memory Pool Used
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Catalina Request Processing Time
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50s
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