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Spirent TTsuite-TSN-FilteringAndPolicing

Test Conformance of Automotive, Industrial and
Telecom Applications against IEEE Standards

Features The IEEE 802.1 Qci standard for per-stream filtering and policing defines
supervision functions to protect TSN networks against overloading by
* Flow meters misbehaving device (babbling idiot problem).

conformance testing
These functions allow TSN switches to monitor traffic on their ports and

* Flow meters bandwidth to initiate protection actions for the network, if a misbehaving device is
detected. Example protection measures could be partial or complete

e Reception and
blocking of traffic for the misbehaving device.

transmission at different

t EIR, CIR H H
rates ( ) Application Areas

Technical Specifications Filtering and Policing is one of the core TSN standards. Time-sensitive

/ Standards networking is a collection of protocols defined by IEEE with applicability in

many verticals like:
e |EEE 802.1Qci-2017

— |EEE Standard for Local
and metropolitan area

e Automotive—advanced driver-assistance systems (ADAS), X-By-Wire,
autonomous driving

. e Industrial-smart manufacturing, smart grid, industrial automation,
networks -- Bridges and

Bridged Networks -- industry 4.0
Amendment 28: * Telecom-transport time-sensitive fronthaul streams over Ethernet
Per- Stream Filtering bridged networks

and Policing
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Il startAllSt] PerPort
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et reply startAliStreamsPerPort |
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«call waitFo[Generator |
16:49:01.216 stcPort | -+ stcPort
et repl iflFori it |
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16:49:02.238 stcPort | -+ aall savCanfig | stcPort
16:49:02.407 st(Por‘t| get reply saveConfig - stcPort
«call stopCapture
16:42:02.412 stcPoﬂA stcPort
et reply stopCapture
16:49:04.100 stcPort % stcPort
Pa—— .
16:49:04,102 |ATTACHMENT:TS2 Peap file (TC|PSFP_fm_rate_03_B_2020-4-09-04-49.03,pcap)

receive Ratelnfolist
16:49:04.109 psfpStatsPort —————————— ¢ psfpStatsSysPort

16:4%:04,114 ¢ _pass__»'TS2received comnjitted stream S1 at rate : 0|99 Mbps as expected magimum rate is 1.0 Mbps®
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About Spirent
Communications

Spirent Communications
(LSE: SPT) is a global leader
with deep expertise and
decades of experience

in testing, assurance,
analytics and security,
serving developers, service
providers, and enterprise
networks.

We help bring clarity to
increasingly complex
technological and business
challenges.

Spirent’s customers have
made a promise to their
customers to deliver superior
performance. Spirent assures
that those promises are
fulfilled.

For more information, visit:
www.spirent.com

AMERICAS 1-800-SPIRENT
+1-800-774-7368

sales@spirent.com

US Government & Defense
info@spirentfederal.com

spirentfederal.com

EUROPE AND THE MIDDLE EAST
+44(0) 1293 767979

emeainfo@spirent.com

ASIA AND THE PACIFIC
+86-10-8518-2539

salesasia@spirent.com
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Benefits

e Predefined test scenarios covering the IEEE 802.1Qci-2017 standard

Fully automated testing that can be seamlessly integrated into existing
test infrastructures

Bridge and end station tests (an Upper Tester is required for end
station tests

PCAP files with complete traffic (including the timing protocol) are
appended in the log of each test case execution

e Future-proof: Extensible for different profiles (IEEE, Avnu Alliance or IIC)
e Visual failure analysis and correction

e Test report creation with multiple customization options
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