) GitHub

GitHub 9| H| L}

GitHub Copilot
Y HO|HMEL} At5 -
C| |

] August 2025




&

OO HE S A&t 72 uf
[c g

« GitHub Coding Agent

. Agent Mode in IDE

« Copilot Code Review

. Demo

« Custom-instructions.md
AHAEMDE

Prompt-files.md

Q&A




Copilot ZE3 &

GitHub.com GitHub.com




Copilot coding agent
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AgentZ} 7l'E -> PR ‘48 -> Copilot E| 7

Coplat

Changes Made

[ Copliot Arways Backiog

Analysis of Current Components and Needed
D Add Context.. % test memos.py Currentfile © [ python Instructions X Improvements

[ copilot-instructions Instructions X )@copilo!CodlngAgent
Tithebar 1sx
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Agent mode

CopilotO| A=A
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a roblourens %

Add an appropriate icon next to the current forecast. Then run the app

#® GitHub Copilot Generating..
> Used 1 reference

v/ Searched codebase for current forecast

| found the relevant code for displaying the current forecast in the & Weather.tsx file.
| will add an appropriate icon next to the current forecast in the < Weather.tsx file.
& Weather.tsx

Run command in background terminal
npm run dev

Run the app in development mode.

Continue Cancel

Working Set (1 file) Accept Discard

Weather.tsx src/components

+ Add Files... ¥ copilot-instructions.md X
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Reviewers

Request up to 1 reviewer
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Copilot code
review
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Standard &2 &
*  GPT-5 mini (Preview)
« GPT-4.1, GPT-40

Premium 2 &!

03, 03-mini, 0o4-mini

Gemini 2.0 Flash, Gemini 2.5 Pro
Claude 3.5/ 3.7 Sonnet

Claude 3.7 Sonnet Thinking
Claude 4 Sonnet

Claude 4 Opus

GPT-5

Standard £ &

= Hlet MlS

Premium £ &

s 2Ol A0 (OHE
2 NS
(3002//10003)

GPT-41 Ox
GPT-40 Ox
GPT-5 mini (Preview) * 0x
Claude Opus 4 10x
Claude Opus 4.1 (Preview) 10x
Claude Sonnet 3.5 1x
Claude Sonnet 3.7 1x

Claude Sonnet 3.7 Thinking  1.25x

Claude Sonnet 4 1x
Gemini 2.0 Flash 0.25x
Gemini 2.5 Pro (Preview) 1x
GPT-5 (Preview) # 1x
03 (Preview) 1x
03-mini 0.33x
o4-mini (Preview) 0.33x
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GitHub MCP Server

«  GitHub 34! MCP AH{
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https://github.com/github/github-mcp-server

THE OFFICIAL OPEN SOURCE

GitHub MCP Server

= ) o

ues 54 11 Pull requests 29

github-mcp-server

github-mcp-server

¥ main + ¥ Brar

@ toby

| SamMorrowDrums

v/| MCP Server: github

add_issue_comment Add a comment to a specific issue in a GitHub repd

add_pull_request_review_comment_to_pending_review Add a comm|
assign_copilot_to_issue Assign Copilot to a specific issue in a GitHub reg
cancel workflow run Cancel a workflow run

create_and_submit_pull_request_review Create and submit a review fo

create_branch Create a new branch in a GitHub repository

v

v

v

v

v

v

/| create_issue Create a new issue in a GitHub repository.

/| create_or_update _file Create or update a single file in a GitHub repositoi
| create_pending_pull_request_review Create a pending review for a pull
/| create_pull_request Create a new pull request in a GitHub repository.

/| create_pull_request_with_copilot Delegate a task to GitHub Copilot coc
v

create_repository Create a new GitHub repository in your account

Add file ~

D Watch 146 ~

<> Code ~

1O 159 Commits

About

GitHub's 0
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HAH chat 2 E -

dazure

plan 1
Configure Modes...

Agent ~ Claude Sonnet 4 ~
EXPLORER = ontsad M < plan.chatmodemd X % urspy users % urls.py ...\memos @u«o OO

v 3 B2 U .github > chatmodes > £ plan.chatmode.md > = # Planning mode instructions
e github You, last month | 1 author (You)
1 S
2 description: Generate an implementation plan for new features or refactoring
existing code.

L
« .chatmode.md 2t= S
3— C)l 1 2 st 3 tools: ['codebase’, 'fetch’, "findTestFiles’, "githubRepo’, ‘search’,
Dl_ El- — |-OEI E IC_Di 9" > :]rst}:p;ons 'Ezages-]co o o snafeserites githubRepo searc

~ chatmodes

= azure.chatmode.md

= copilot-instructions.md : ‘;_;1 . P e
. anning mode instructions
. A|—-Q- =S O-” II|-§ 9—' A Ed XH > venv ¢ D2 Planning S0l YBLIL. MEL 715 FH TE JIE Ac WSS AP I
e — = e Atig Ayels Zo| AL
E — )\E-I S {} settingsson 7 BE 4ES 84X 2D, 9 A L.
— (@) ~ apps 8
> _pycache_ o AEUME O3 22 MMe Zists oiace 22 ZMElc
= (@) - 18 * IR (overview): 7Is FE ZIWEZ o] it e 4Y
® Jlll- E'I_:I E;g" Xl x|:|I E DH HI_-I >mer‘r‘fis—Chn 11 * SFAME(Requirements): MY 25 FE= 2UWET Egio] AR =5
AN O E A—| EH _6|'X| OF E ; ;!;’r;on‘; 12 ;;ﬁ EtZ(Inplementation Steps): 7l i 2[MER X2 [usty| 9 44l £
AN =
_Ll E)I-_ o — 1 Lo I—l "'|- @ _init_py 13 * HAE(Testing): g 7l5 Tt 2AWEa T2 HZs| 98 THM0F ¥ HAE =
@ admin.py 5
SIS LA OZ W2 M3
(@) O — — L — & apps.py

& fnrmenu M
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Django 7|HF2| CIRE # OHZ2|3[0]M

y
3 FR IS
= ) - AEx 239 Y SIEv.
CO | Iot - ) oiE Ay, 4, A
L - R S5 3.
I ' md ;
1
nstructions. e
; - IEEQIE
3 - Django ®IZ3l AE: wTML, c55, Javascript® AFEHRO| ZHESE ur 7H.
3 - Bootstrap (4% Abg): ME2D 92 UIE 28 A=
?
1 - s
2 - Django Framework: ¥l OiZ2|#[0|Mde| &3 23t ap1 HIS.
3 - Django Forms: OIR Zd 81 =3 E Az, - =2 3=
1 - .github/
5 - diojgHlo] A - docs/
5 - sQLite: g EAHolA Ztchs| AFBE £ Rl 712 clolEHIo|A, | _ memojjang/ # 02l Django ZEHE
. re) 7 = g # Django ¥S
COpI|Ot0" 7'” ot X-” Ol_l- 0” I:H o|_|' ERVE -5 T 1 ?ppsj,.it 5 Jane
II o M x_l 3 - Django LHE QAE A|AR: AMBA} 2391, 230t%, S| 7| - —
i | i - _ pycache__/
1 E Eo 1 - MM | - memos/ #D'IEﬂ
. . . . H - Djange®] 7|2 M 22| I MR, - _init_ .py
.github/copilot-instructions.md ; - adwin.py # B oy
L e o LR Y MM AE g it
5 - : Djangog] U - - models. # Clojg| &
. (@) [ N i . mode PY
C0p||0t0| iE x-" Ol_l-Al O1| Ol I I x_l = ; e R R - views.py # 5 2
3 . A7} apopmaya - tests.py # HAE
I:I:|-E'|- —I—q E X-Il Ol_l- 3 - django-crispy-forms (418 AlE): & AE(URS ZHHSIH| Gt - migrations/ # O|o|E{H[o| A Oto|a2fof4
3 - _ pycache_ /
- users/ # M22
- _init  .py
- admin.py # M2 43
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£ copilot-instructions.md = database.instructionsmd X (0 READMEmd

Task03 > .github » instructions > = database.instructions.md > ...
You, 3 weeks ago | 1 author (You)
1 pr—
2 | applyTo: "**/* sglite3, *.sql"

A = X-' @) | v github 2
> chatmodes P Doialisee
< inetrudti 6 - Clo[EH|0|A HO|EE AEX0|H LEE M2
- A—I I—I A5 TR 3 7 - BE Ho|E2 ~id & primary keyZ2 7X|H AE22 F7t
I nstru Ctlo nS £ database.instructions.md g - CHoHCH(Many-to-Many) ANME S8 7|2 7|(compound primary key)Z ALS3iD
£ python.instructions.md A ‘O";EE!" A . A a )
o ) 9 - “char’, “varchar’, “nvarchar £ EXEHO| AMESHK| 231, “text Ot AR
£ review.instructions.md 18 - BE connection stringS2 20| ~ .env It XZE
£ testinstructions.md 11
. t t d fL|-O| E M I‘l £ copilot-instructions.md i‘ # HolE 2310t
.instructions.m =2 =28 S e S e
= — 15
A‘” —r&ll Ol_l Al‘g‘ X|' Xl *IZ! AE-I IO-I J-Ll'% 6 - id: Primary Key, XH= &7}
17 - user_id: Foreign Key, users H[0|23} ¢
A |: AH A 18 - title: B2 X%
- E-”— = :l H -I InStrUCtIOnS 19 - content: O W=
20 - created_at: M2 MM gt
_ e I H . . 21 - updated_at: M2 £F E
T E 2|7 instructions -
23 - users H[0O|E2
- {8 KA X] 4 instructions 24
25 - id: primary Key, XS &7}
26 - username: AMEX} 0|2
- Pull request Nl =, 23 4o 2 ematds 487 ololg
28 - password: AMEAl H|YUHZ
InStrUCtlonS 29 - created_at: AMZXL MY &t
EL:] - updated_at: AMZXL £%F €t



react-form.prompt.md

Your goal is to generate a new React form component.

Prom pt inst ructio ns Ask for the form name and fields if not provided.

Requirements for the form:

&3 (VS Code)

" for form state management:
define Ty pt ty f ~ form data
Prefer ®uncontrolled* components ng register

faultValues™ to prevent unnecessary rerenders

Copilotd| Al AR 7}S Tt LE I E jnstruction
ot (md)= M-S

DE MM AZHE HAE, migrations O
CHoE AL E Z =2 ZE K|S (0l: React forms,
APl mocks)

ype safety

Customize UX-friendly validation rules

H
:

Im
Ll

security-api.prompt.md

— = e
- RO MEX[A  SE =0 210 Ciok
XLE_I—-i o|_| QE ‘”_g_ ( |: EO|_|- iE—I"I E|ﬁ, ﬁlg Secure REST API review: Copy
_75_)\ §|-O| E) * Ensure all endpoints are protected by authentication and authorization
SRR * Validate all user inputs and sanitize data
- B TA nE L or0] Z2tel Ml © mplonent Togging ané movisoring for security events
jq|.;q|:|k|_(2|. Ardlx-”_—'._ pleme ogging and monitoring for se y events
( [ L — 1 [«) )
Cl. o ™ SO 1T = re)
. 2eg =N A, Z2 Z2NME0 EHY
—  — —
I & S 0f| CHBt step-by-step 7t0| E



VS Code 0| M Copilot
JC mCh

« Y Z IDEO|A ALEXt CHRIZ Al
O M T|EEZ XS

e VS Codel| QEOIRA &l -
“Review and Comment”

E
Jh&sisin A I%e'% e

Add File to Chat

Tt e -
Copilot > Editor Inline Chat Ctrl+1
Rename Symbol F2 Explain
Change All Occurrences Ctrl+F2 Fix
Refactor... Ctrl+sShift+R Review and Comment
Source Action... Generate Docs
Generate Tests
Open Changes >
(XY} - £ index.ts — my-typescript-app ) 0Domo
EXPLORER 1S index.ts X m -
/ MY-TYPESCRIPT-APP src > 1 index.s > %3 TodoList > @
/O v assets/icons 13 class TodoList {
‘s add.svg 22 addTodo(task: string) {
2 ‘a delete.svg 30 } 3l
> dist 31
oo 2 updateTodoElement (id: number) {
3'> | 15 indexts | n@ const todo = this.todos.find(todo => todo.id s
= o~
# styles.css Code Review Comment (1 of 2) TR E A~
index.htmi @ GitHub Copilot
89 | 0 packagejson The find method can return undefined, so it's better to explicitly handle this case.
D README md Suggested change:
@ 1 tsconfig.json
- if (todo) {
+ if (todo === undefined) {
Apply and Go toNext | [ Discard and Go toNext
34 if (!todo) {
35 throw new Error('Todo not found');
36 }
37
38 // Set the state of the todo item
39 todo. completed = !todo.completed;
40
41 // Update the UT
® az const todoItem = document.querySelector(’ [data-todo-id="${id}"]') as HTMLLIElement;
43
& 44 todo. completed ? todoItem.classList.add(’completed') : todoItem.classList.remove('completed');
45

> TIMELINE

B »mainc ®0A0

TypeScript & 0




) GitHub

Platform

Integrations & APIs
(<)

( Powered by AI

Git & O*E,H%EI 7150l
Al (Copilot)
ERE

i
0|r
HTJ

Collaboration

Pull requests

Projects Issues

Discussions Merge queue Search

Productivity

CI/CD with Actions

Codespaces Runners

Security

Advanced Security

Security overview

Scale
100M+ developers

Automation Copilot

npm

Secret scanning

Supply chain Dependabot

Source code management



Copilot in DevOps Lifecycle

" pian_| [ Review | ~ops
analysis
oOCDCEd O

@azure


https://github.blog/changelog/2024-10-29-multi-file-editing-code-review-custom-instructions-and-more-for-github-copilot-in-vs-code-october-release-v0-22/
https://docs.github.com/en/enterprise-cloud@latest/copilot/using-github-copilot/code-review/using-copilot-code-review?tool=webui
https://github.blog/changelog/2024-10-29-web-search-in-github-copilot-chat-now-available-for-copilot-individual/
https://docs.github.com/en/enterprise-cloud@latest/copilot/using-github-copilot/code-review/using-copilot-code-review?tool=vscode
https://github.com/marketplace/models
https://docs.github.com/en/enterprise-cloud@latest/copilot/customizing-copilot/adding-custom-instructions-for-github-copilot
https://github.blog/news-insights/product-news/code-referencing-now-generally-available-in-github-copilot-and-with-microsoft-azure-ai/
https://docs.github.com/en/enterprise-cloud@latest/copilot/customizing-copilot/managing-copilot-knowledge-bases#creating-a-knowledge-base
https://github.blog/changelog/2024-09-09-larger-context-window-improved-test-generation-and-more-in-vs-codes-copilot-chat/#experimental-new-features
https://github.blog/changelog/2024-10-29-copilot-autofix-now-supports-partner-code-scanning-tools/
https://docs.github.com/en/enterprise-cloud@latest/code-security/secret-scanning/copilot-secret-scanning/responsible-ai-generic-secrets
https://github.com/nekoaru/my-calculator/actions/new?category=none&query=Azure
https://docs.github.com/en/enterprise-cloud@latest/copilot/customizing-copilot/managing-copilot-knowledge-bases#creating-a-knowledge-base
https://docs.github.com/en/enterprise-cloud@latest/copilot/using-github-copilot/code-review/using-copilot-code-review?tool=webui

@ GitHub Copilot / Code Generation

Scope Of Changes

Frequency of Interaction

Inner/Outer Loop

Developer Canvas

Completions

Next
Few Lines

Hundreds of
Milliseconds

Inner Loop

VS Code
(Editor)

Chat/Edits

Multi-File
Edits

Seconds

Inner Loop

VS Code
(Chat)

Agent Mode

Complete
tasks

Minutes

Inner Loop

VS Code
(Chat)

Copilot coding
agent

Entire

issues

Tens of
minutes

Quter Loop

GitHub.com




Public preview (Copilot Pro+)

) GitHub Blog & Changelog Reader =
terat

G itH U b Spa rk ’ ) , : GitHub Blog; R;ader

3 (20) GitHub Blog (10) Changelog (10)

SEE TR

- N E Yoz 2td : T —
- Claude Sonnet4 7| &t ' . Ry
- OFO|C|O0 & tI&otA ez 2 E

- CHYotAIRE S 285t= AIY M |

N Data, LLMoLl E—I IL*I|O|¢I §ﬁ %Dl, HHE, Copilot activity report CSV
GitHub I S7HA| 25 Ats Tl

- ddEl IS HE Ny Mo,
A N0 ES &ESIALL,
Codespace= &0l GitHub
CopilotOlO|HE = THY



Copilot chat on
GitHub.com

GitHub Enterprise, GitHub Mobile app0i| A

© lIssue, Pull Request summary

Copilot Chat AHZ

© Customized to your source code / documentation

© Summaries and references to sources




Copilot summaries for
discussions & Issues

Implement different sorting logic for add context quick pick #2
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Code scanning alerts | #75

Server-side request forgery

(Q)e:CLN in master on Oct 23, 2024

£3 Copilot Autofix ' Al ' generated a fix 5 months ago

To fix the 55RF vulnerability, we need to validate the host header before using it to construct the |
to maintain a list of authorized hosts and ensure that the host header matches one of these authe

approach will prevent attackers from injecting arbitrary hosts into the request.

1. Create a list of authorized hosts.
2. Check if the host header is in the list of authorized hosts.

3. If the host is not authorized, handle the error appropriately (e.g.. log the incident and return .

...5et/src/main/ java/org/owasp/webgoat/password_reset/ResetLinkAssignmentForgotPassword. java

@ Error

Server-side request forgery
Potential server-side request forgery due to & user-provided value.
Directly incorporating user input into an HTTP request without validating the input can facilitate server-side requ

these attacks, the server may be tricked into making a request and interacting with an attacker-controlled server.

Show paths

@@ -35,2 +35,3 @@

S

—
+ e [] W

L:J johnjohncom/testvulner

0] &2 2HZ +H5l2{H 0EH
BLx[?

2ot ZH|: Server-Side Request Forgery (SSRF)
2H 4%:

AFEZL SIS HE Q0| HTTP 280 TE ot 7= AL,
HZt SHx7t ®ofsls Mu{et SHEHES EEHE 4 QI&LIC
0| Server-Side Request Forgery(SSRF) A2 =g == %
SLICt

-

b

=

1

39t 3 9I%)

T

webgoat-lessons/password-

Rl

reset/src/main/java/org/owasp/webgoat/password_reset/Rese

tLinkfAssignmentForgotPassword. java
2tol.

Ask Copilot & B




» Code

() Actions

) Issues 1

Il Pullrequests 3

Add /user endpoint #11

son7211 opened on Aug 30, 2024

B Projects

M wiki GC

* 3dd /user endpoint for user to show each user’s profile

* /(user/order endpoint for user's order information (product and thi number of product

Create sub-issue =~ @

A & son7211 self-assigned this on Aug 30, 2024

-0- & son7211 added a commit that references this issug

&dd Auser endpoint

[Z & son7211 mentioned this on Sep 12, 2024

Steps to Implement:
1. Define the Routes:

© Use your server framework (e.g., Express.js for
Nodejs) to define new routes for /user and

fuser/forder .
2. Database Integration:

© Ensure your database has the necessary tables ang
fields for user profiles and order information.

© For /user, retrieve user profile data such as namg
email, etc.

© For /fuser/order , fetch the order details linked to

the user, including product names and quantities.
3. Controller Logic:

© Create functions in your controller to handle the
logic for fetching and formatting data for the

(] johnjohncom/demo-onlinestore-s...

0l 7152 =715t oA &Hof
2| H oksH

1S URLOIM ®ZE 0]+
(https://github.com/johnjohncom/demo-onlinestore-
server/issues/11)= SH 0|50 tiFt LHES Z HYL|CE, 0|2
7902 7Y F= 7l 7 YHE H S H, HA ol
9| HIE LHEE =eleof HLICh X3 Hi= 02| LH2 S Belst

Zl&L|Chissue #11 in this repository suggests adding the

following endpoints:

1. /user endpoint: To show each user's profile.

2. fuserforder endpoint: To display a user's order
information, including the product and the number of
products.

Steps to Implement:

1. Define the Routes:

endpoints.

Copilot is responding... & =




GitHub Copilot Trust Center

) the GitHub Copilot Trust Center, we

1aximize their potential by prioritizing security, p ¢, compliance, and transparency as

O N Resources FAQ Media

Resources o Bulk download

CSA STAR Certificate o

ISO 27001:2013
ISO/IEC 27001:2013 Certificate o

CSA STAR Level 2

SOC3ISAE o

https://copilot.github.trust.page/



GitHub Copilot Trust

GitHub Copilot
Hiolg

OT=E
==

ol
=

. Copilot G| 0] E| 2tk
YAE HLE FQstn TETEL o) AT
HE D2 SExo=E A2 R 5L D) TE=E

EZ %&51610] GitHub2 2 F&SHL Lk Of 2] o] 4%
AMd517] ATt HE |0 ATFALsto| MdE Tofs A
A=l 0 O|ALS A0 = 37} §io] HE X pi&L|CH

Microsoft Product Terms

6.

®

Data.

A.

Generally. GitHub Copilot sends an encrypted Prompt from you to GitHub to provide Suggestions to you.
Except as detailed below, Prompts are transmitted only to generate Suggestions in real-time, are deleted
once Suggestions are generated, and are not used for any other purpose. Prompts are encrypted during
transit and are not stored at rest without your permission.

When Prompts are Retained. Your Prompts are retained by GitHub in the following circumstances:

1. CLll and Other Tools. If you use GitHub Copilot tools that operate outside of your code editor, such as
Copilot for the Command Line Interface, GitHub Copilot retains your Prompts to those tools to
provide the service.

Private Language Models. If you have requested a customized private language model, GitHub
Copilot retains your Prompts to fine-tune your private model.

Custom Settings. If you have configured GitHub Copilot to use alternative data handling, such as
enabling interaction with third party extensions, GitHub Copilot will retain your Prompts based on
that configuration.

GitHub Customer
agreements



https://www.microsoft.com/licensing/terms/ko-KR/productoffering/GitHubOfferings/EAEAS#clause-2614-h3-1
https://github.com/customer-terms/github-copilot-product-specific-terms
https://github.com/customer-terms/github-copilot-product-specific-terms

Q&A
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() Thank you
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