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How GitHub is
using GitHub

‘a Kenta Nakase / @parroty

0 Senior Solutions Engineer, Corporate



) How GitHub builds GitHub
" (https://github.blog/tag/how-github-builds-github/)
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] Tag

i How GitHub builds GitHub & e

Company

Empowering

accessibility:
GitHub’s journey
building an in-house
Champions
program

As part of GitHub's dedication to

accessibility, we expanded our internal O GAI.Axv24

accessibility program and scaled up our

assessment process to help remove or
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How to communicate like a GitHub engineer:
our principles, practices, and tools

. — N A
N [ ~ Learn more about how we use GitHub to build GitHub, how we turned our guiding
s ] communications principles into prescriptive practices to manage our internal

communications signal-to-noise ratio, and how you can contribute to the ongoing

conversation.

.

L] =

XZE1t - FEIEIHA BHRDEN - BFE

- HOWARBEHREEZIEIT - URLT7ZIERARICLT
(BF—LDUERIK)) HE (@MentiontRe

- Y—XXO—RolLEa— - ChatNOEEIER. GitHub
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THGitHubZ= &5
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~ (https://github.com/github/how-engineering-communicates)
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<> Code () Issues 2 10 Pullrequests ) Discussions (» Actions O Security |~ Insights
[[I] Files how-engineering-communicates / how-github-engineering-communicates.md >

F main §: rclark fix quick reference hyperlink cc268da - 7 months ago Y Histo

Q Gotofile

Preview | Code  Blame 260 lines (149 loc) - 35.6 kKB - @ S Rw O W :
.github S —

[ LICENSE.txt

[ README.md How GitHub Engineering communicates

[ how-github-engineering-commun...

[ prompt.md (Community version, lightly edited, primarily to remove internal URLs and references)

[ quick-ref.md For a tl;dr version of this document, see the companion quick-reference guide.

[ tips-for-leaders.md

Purpose and motivation

GitHub has long had a culture of each team enjoying a great deal of autonomy in deciding how they
communicate day-to-day. While this freedom allows teams to experiment and uncover novel practices, it
= ; also means that working across teams requires first negotiating a meta-conversation around how to
communicate before any substantive work can occur. Having an open set of shared expectations within O GAlev24
the Engineering organization will allow us to be more effective, mindful, and inclusive about how and




GitHub L TDIBHRIH « 5558 (B : Community Forum)

(https://github.com/orgs/community/discussions)
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() Overview ] Repositories &) Discussions @ Packages A People

GitHub Copilot FAQs + Troubleshooting common issues @ #47318 >

2 Pinned @ Answered by Akash1134 | Akash1134 asked this question in Copilot

@ Akash1134 on Feb 14, 2023  Maintainer edited v - Category

?_ Copilot

FAQs + Troubleshooting common issues with GitHub Copilot

o Labels
/«—'—""‘..\ L= w&
Documentation ' Copilot

This guide describes the most common issues with GitHub Copilot and how to resolve them. We've also shared some e
important details about the latest developments in the world of Copilot &

We love all the questions you ask in the community and wanted to answer some of the frequently asked questions related 77 participants
to GitHub Copilot. We know your time is valuable so before jumping into the FAQs, there are two a few easy checks that <> S g e
you should ti::k off ’ e ’ @ﬁ& = O
o s ! Q Tip "; ) ([~ and others

P b W
_ o . — () GALAXY24
W For questions about the general use of GitHub Copilot, product impact, human, oversight, and privacy, see the
comprehensive list of GitHub Copilot FAQs. Notifications
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Product

How we’re using GitHub Projects to
standardize our workflows and stay aligned

>y paxas
~ Learn how we’re managing feature releases and establishing best practices within
E and across teams at GitHub using GitHub Projects.

] o

HBELEHRAEYAM X B B B FT - IKREEIE

- AR o7T>7L—F - [FHROTEHIZGER - A1t
(BRe) ) —X, O— k¥ v, (Status Updatetéae

FOR—FT 1 T, etc.)

- O—=JLICINCT=ER S
Ea— (vx%x—2v@Els,
HLEMIT, etc.)

Author

- Built-in Workflow*GitHub £ ressrouon
Actions T B EENE i

February 28, 2024
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Product Feature Release Board
(AFAUBT. EROBREBZE 1—)

& Product Feature Release Frivate template

Use this template when planning out and releasing

[ Prioritized backlog [ Status board

Title
O PO 5 Estimate: 7

Initial user re:s

engineering

1 stakehold

Status

To do

To do

To do

On hold

+ New view

Product
Product
Engineerin

Marketing

Docs

Product

E28 ) GALAXY24

Design



Product Feature Release Board
(§i$5:a9 7%k Status Update)
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dizzbot

Overview i Repositories f Projects Q) Packages Qy Teams 2 ] 3 Settings

Recently viewed e s g >

4 Created by me
20 recently viewed

Projects
7 Templates .
f§ Security Release 3.0 ‘ . >

f Post-GA bug bash %

fj Team Roadmap: Q3

f First Responder Triage

E Customer onboarding R k “ — | O GAlev24




) GitHub Public Roadmap
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@ GitHub public roadmap

() Board ~ {3 Table

[") Generally available

E] oos

[ Cloud (github.com)

= is:open -status:"Q4 2022 — Oct-Dec""Q2 2023 - Apr-Jun""Q3 20 94

O Q12024 - Jan-Mar 7

@ roadmap #799
Repository Properties

ga GHES 3.13 ( github enterprise

repositories = shipped

-~ -
.
| @ roadmap #830
Projects: Project status updates
all ' cloud ‘ga GHES 3.13 ( projects
shipped
- R @ roadmap #854

Code scanning default setup can be enabled
on repositories before code in supported

O Q22024 - Apr-Jun 31

@ roadmap #237
Git LFS moves to metered billing

billing ' cloud ' ga ( github enterpr
github team | other

@ roadmap #178

GitHub Enterprise budgets for organiz
and services

billing = enterprise administration ¢

github enterprise

@ roadmap #578

Packages: maven - granular permissic

* B

(%) x

Unpin side panel

& roadmap #799
Repository
Properties #799

github-product-roadmap opened
on Jul 11, 2023

@ github-product-roadmap

on Jul 11, 2023

We are introducing a new feature for
repositories called Custom Properties. Think
of it as a key-value property store for each
repository in which you can store arbitrary
data about the repository.

¢ Organization admins can assign key-value
metadata to repositories called custom
properties

e Properties can be viewed and edited using
the Ul or API

) GALAXY24
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Docker ContainerX>CLI
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Community Company Engineering

How GitHub’s Developer Experience team
improved innerloop development

Our latest solution to the ubiquitous engineering problem of integration testing in a
distributed service ecosystem here at GitHub.

)
4 '
y P
(O)
\ (O)
m \

/
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Shipping code quickly and

— i safely in our own distributed

. H—ERTFOADEHL e

- ChatOps (Hubot) *° :
GitHub Appsic &%

> T IVERRIEDRM
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~Codespaces 5%%E 7 7 )L on “github/github”

(from “How GitHub Builds GitHub with GitHub” video on YouTube)

eoee O
< 2> C a

EXPLORER

OPEN EDITORS
devcontainer.json
GITHUB [CODESPACES]

devcontainer.json X

plate nvi
n-create-command.sh",
r Lner ]

/‘post-create-command.

I 1er !
start-command.sh",
W y ! Ne Itt ]
chCommand": ".devco iner/post-attach-command.
bootstrapg i t f
"ghcr.io/github;/

I 1 H 0.
ithub/bootstrap-nightl

atest",
privileged", "--secur -

opt", "seccomp=unconfined"],

"mounts":
"type=tmpfs,de
’

"forward

8
80

8000, 8001,

devcontainer.json — github [Codespaces]

) GALAXY24



ChatOps with Hubot at GitHub

(from “Using ChatOps to help Actions on-call engineers” Blog Post)
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mona A
.actions check plan https:/github.com/upstream-auto/upstream-hive/actions/runs/136237

hubot AP
® . " . . -
&5 Please wait while | get the data, I'll ping you when | have it g%

o=
——
ot

s hubot are :

- #o¢ @mona results for

L2d This was run more than once
Planld is: b73b4fa7-b123-44e9-9408-e1526e885dc2
x There must have been job events for 3 or more (for matrix) jobs, but looks like some are lost or not delivered yet!

x There must have been 3 + 1 or more (for matrix) plan events (+1 because we send one for runlevel), but looks like some are lost
delivered yet!

Planid is: 37d3e4b0-9791-4280-8520-6f418ae2dfee
x There must have been job events for 3 or more (for matrix) jobs, but looks like some are lost or not delivered yet!

x There must have been 3 + 1 or more (for matrix) plan events (+1 because we send one for runlevel), but looks like some are lost
delivered yet!

5% Captured in this issue, please go there for more details &
N

) GALAXY24



eee O X +
€« > Cc a

O Blog Menuv Q

Engineering

How GitHub uses GitHub Actions and Actions
larger runners to build and test GitHub.com

I
s Recently, we've been working to make our Cl experience better by leveraging the
— 7 newly released GitHub feature, Actions larger runners, to run our CI.

'\

: S

5 F—DERL J—270—0EE L
- Larger Runneric & % - Reusable Workflow|c
KL EBR (E—2J T K B EEHLE
32-core Runner®4,500 . e
’ - O) I # P & MaxWagner September 26, 2023
651, 18R/ 15,000 = RRMOERIE (F v 3 '
S >a) IC&B3EFEL _
7317, etc.)
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GitHub Actions - ZFHVJV RS 1) TO—H

(github/docs - 85 workflows & 300,000 workflow runs)
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(] github /docs ' pubiic L\ Notifications % Fork 58k Yy Star 15.6k

<> Code () Issues 31 i Pullrequests 20  (® Actions [ Projects 4 @ Security [~2 Insights /\ /\

[I Files docs / .github / workflows | (0

P main ‘L peterbe Disallow any code from public builds into Preview environments (#50399) 704daf9 - 5 days ago 1) History /‘\

Q Gotofile
Last commit message Last commit date
.devcontainer

.github

ISSUE_TEMPLATE add-review-template.yml Upgrade actions/checkout to v4.1.1 (#49390) 3 months ago

actions alert-changed-branch-protections.ymi Alert branch protection settings change part 2 (#49178) 3 months ago

branch_protection_settings

auto-close-dependencies.yml Bump actions/github-script from 6.4.0 to 7.0.0 (#46199) 6 months ago
workflows

add-review-template.yml azure-preview-env-deploy.yml Disallow any code from public builds into Preview enviro... 5 days ago

alert-changed-branch-protecti... azure-preview-env-destroy.yml bump azure/login to v2 which resolves node16 warnings... 2 months ago

auto-close-dependencies.yml .
azure-prod-build-deploy.yml Port start-server to TS (#50078) 2 weeks ago

azure-staging-build-deploy.yml Port start-server to TS (#50078) 2 weeks ago
¢ GALAXY24

check-broken-links-github-github.yml TypeScript to start server (#49800) 2 months ago

azure-preview-env-deploy.yml

azure-preview-env-destroy.yml

0O 000 oD o DO O

azure-prod-build-deploy.yml
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Engineering

Reducing flaky builds by 18x

) \g 2\ §
Part of the Building GitHub blog series. It’s four o’clock in the afternoon
as you push the last tweak to your branch. Your teammate already

reviewed and approved your pull request...

: S

£l FDE=R £l FDREI

- REILRY T DEHE - Flaky Test (FIh - 5kBX
L Ta—RNwIHAoIL PRELBVTRL) &

D FE B - BIET 51L&

Author

) GALAXY24




Flakes - Flaky TestD &t / RIfR1E (GitHub Apps)

O Cl Allbuilds Your builds Flaky tests

Test renders top past week 4 Unresolved ~
Summary Stacktrace Failures 2,763 Executions Related tests 1

19 days ago i = (
1'033 Tlme base‘cri | | #163537

) estt
\

4 days ago

RERUN COMMAND ( BETA

bin/rails test test/components/search/top_search_component_test.rb:21

FAILURE

TopSearchComponentTest#test_renders_top_past_week

Minitest::Assertion:
expected to find visible css "[data-test-selector=selected-text]" with text /Top:\s+Past week/ but there were no match

OWNERSHIP

@monalisa: You were the last person to modify the test file before it became flaky. (bbae2c)
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- BEHAERFETDSecurityE#fR - GitHUbR TODIBHRELK
(GitHub Advanced Security) (GitHub Issue)
- GitHub%Z #H 9 %Service®t - HEICILULTEH AR L
M OwnershipBARE1L L R— bk (GitHub
(SERVICEOWNERS 7 7 1 JL) Pages / GitHub Apps)

e

e0o0 O X  +
< > C a

) / Blog

Menu v~ Q

Engineering

GitHub’s Engineering Fundamentals program:
How we deliver on availability, security, and
accessibility

The Fundamentals program has helped us address tech debt, improve reliability,
and enhance observability of our engineering systems.

) GALAXY24




GitHubiC&1F % Service OwnershipDESE - BIE

(from “How we organize and get things done with SERVICEOWNERS” blog post)

O GitHub Monolith e Service Catalog EI Repository (outside the Monolith)

oervice A

services: - name: service-a
rvice-a-api/* 1 ‘ ; 1 - . Service B long_name: Awesome Service A
¥*x/service-a-e2e/* 1 ‘ * name: 1 repo: github.com/gh/service-a
1 description: (...) ervice ( ¢ team: github/team-a
team:
tier: 1

playbook: (...)

a
product_manager: (...) Service | ( Team A
(...)

E
rvice-a-api/* :

rvice-a-e2e/* !

) GALAXY24




GitHub Appsic & dDashboard

(Secret Scanningfi@ =M Scorecard)

eee O x +
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Scorecards [ Secret Scanning @ «

Scorecard Owner: @github/product-security-engineering « Slack: #pse-eng « Fundamental: Yes

() Overview “+ Trends 33 Scores () Unmet Requirements + Score Changes |~ Charts

Ensures that services do not have Secret Scanning alerts for checked in secrets.

For feedback or requests, please open an issue in the github/product-security-engineering repository.

y.

Select filter ~ - Search syntax tips (2 €9 | Save new filter

kN

Objectives

Risks
The service has fixed all outstanding risks or is in the target fix window.  ;

This service has no secrets checked in to the repository. [T]

- '\ 85 points Requirement met by 1922 of 1922 services (100%)

This service has push protection turned on in the repository. [T]
10 points Requirement met by 1922 of 1922 services (100%)

This service has secret scanning turned on in the repository. [T)
5 points Requirement met by 1922 of 1922 services (100%)

) GALAXY24




GitHub Appsic & dDashboard
(H—E Xt Dfs551%)
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¢ Security Findings Services  Findings  Exceptions N -

Services = Filter

Overview Current =

Total Security Findings

18

2 the

0 0 115 < 0

Q Search \

Service Team/Owner Missed SLA Near SLA In SLA Exceptions )

0 —~ o
/—\ dceiac? ~ompute-foundatior ‘ . . 0 @3 &0 View Details

\ vulnerability-aggregator vuln-mgmt-eng 4 ’ 0 (OF] 20 View Details
0 ritica 0 Hig

ghipinventory-kube vuln-mgmt-eng : ) 0 ©2 20 View Details
0 Critica 0 Hig
. X) 0 = .
ninesapp bservability N 0 ®o v 0 View Details
0 Critica 0 High
X) 0 -
osquery-manager platform-fundamenta e 0 (O v 0 View Details

) GALAXY24




GitHub Issuell & % Security Findings®d k3 v+ > J

(from “Scaling vulnerability management across thousands of services and more than 150 million findings” blog post)

)

eoee O X\ +

« > cC
© Open

0

i

Security Findings

sentinel Security Findings Summary Issue

¥ Hello @github/code-analysis, greetings from the !
This is a tracking issue that consolidates the individual security findings for the service sentinel into one convenient
location. For more information on this initiative, read about it on !

Thank you for helping us keep GitHub secure! &

» | need help!

» | have feedback!

Security Findings

Note that this issue body is automatically maintained. The table below will automatically update as new findings are found
and old ones close.

Tracki Security
Criticality Title Due Date T e
Issue Findings
: : . 2023-11-
high Vulnerabilities for libc-bin (2.31-13+deb11u6) 07

No one—

application: sentinel
Automated Grype Vulnerability

Owner: code-analysis  summary

No milestone

for this issue or link a pull request.

B Unsubscribe

) GALAXY24




Thank you

) GALAXY24




Links

YouTube - How GitHub Builds GitHub with GitHub

YouTube - How GitHub builds GitHub

Blog - How to communicate like a GitHub engineer: our principles, practices, and tools
Blog - How we’re using GitHub Projects to standardize our workflows and stay aligned
Blog - How GitHub’s Developer Experience team improved innerloop development
Blog - Using ChatOps to help Actions on-call engineers

Blog - How GitHub uses GitHub Actions and Actions larger runners to build and test
GitHub.com

Blog - How GitHub uses merge queue to ship hundreds of changes every day
Blog - Making GitHub Cl workflow 3x faster
Blog - Reducing flaky builds by 18x

Blog - GitHub’s Engineering Fundamentals program: How we deliver on availability, security,
and accessibility

Blog - How we organize and get things done with SERVICEOWNERS
Blog - Scaling vulnerability management across thousands of services and more than 150

million findings C¢) GALAXY24



https://www.youtube.com/watch?v=PMSoHPuD8G8
https://www.youtube.com/watch?v=1LoZvxoWVow
https://github.blog/2023-10-04-how-to-communicate-like-a-github-engineer-our-principles-practices-and-tools/
https://github.blog/2024-02-28-how-were-using-github-projects-to-standardize-our-workflows-and-stay-aligned/
https://github.blog/2024-01-24-how-githubs-developer-experience-team-improved-innerloop-development/
https://github.blog/2021-12-01-using-chatops-to-help-actions-on-call-engineers/
https://github.blog/2023-09-26-how-github-uses-github-actions-and-actions-larger-runners-to-build-and-test-github-com/
https://github.blog/2023-09-26-how-github-uses-github-actions-and-actions-larger-runners-to-build-and-test-github-com/
https://github.blog/2024-03-06-how-github-uses-merge-queue-to-ship-hundreds-of-changes-every-day/
https://github.blog/2020-10-29-making-github-ci-workflow-3x-faster/
https://github.blog/2020-12-16-reducing-flaky-builds-by-18x/
https://github.blog/2024-02-08-githubs-engineering-fundamentals-program-how-we-deliver-on-availability-security-and-accessibility/
https://github.blog/2024-02-08-githubs-engineering-fundamentals-program-how-we-deliver-on-availability-security-and-accessibility/
https://github.blog/2023-12-19-how-we-organize-and-get-things-done-with-serviceowners/
https://github.blog/2023-12-14-scaling-vulnerability-management-across-thousands-of-services-and-more-than-150-million-findings/
https://github.blog/2023-12-14-scaling-vulnerability-management-across-thousands-of-services-and-more-than-150-million-findings/

