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= O github / Projects / GitHub public roadmap

@ GitHub public roadmap

[ Board ~ A Table

= is:open -status:"Q4 2022 - Oct-Dec","Q2 2023 - Apr-Jun","Q3 2023 - Jul-Sep","Q4 2023 - Oct-Dec"

O Q12024 - Jan-Mar 28

(® roadmap #578

Packages: maven - granular permissions and
easy organization sharing

{ cloud ;a ) (_github enterprise | | packages

(© roadmap #776
Projects: Increase project item limit
all | ( beta ) ': cloud ) | projects

(© roadmap #779

Comprehensive code security analysis with
an enterprise-level security overview
dashboard

dependabot | (GHES 314 )

SR R
beta | ( cloud ) | code scanning

github advanced security ' | secret scanning
security overview ' ( server

(© roadmap #781

Code security transaction report in CSV and

[ Generally available

[ Cloud (github.com)

O Q22024 - Apr-Jun 22

(© roadmap #237
Git LFS moves to metered billing

billing | (cloud ) (ga ) | github enterprise
github team ' other

() roadmap #755
Actions: Artifact-based Deployments

actions | all | ( beta ) ('cloud ) (server )

(© roadmap #791

ity manager imp and custom
organization security roles (beta)

beta | (_cloud ) | code scanning
dependabot | | github advanced security

secret scanning ' | security overview

( server |

(® roadmap #821

Actions: Outbound network control for
GitHuh-hosted riinners

[ Server (GHES)

Q Type [/] to search D

GitHub Advanced Se [ GitHub Issues [ GitHub Actions

O Q32024 - Jul-Sep 2 O Q42024 - Oct-Dec 1

(® roadmap #637 (® roadmap #930

GitHub Actions: Artifacts v4 available in GitHub
Enterprise Server

actions g; github enterprise | ( server

GitHub Actions: Secure Shell Debugging (Beta)

actions | beta ' github enterprise

(© roadmap #916

Code scanning: Al-powered autofixes for
CodeQL alerts on all branches, integrated into
VS Code

code scanning ' | codeq! E

github advanced security

(® roadmap #943
GitHub Release Attestations

beta | | repositories

O Future 46

(@ roadmap #217
Updated billing overview page
all ) ( billing ' (ga )

(© roadmap #188
IP Allow Lists GHAE GA

(© roadmap #187

Custom billing notifications

billing | ( cloud ) (_github enterprise
( indesign |

(@ roadmap #72

Actions: GitHub Enterprise Server can use
GitHub-managed runners with GitHub
Connect

actions ' ga )| github enterprise | | runners
]
( server |
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GitHub Copilot
Enterprise

2024F2H27HGA

Copilot Enterprise® 3D D7 HEEE :
R EIR DIA—RFN—X % LY FESEAE
KR DFFH ORI TS0 T4 RIZF 14K

FotX
TIWOIR R EREIZLE 12—

HAEET' 04" GitHub Copilot Enterprise D —fi& 12 #{(GA )% B ta

Copilot Enterprise Available Feb 2024

Copilot personalized for your organization
throughout the software development lifecycle

$ 39 per user / month

< Everything in Copilot Business, plus...

v Chat personalized to your codebase

v Documentation search and summaries
v Pull request summaries

v Code review skills

v Fine-tuned models

*Requires GitHub Enterprise Cloud



GitHub Copilot Chat
in JetBrains IDE

GENERAL AVAILABILITY

. : . & GitHub Copilot Chat in JetBrains
Copilot Chat#YJetBrains IDE C{&H |

n’ ﬁbb/ a GitHub Copilot Chat —
N—
© o =
AdapterScript java
& @ monalisa
Write tests for this file
GitHub Copilot ENeNs)

Sure, here are some tests for AdapterScript.java

import org.junit.jupiter.api.Test;

import static org.junit.jupiter.api.Assertions.x*;

class AdapterScriptTest {
@Test

Change log: GitHub Copilot Chat General Availability in JetBrains IDE
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18 + document.write(window.location.search)

Code Scannin

Client-side cross-site scripting (

ﬁ Ab Cross-site scripting vulnerability due to user-provided value.
nore deta
? | ; Show paths Dismiss alert

github-code-scanning bot

° 2024 Egﬁ 20 E The vulnerability in this code is due to the direct use of window. location.search without any sanitization.
S g This allows for potential cross-site scripting attacks as an attacker can control the input.
S
o (/INTyo~R—A) - N N ‘ - 4
To fix this vulnerability, we need to sanitize the user input before using it. In JavaScript, we can use the
encodeURI or encodeURIComponent functions to sanitize the user input. These functions encode special
5 ,k characters, except:, /?: @ & =+ $ # (Use encodeURIComponent() to encode these characters).
. YOI D T—oT70—H TIELE
7 /b F ’7 7 = In this case, we will use encodeURI function to sanitize the window. location.search before writing it to the
EXRTRIEIZZRITINET , tleFZ A d
ocument.
ERRZHEICZITRNET, Ie5F
1\ > We need to change line 18 in the file second.js.
K., #%E, £33y, B3ZET, 15
Y No additional imports or declarations are needed at the top of the file.
IEZIELFET
& - -
o [HEHI>TEEIFFAIFEIEESA

—CL‘ZD @e -17,3 +17,3 @@

_ document.write(window. location.search)
18  document.write(encodeURI(window. location.search));
19

Dismiss suggestion Edit in codespace Commit fix ~

BAREFEIT OV M5E M OB SEIFIZZEE T GitHub CopilotéCodeQL % #| L f-Code Scanning® B Ei{& 1F HEEE




Q SEETT—

— n f = : ‘\ Secret scanning alerts [ #5
1 ™) /d~ 2 J
Password
@ %u Open = GitHub detected a secret 21 days ago

Possibly active secret

2/XT Yy oR—4 75 LT
S—OLyrRFvlLt, AlEERL T—ARAGEFY T st o St oo v e
FPEELSN TRV REZRLL ., BRRA
EFNIZHESIA—Y—D/AREFST oress st

v src/database.py ([J
5 def __init__(self):

HAREIL ., B - AIREIE D DB Z S YE LI P e e

'Ji”54@@#0I0Ihh8976876&" &% F45",

alBE :
ﬁw A Hb 9 "host": "db.beatbot.ai/maindb",
10 “database": "main_users",

11 }

0 adding db module 2d7de3

) GitHub opened this alert 21 days ago

—REVGERBE DR T SAN—IR—ZIRDR ) —> 39k
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GitHub
Enterprise
Server 3.12
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GitHub
Copilot
in the CLI

20244 3H21HGA

GitHub Copilot Individual,
Business, & Enterprise T#il 5 5] 6E
VRS 12H 5 GitHub CopilotZ Fi|
FARIBEIC

ATLABILITY )
GENERAL AVAILABILITY )

& GitHub Copilot in the CLI

$ ghcs “How do I find all the files bigger than 128k?"

Welcome to Copilot in the CLI!
I'm powered by AI, so surprises and mistakes are possible. Make sure to verify any generated code or
suggestions, and share feedback so that we can learn and improve

Suggestion:
find . -size +128k

? Select an option [Use arrows to move, type to filter]
> Copy command to clipboard

Explain command

Execute command

Revise command
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GitHub Hosted Runner
K e

Azure 754 R—k 22y kD —oHR—k, GA

2 vCPU Linux runner & 4 vCPU Windows

Apple silicon (M1) hosted runners. $1ZmacOS L (12-core
Intel) & macOS XL (M1 w/GPU/N—KHOx77ot5L—3
>)

GPU hosted runner (4 vCPUs, 1 T4 GPU) /ATy H~R—4
2-vCPU GitHub-hosted Linux runners AAAndroidDTX+T
IN—FOT7T7OtIL—a R AeTEE

9]0
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> »
: oy I\ b . J_ ity gﬁ 1 t Pull requests g o
__ Finish review

Engage in more
refined code reviews

2024445 9H GA on GitHub Mobile lo

%/ \‘"f/b 770U ?0) PRﬁgﬁz]fﬁﬂ-%-i /: Return binary git paths, not

potentially invalid UTF8

O GitHub Mobile 107

Git paths have no inherent encoding, they are
opaque binary strings that can be in any
encoding Then g new 2
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Enterprise
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https://github.com/qithub/roadmap/issues/916



Q SEETT—

O Search or jump to... / Pull requests Issues Marketplace Explore m:.! e (ﬂ'

o) TR EE
(ASPM) oo

organization
L

Repositories Packages People Teams Projects Insights @ Security Settings

1

® High 379 Medium 36 Low 106 @ Unknown 401 @ Fully enabled repositories 251 Some not enabled 719
® Clear 48

2024 -ﬁ—c _F#:,;Eﬁ (E't:;—ﬁé) [ Code scanning 25,357 alerts

® Repositories with alerts 185 ® Enabled repositories 264 Not enabled 706

770,] 7-_ 93‘/ t¢-l Ij %4 Ijx 7€ifﬁfglz %fﬁ i ;:rel::j::):: 3‘5:\95:%:21 Moderate 1,086 Low 683 ® Enabled repositories 893 Not enabled 77
ITB=0D, FLLKESNI=LIF—F,

£ Secret scanning 3,045 secrets

KYS—, aA>FSA4 7R T—o 70— oy — —
I TSLTURLR— O E T4 TLAR—R -
EDEFLINLIR—FE1ERLL . t¥alTrHBFVT sus - Type-_Tean -3
TSATREEDEFELTIE

tF2 T DEETIE, T TICHBDE—DE1—F{EHLFT

https://github.com/github/roadmap/issues/779



O SEETT—

LY Z<DMETIEZ
RHEIT D

2024F FHH(BHE)

BRA - B IEREN Z IR T SI=D.
FEEECF LT DREZRT

https://qithub.com/qgithub/roadmap/issues/494
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GitHub ICIEHEGREIEHEIRZEA T DLET, BXRIFEF1T1%
SEIEL ., BIFERIGEATRL—2 3 ZREL  HHETFEXIE

VAY 2 (o
EMU %X k& Repository a5:KL—45—
I RA—TS5A X/N—Zyiq>

https://qithub.com/github/roadmap/issues/936




2008 repositories selected

I — ‘a b Discussions Projects & Packages A, Teams Dependencies

t E :I' ) ] 4 *’% ﬁ b 0) Security coverage pepencency aceph . Nochange ¢
- -I-_| Sﬁ f_~ SE A ~ ; is ) lc reposi

L L % : Dependabot

Dependabot Code: Alerts No change #

Alerts Alerts
' =

1,666 enabled 342 not enabled 1122 Se‘curltvy updates No change =
LY ! Security updates Pull rec
N 2 A
ﬁﬁ'ﬁ‘ %7% 1,373 enabled 635 not enabled 521 eni

Advanced Security

EMEHRETARIZEY, YRSFY, R P—

Organization, T2 8—754 XL X)L TD e NE=E
SEXtF1)T1FEH ]

: . Code Scanning
brntbeer-ghas-medical-april-4th

No change

HfE A D=—XIZEHET, tF+a7s70O LT s D
I OLE R EIZERFT-IL 05 AT RE ey o o bt b

Secret Scanning
% .github

Apply changes ‘1.

REEBFIEEN=0—F - RF+4>DI=ODTILF - iR — - F—
TILA R
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GitHub Enterprise&GitHub Advanced SecurityD >4t
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= O contoso Q Type ()
I u (@ Overview [J Repositories [fJ Projects @ Packages A Teams A People Security [~/ Insights Sponsoring 8

o Insights Actions Usage Metrics Period: Current mi
Showing data from 3/1/2024 to now
@ Dependencies
) Actions Usage Metrics Total minutes for current month Total job runs for current month
46,859,517 6,332,215
I minutes across all w " janization Total job run: all w sint ganization
R Workflows e B Runtime 0S

Filter

rkflow s Total minutes Workflow runs s Runner typ Runtime 0S

O >
/ \ 7 IJ \yg&—g build-and-d " contosc 0 24,000+ 3 hosted-larger linux

1,000+ hosted linux

GitHub Enterprise Cloud 75T, — .
ActionsDERKRRES v 27/KR—K T ;

ecomm 414,159 1,000+ hosted linux
= S
EE EE—G% é * j “7'&: L) id_ B oaliea T 312, 15,000+ hosted-larger linux

750 hosted

101 31 hosted-larger

381 hosted-larger

E& contoso 50,878 22,000+ hosted-larger
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