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Github Repo ARTIFACTORY Dependency info Dy (it JFROG DISTRIBUTION and Hybrid
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| @ summary

Jobs build summary
@ build
Commit message:

Run details :
Commit message:

@ Usage HAP-0722 - this is a demo

& Workflow file
JIRA URL:

JIRA URL:
https://yourcompany.atlassian.net/browse/HAP-0722

Build Information

Buildinfo:

liwei_demo.

"buildinfoUiUrl": "https://soleng.jfrog.iofui/builds/guestbook_project/61/1721635339030/published?buildR fo&projectKey=demo

}

4 Navigating with our new streamlined interface lets you focus on your tasks

Artifacts Information
O auiscy guestbook project > 61

Jar packages:
https://soleng.jfrog.ioartifactory/demowei-mvn-dev-localjorg/liwei/guestbook-microsen / vice/1.0.61/gate; rvice-1.0.61jar

guestbook projec
[
Docker images:

https://soleng.jfrog d vice:61

Helm charts:
https://soleng jfrog.io/artifactory/demowei-helm-dev-local/g: [61/guestbook-61.tgz

Docs:

g.jfrog.iofartifactory -generic-dev-local/61/Doc-61.txt

« demowei generic-dev-local/61/Doc 61.txt
mmary generate 1

emowek helm-dev-local/guestbook/61/guestbook 61.1g2
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Bl . CDJard7AILCFLT. P) name. EJLRNo.. EJLRD A (Git Owner). EJL REFfE. Git repoREFEEEZTED

Platform liwei_demo Artifacts Welcome, wangzilong

+ Navigating with our new streamlined interface lets you focus on your tasks.

Happily serving 2,545 artifacts # SetMe Up T Deploy Manage Repositories

sitory Type: Repository Typ % My Favorites (@

gateway-service-1.0.60.jar

build.name 1 | guestbook_project

build.number

build.timestamp

commit_message 1 | HAP-1333 - This is a sample issue

commit_sha 1 | ae8ec22e8d595d1273792bf02e337263335b4ffb

=
]
=]
=]
=
[
=]
=]
=
=
=
]
=
=
=
=]
=
-

% gateway-service-1 jar e ame 1| push

The
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ref_name 1| refs/heads/main
JFro;

repository_ur 1 | git://github.com/liwei2151284/guestbook_project.git
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@ Builds

ith our new streamlined interface lets yot

ok_project 60

buildinfo.env.AGENT_TOOLSDIRECTO.

buildinfo.env.ANDROID_HOME

buildinfo.env.ANDROID_NDK

buildinfo.env.ANDROID_NDK_HOME

buildinfo.env.ANDROID_NDK_LATEST.

buildinfo.env.ANDROID_NDK_ROOT

buildinfo.env.ANDROID_SDK_ROOT

buildinfo.env.ANT_HOME

ctionarchivecache

lopt/ho:

lusr/local/lib/android/sdk

lusr/local/lib/android/sdk/ndk/25.2.9.

fusr/local/lib/android/sdk/ndk/25.2.9.

fusr/local/lib/android/sdk/ndk/26.3.1

lusr/local/lib/android/sdk/ndk/25.2.9.

lusr/local/lib/android/sdk

Jusr/share/ant

buildinfo.env.ACCEPT_EULA

buildinfo.env.ACTIONS_RUNNER_ACTION_ARCHIVE_CACHE

buildinfo.env.AGENT_TOOLSDIRECTORY

buildinfo.env.ANDROID_HOME

buildinfo.env.ANDROID_NDK

buildinfo.env.ANDROID_NDK_HOME

buildinfo.env.ANDROID_NDK_LATEST_HOME

buildinfo.env.ANDROID_NDK_ROOT

buildinfo.env.ANDROID_SDK_ROOT

buildinfo.env.ANT_HOME

Jopt/actionarchivecache

Jopt/hostedtoolcache

Jusr/local/lib/android/sdk

Jusr/local/lib/android/sdk/ndk/25.2.9519653

fusr/local/lib/android/sdk/ndk/25.2.9519653

fusr/local/lib/android/sdk/ndk/26.3.11579264

Jusr/local/lib/android/sdk/ndk/25.2.

/local/lib/android/sdk

Jusr/share/ant

9519653

Copyright © 2022 JFrog Inc.
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Platform liwei_demo ® Builds Welcome, wangzilong »

terface lets you focus on your tasks. Give it a try!

guestbook_project

GENERIC/2.56.1

Back to all mo Artifacts

Dependencies

aopalliance:aopalliance:1.0 compile aopalliance/acpalliance/1.0/aopalliance-1.0.jar

ch.qos.logback:logback-classic:1.1.7 compile ch/qos/logback/logback-classic/1.1.7/logback-classic-1.1.7.jar

ch.qos.logback:logback-core:1.1.7 compile ch/qos/logback/logback-core/1.1.7/logback-core-1.1.7.jar

com.amazonaws:aws-java-sdk-autoscaling:1.9. runtime com/amazonaws/aws-java-sdk-autoscaling/1.9.3/aws-java-sdk-a

com.amazonaws:aws-java-sdk-core:1.10.30 runtime com/amazonaws/aws-java-sdk-c 0/; v -1.10.30 jar

amazonaws:aws-java-sdk-ec2:1.10.30 runtime s-java-sdk-ec2/1.10.30/aws-java-sdk-ec2-1.10.30 jar

amazonaws:aws-java-sdk-route53:1.9.3 runtime com/amazonaws/aws-java-sdk-route53/1.9.3/aws-java-sdk-route53-1.9.3 jar

com.amazonaws:aws-java-sdk-sts:1.9.3 com/amazonaws/aws-java-sdk-sts/1.9.3/aws-java-sdk-sts-1.9.3 jar

com.fasterxml.jackson.core;jackson-annotations. compile com/fasterxml/jackson/core/jackson-annotations/2.6.6/jackson-annotations-2.6.6.jar

com.fasterxml.jackson.core:jackson-core:2.6.6 compile terxml/jackson/core/jackson-core/2.6.6/jackson-core-2.6.6.jar
The F
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Platform liwei_demo ©® Builds

Welcome, wangzilong

terface lets you focus on your tasks.

Critical & High Vulnerabilities Includes Fix Version

139 179

Enriched by JFrog

132 62 | com.fasterxmljackson.c

Component With Most Vulnerabilities

Watch Violation

49 Vulnerabilities L
4% SEOM

) Security Issues

CVE-2013-7285 &
CVE-2022-1471 &
CVE-2021-44228 &
CVE-2021-21344
CVE-2021-21345
CVE-2021-21346
CVE-2021-21347
CVE-2021-21350
CVE-2021-21351
CVE-2021-21342
CVE-2019-10173
CVE-2022-22965 Not Applicable

The CVE-2022-22965 ¥ Not Applicable
Liquid
Softwar¢
Company

@ @ @ @ @ @ @ @ @ @ @ @ e o

CVE-2016-1000027 & Not Applicable

com.thoughtworks xstream:xstream:1.4.2 1 CWE-77 (+1)
orgyaml:snakeyaml:1.16 CWE-502 (+2)
org.apache.logging.logaj:log4j-core:2.13.0 5.0, CWE-917 (+3)
com.thoughtworks xstream:xstream:1.4.2 1 CWE-434 (+1)
com.thoughtworks xstream:xstream:1.4.2 1 CWE-94 (+1)
com.thoughtworks xstream:xstream:1.4.2 1 CWE-434 (+1)
com.thoughtworks.xstream:xstream:1.4.2 16 CWE-502 (+1)
com.thoughtworks.xstream:xstream:1.4.2 1 CWE-434 (+1)
com.thoughtworks.xstream:xstream:1.4.2 16 CWE-502 (+1)
com.thoughtworks xstream:xstream:1.4.2 416 CWE-502 (+1)
com.thoughtworks.xstream:xstream:1.4.2 1 CWE-502 (+1)
org.springframework:spring-beans:4.2.6.RELEASE 5.2.20.RELEASE, 53.18 CWE.
org.springframework:spring-webmvcgav://org springframework. ) CWE-94

org springframework:spring-web:4.2.6.RELEASE CWE-502

Copyright © 2022 JFrog Inc. All Rights Reserved.
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FrogbotZFIFALT. Github L TSASTESCAETES

bGoat-frogbot Q Type @ to search

ull requests 3 ® Actions [ Projects [0 wiki (@ Security 68 |~ Insights

@ Overview

Code scanning

Reporting © JFrog Fro s reporting errors. Check the JFrog Frogbot status page for help. 2 Tools 1 + Add tool

a5 Policy

© Advisories branch:main

Vulnerability alerts

1 © 680pen + 89 Closed Language ~ Tool v Branch~ Rule~ Severity ~ Sort ~
Dependabot
| @ code scanning C O © [CVE-2023-34034] org.spri k.security:spring-security-config 6.1.0 (Critical) nain
1#45 opened 3 months ago - Detected by JFrog Frogbot in pom.xmi

[CVE-2021-21351] com.thoughtworks.xstream:xstream 1.4.5
#6 opened 3 months ago - Detected by JFrog Frogbot in pom.xml:1 = O liwei2151284 | WebGoat-frogbot

Q Type(7)to sea

] © [CVE-2021-21347] com.thoughtworks.xstream:xstream 1.4.5 (
3 0.

y JFrog Frogbot in pom.xmi:1

<> Code (© Issues 17 Pullrequests 3 ® Actions [ Projects [0 Wiki (@ Security 68 |~ Insights

ned 3 months

0 © [CVE-2021-21346] com. ks. am 1.4.5 (Critical Code scanning alerts / #45

rmn— [CVE-2023-34034] org.springframework.security:spring-security-config 6.1.0

Dismiss alert ~ [N

#4 opened 3 month D

0 © [CVE-2022-1471] org.yaml:snakeyaml 1.33 (Critical
JFrog Frogbot in pom.xml:1

#44 opened 3 months ago

[CVE-2021-21342] com.thi ks.xstr 1.4.5 (

o - Detected by JFrog Frogbot in pom.xml:1

Q

#7 opened 3 mo

(Beta) Givefeedback  geyerity

0 © [CVE-2013-7285] com.thoughtworks.xstream:xstream 1.4.5 ( Critical )
ted by JFrog Frogbot in pom.xml:1 pom.xml:1 (O

#9 opened 3 months ago

NG N 1 <?xnl version="1.0" encoding="UTF-8"?>
] © [CVE-2019-10173] com ks. 1.4.5 (Critical) Affected branches
[CVE-2023-34034] org.springframework.boot: spring-boot-starter-security 3.1.0

© nain

#2 opened 3 months ago - Detected by JFrog Frogbot in pom.xmi:1
JFrog Frogbot

© [CVE-2021-21345] com. 1.4.5 (C

ected by JFrog Frogbot in pom.xml:1

2 <project xmlns="http://maven.apache.org/POM/4.0.0" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:schemalc

months ag:

<modelVersion>4.0.8</mode Version>

Tool Rule ID
JFrog Frogbot  CVE-2023-34034_org. springframework. security:spring-security-config_6.1.0

Severity Score Direct Dependencies Fixed Versions
28 org.springfranework. boot :spring-boot-starter-security 3.1.0  [5.6.12], [5.7.10], [5.8.5), [6.05], [6.1.2]
The @ First detected in commit on Apr 23
Liquid <~ Update frogbot-scan-repository.ynl Verified | fd54e90

Software
Company

pom.xml:1 on branch main
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Platform liwei_demo

4 Navigating with our new streamlined interface lets you focus on your tas

Scans List

Git Repositories

uestoook project 7 JFrogChina 23 32024 0723 (GMT+08
B onoemnscmne WebGoat-frogbot wei2151284 3 Jul 2024 01:15 (GMT+0900)
cmoyamorsdes 23 4u 2024 071 (GMT4000
aurbar 3 4u2024 0109
23 012024 0709 (GMT+0500
23,2024 0100 (6MT+0500
Vanarshpatel 23 0 2024 00'54 (GHT40900
cemapro 23 32024 0050 (GMT+08
mambrozi 2024 0045 (GMT40900
petot 2024 00:38 (GT+08
gbot-dem sFrogChina 3 4020240036
e-pack . 2024 0015 (MT+0900

2024 00:06 (GMT+0900)

[y}
)
o
)
o
[y}
(2]
o
[>)
[+]
[y}
(=]
(2]
o

adam-ifrog 220

o]

christophiif 22,40l 2024 06:33 (GMT+0300

The
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Git Repo®dScani:

JFrog UI_ETGit repo®Scanit Rz

Platform liwei_demo

Welcome, wangzilong +

@ Packages

tbook_project > main

Critical & High CVEs Trend ©

Welcome, wangzilon

Critical & High Exposures Trend ©

Critical & High SAST Trend ©

Commits

80719217,

Create SECURITY.md

Update frogbot-scan-repositoryym!

Update pom.xmi

Update pom.xmi

Update frogbot-scan-repositoryym

Update pom.xmi

Update frogbot-scan-repository.ym!

Create frogbot-scan-repositoryym

iwei2151284

iwei2151284

iwei2151284

iwei2151284

iwei2151284

iwei2151284

iwei2151284

iwei2151284

22 Jun 2024 15:25 (GMT+0800)

22 Jun 2024 15112 (GMT+0900)

22 Jun 2024 14:06 (GMT+0900)

22 Jun 2024 13:10 (GMT+0900)

22 Jun 2024 00:59 (GMT+0900)

21.Jun 2024 16:08 (GMT+0900)

21Jun 2024 16:51 (GMT+0900)

21Jun 2024 14:54 (GMT+0900)

Copyright © 2022 JFrog Inc. All Rights Reserved.
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EXPLORER
v SECURITY-JAVA-DEMO_SG
> github
> .idea
> jfrog
~ src/main
v java/com/example/jfrog /demo
ConfigPasswordDemo.java
DemoApplication java
 resources
£ application.properties
v target
> classes
> generated-sources
> generated-test-sources
> maven-archiver
> maven-dep-tree
> maven-status
> test-classes
£ app-boot-1.0.10.war
{} build-info.json
() build-name.json
$ cleanMavenCache.sh
@ Dockerfile
() envidence json
<« Jenkinsfile.groovy
mvnw
& mvnw.cmd
pom.xml
README.md

> OUTLINE
> TIMELINE
> JAVA PROJECTS.

S maven

ConfigPasswordDemo.java M pom.xml x 0 -

pom.xml
t xmlns="http://maven.apache.org/POM/4.0.0" xmlns:xs
ime>app-boot</nane:
sscription=Demo project for JFrog</description:
erties
java.version>1.8</java.versior
maven. conpiler. source>1.8</maven. compiler
aven. compiler. target>1.8</maven. conpiler. ta
sroperties:
Start Xray scan

dependency.
groupId>com. alibaba</groupId
artifactTd>fastjson</artifactId:
ersion>1.2.63: ion

upId-org.apache. logging. logdj</groupId
artifactTd>logdj-core</artifactId
ersion>2.14.08</version

dependency:

dependency
groupId-io.github.andr3colonel</groupId
artifactId>jfrog_dummy</artifactId
version>1.0.0</version
dependency
dencies:

e
plugins:

plugin
groupId>org. springframework.boot</groupTd
artifactld-spring-boot-maven-plugin</artif

plugin

plugin
groupId>org.apache.maven. plugins</groupId
artifactTd>maven-compiler-plugin</artifact
version>3.8.1</version
configuration:

plugin:

plugin:

groupId-org.apache.maven. plugins</groupId

artifactId-naven-war-plugin</artifactId

version>3.4.0</versior

configuration
ailOnMissingWebXml>false</failOnMissingWe!

guration

plugins

il
Filter JFrog v

[INFO - 11:31:53] Refresh: user is not signed in
[INFO - 11:31:53] Refresh: user is not signed in

@jfrog OJZEMBY B DMavenI Y R— R FEVN DMERA TVELETETH?

. jfrog

IATFOMavend Y R—K Y k&, OJZMET BIeHCETIHTT

1. org.apache.logging.log4j:logaj-core

pom.xml:35

BA: Logdj APIDSRBTERT L—FOUT77 LYARKR. 774, RYRT—IYTy b T-IR-  SMTPH—/N\—%&

$IHE UtcAppendert>, CSV, HTML, JSON. Syslogia €M7 # —3 v hTHAE LY F UV I T Blayouts €A,
o B¥i/N—Y 3:224.3(2024-12-10)
2. ch.qos.logback:logback-classic
#188: logback-classicEY 2 — )L
o B¥fi/\—% 37: 1518 (2025-03-18)
3. org.sl

TNBOAVR-RY b, OJ DL, BE, HACRISET.

@jfrog FADAERTIE. EDN—Y 3 DlogdihEREhTLETH?

@ ifroo

BRI-OBATE. UTON— 3V DLogdi MEBENTNET

. 2231

. 2200
2180
2172
2171
2170
216.0
2150
2144
2140
2132
2130
2124
2122
2121
2120
2m.2
210
2100
291
2.9.0
282
28
27
23
21

TNEON-Y 3 Y HERATERThTVETY.

© Add Context... ¢ pom.xml:35 Currentfile
@jfrog |eap forward

Askv  GPT-41v

Copyright © 2022 JFrog Inc. All Rights Reserved.
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EXPLORER

\ SECURITY-JAVA-DEMO_SG
> github
> .idea
> jfrog
~ src/main
v java/com/example/ jfrog/demo
ConfigPasswordDemo java
DemoApplication.java
v resources
application.properties.
v target
> classes
> generated-sources
> generated-test-sources
> maven-archiver
> maven-dep-tree
> maven-status
> test-classes
app-boot-1.0.10.war
{} build-info.json
{} build-name.json
$ cleanMavenCache.sh
& Dockerfile
{} envidence json
*Tc Jenkinsfile.groovy
mvnw
£ mvnw.cmd
pom.xml
README.md

> OUTLINE
> TIMELINE

> JAVA PROJECTS
> MAVEN

ConfigPasswordDemo.java M pom.xml x O

pom.xmi

xmlns="http: //maven.apache.org/POH/4.0.0" xmlns:xs

ime>app-boot=/nane
sscription-Demo project for JFrog</description
~opert

ava.version>1.8</java.version

maven. compiler. source>1.8</maven. compiler. source:

maven. compi ler. target>1.8</maven. compiler. target

ndency
groupId=>com.alibaba</groupId
artifactId>fastjson</artifactId
version>1.2.63</version

dependency

dependency:
groupId-org.apache. logging. log4j
artifactId>log4j-core</artifactld
version>2.14.0</version

dependency

dependency
groupId>io.github.andr3colonel</groupId
artifactId>jfrog_dummy</artifactId
sion>1.0.0</version:

gro org.springframework.boot</g
artifactId=spring-boot-naven-plugin

d>org.apache.maven. plugins</g
artifactId-maven-compiler-plugin</art
version>3.8.1</version
configuration
source>1.8</sourc
target>1.8</target
configur:
plugin
plugin
groupId>org.apache.maven.plugins</groupId
artifactId-maven-war-plugin</artifactId
version>3.4.0</version:
configuratio
fail0nMissinghebXml>false</failonk

plugin:
plugins
wild
Filter JFrog v

[INFO - 11:31:53] Refresh: user is not signed in
[INFO - 11:31:53] Refresh: user is not signed in

O security-java-demo_SG

@jfrog ENBEDO/N—Y aVFETCRFSNATVETH?

pom.xml:35

. frog

AT OLogsiN—Y 3 V&, BRIOBBRATROURY U ICREFTNATVET:

1. Log4j 2.23.1
URI R Y:
= external-maven-dev-remote-cache
= mikeho-jvm-tasks-gradie-remote-cache
2.L0g4j2.20.0
o URY R U:
= stateformpoc-mvn--remote-cache
= fbot-maven-remote-cache
= eplus-maven-remote-cache
3.Log4j 2.18.0
o YRY R Y:
= satoysample-maven-remote-cache
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