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Octoverse 2024 Report

> (https://github.blog/news-insights/octoverse/octoverse-2024/)
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) In 2024, developers across GitHub used secret scanning to detect more than E l

39 million secret leaks. We also saw developers and open-source communities ~

respond more quickly to security incidents through new generative Al security / J I\ u

tools, automated alerts, and proactive measures. This isn’t just helping make

software more secure—it’s leading to faster fixes, too. The state of generative Al in 2024

> The most common security vulnerabilities in 2024. Injection ,an admittedly

large category of security issues, was the most common type of vulnerability

L] (]
found across public and private repositories via CodeQL, a code analysis engine I nJ e Ct I O n 0)
developed by GitHub to automate security checks. Meanwhile, Security Logging ‘l‘ > (o)
and Monitoring Failures vulnerabilities were found more often in private H'El, 55 'l e - b\ I\‘y 7

repositories.

Most common types of
vulnerabilities found by
CodeQLin 2024

Injection

Broken access control




GitHub Advisory Database

> (https://github.com/advisories)
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GitHub Advisory Database

| Security vulnerability database inclusive of CVEs and GitHub originated security advisories from the world of o

GitHub reviewed advisories Q Search by CVE/GHSA ID, package, severity, ecosystem, @

All reviewed 20,704
- 20,704 advisories

Composer 4,237

—_——

Kubernetes kubelet arbitrary command execution (High)
CVE-2024-10220 was published for k8s.io/kubernetes (Go) 2 days ago

Erlang 31

GitHub Actions 20

Apache Answer: Predictable Authorization Token Using
Go CVE-2024-45719 was published for github.com/apachefincubator-answer |

smol-toml has a Denial of Service via malicious TOML do
tables (Moderate )
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https://www.verizon.com/business/resources/Td9a/reports/2023-data-breach-investigations-report-dbir.pdf
https://www.verizon.com/business/resources/Td9a/reports/2023-data-breach-investigations-report-dbir.pdf
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RW1aFSw
https://www.ibm.com/thought-leadership/institute-business-value/en-us/report/ceo-generative-ai/cybersecurity
https://www.ibm.com/thought-leadership/institute-business-value/en-us/report/ceo-generative-ai/cybersecurity
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Dependabot (1/6)

Dependabot Security Updates

eee O x +
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<> Code @ Issues 2 {1 Pullrequests 7 @ Actions ﬂﬂ Projects d wiki @ Security 19 [~ Insights

Dependabot alerts | #7

semver vulnerable to Regular Expression Denial of Service #/

Dismiss alert ~

Opened last year on semver (npm) - yarn.lock

Severity
Bump semver from 5.7.1to0 5.7.2
0 £l i 7.5/10

Merging this pull request would fix 2 Dependabot alerts on
semver in yarn.lock.

CVSS v3 base metrics
Attack vector Network

Package Affected versions Patched version Attack complexity Low

@ semver (npm) < 5.7.2 5.7.2 (D Privileges required None

User interaction None

Versions of the package semver before 7.5.2 on the 7.x branch, before 6.3.1 on the 6.x Scope Unchanged
branch, and all other versions before 5.7.2 are vulnerable to Regular Expression Confidentiality None
Denial of Service (ReDoS) via the function new Range, when untrusted user data is Integrity None



{i7} Dependabot (2/6)

Dependency Graph

<> Code (©) Issues 3 {1 Pullrequests 9 () Actions (3 Projects 0 wiki @ Security 14

Pulse Dependency graph

Contributors

Dependencies Dependabot & Export SBOM
Community

Traffic Q. express

Commits

@ 7 Total
Code frequency

Dependency graph @types/express ~ 4.17.21

npm - package.json - Detected automatically on Nov 23, 2024

Network

Forks express ~ 4.19.2

) ) npm - package.json - Detected automatically on Nov 23, 2024
Actions Usage Metrics

Actions Performance Metrics express_openid_connect 2.7.2
npm - package.json - Detected automatically on Nov 23, 2024 - MIT




Dependabot (3/6)

Dependabot Version Updates (with Group)

o000 O X +

€ > C a i

<> Code () Issues 3 i1 Pullrequests 9 (™ Actions [ Projects [ wiki @ Security 14 |~

Bump the npm_and_yarn group with 4 updates #2971

) Conversation 1 -0- Commits 1 [F} Checks 6 Files changed 2

B dependabot bot commented on behalf of github on Sep 24 - edited ~

Bumps the npm_and_yarn group with 4 updates: express, body-parser, path-to-regexp and serve-

static.

Updates express from 4.19.2 to 4.20.0
» Release notes

» Changelog

» Commits



{7} Dependabot (4/6) Available with Advanced Security

Pull Request Checks — with Dependency Review
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Bump the npm_and_yarn group with 4 updates #2971
dependabot wants to merge 1 commit into main from dependabot/npm_and_yarn.. LD

Labels
° All checks have passed Hide all checks

8 successful checks

None yet

v CodeQL [ Analyze (pull_request) Successful in 1m Details Projects

None yet
v Dependency Review [ dependency-review (pull_request) S... Details

v Q ESLint / Run eslint scanning (pull_request) Successful in 39s Details Milestone

No milestone
v Q End to End Tests (Playwright) [ test (pull_request) Success... Details
v Unit Tests (Jest) [ test (pull_request) Successful in 34s Details Development

Successfully merging this pull request may cl

v Unit Tests (Jest) [ test (push) Successful in 26s Details these issues.

None yet

° This branch has no conflicts with the base branch

Merging can be performed automatically.

Notifications

& Unsubscribe

Merge pull request



{7} Dependabot (5/6) Available with Advanced Security

Dependabot Rules (Custom Auto Triage Rule)

o000 O
< > C a

3 General Code security | Dependabot rules [ New rule

Access
Rule name

Ay Collaborators and teams BEEDEWNT S — NEBH

2] Team and member roles
State

Code and automation Enabled ~

¥ Branches

Target alerts
© Tags

C Rul Q, severity:low scope:development ecosystem:npm
+ Rules

Rules will be applied for alerts matching all included metadata.

() Actions

Rules
&5 Webhooks

Select one or more rules to apply to matching alerts.

& Copilot

== Environments
Dismiss alerts

Codespaces Dependabot will automatically close or reopen alerts based on selected criteria.

Pages

O Until patch is available

I e N S B e g i A



{1} Dependabot (6/6) Public Preview
Copilot Autofix for Dependabot

<> Code () Issues 19 Pullrequests 1 (® Actions [ Projects [OJ Wiki @ Security 7 [~ Insighte **-

Bump lodash and @types/lodash #23 Edit | <> Code ~

)Nl -il dependabot wants to merge 1 commit into main from dependabot/npm_and_yarn/multi-a2dacc6af4 &

() Conversation 1 -0- Commits 1 Fl Checks 2 Files changed 2 +11 -12 ENEE

dependabot bot commented on behalf of github 2 weeks ago s Reviewers &

Suggestions
Bumps lodash and @types/lodash. These dependencies needed to be

updated together.
Updates lodash from 3.10.1to 4.17.21

9 landongrindheim Request

Still in progress? Convert to draft

» Release notes

» Commits Assignees
No one—assign yourself

» Maintainer changes *
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@ Code Scanning (1/5)

Code Scanning Alerts

®
= O parroty-demo / bookstore-demo-javascript & QS + -~ O I & @

<> Code () Issues 1 £ Pull requests 7 (® Actions [ Projects [0 wiki @ Security 18

Code scanning alerts / #11
Reflected cross-site scripting Dismiss lert ~
in main on Jul 2

Speed up the remediation of this alert with Copilot Autofix for

Generate fix
8 CodeQL ©

src/index.js:30 L[,:] Affected branches

Severity

27 @ main

28 app.get('/echo/:message', (req, res) => {

29 const message = req.params.message;

30 res.send( Hello ${message} ) Security campaigns

Cross—site scripting vulnerability due to a user-provided value k No campaign is currently tracking



@ Code Scanning (2/5)

Copilot Autofix (CodeQL)

Code scanning alerts / #11
Reflected cross-site scripting plemisealert -
in main yesterday

&3 Speed up the remediation of this alert with Copilot Autofix for CodeQL @ Generate fix Sevarity

Affected branches

src/index.js:30 ()

27
28 app.get('/echo/:message', (req, res) => { © main
29 const message = req.params.message;

30 res.send( Hello ${message}’)

) Security campaigns
Cross—-site scripting vulnerability due to a user—provided value

No campaign is currently tracking this
CodeQL Show paths alert.
3l });

32
33 app.get('/users', (req, res) => {

Tags

security

Tool Rule ID Query

CodeQL js/reflected-xss View source Weaknesses

@ cwe-79

Directly writing user input (for example, an HTTP request parameter) to an HTTP response without properly @ cwe-116
sanitizina the input first. allows for a cross-site scriptina vulnerability.




@ Code Scanning (3/5)

Copilot Autofix (CodeQL)

Code scanning alerts / #5011
Reflected cross-site scripting Dismis alet -
in main 24 minutes ago

&3 Copilot Autofix Al generated a fix less than a minute ago Severity

Affected branches

@ main

To fix the problem, we need to sanitize the user input before incorporating it into the response. This can be
achieved by using a library that provides HTML escaping functionality. The escape-html library is a good
choice for this purpose.

The best way to fix the problem without changing existing functionality is to import the escape-html library
and use it to escape the message parameter before including it in the response. This ensures that any
potentially malicious input is rendered harmless by converting special characters to their HTML-escaped Security campaigns

equivalents. . i .
No campaign is currently tracking this

alert.

src/index.ts:28 |'_|;| Autofix

@@ -2,2 +2,3 @@ Tags

import { listBooks } from './query- import { listBooks } from './query- security
handler' handler'

import escapeHtml = require('escape-html'
P 2P a4 e P ) Weaknesses

© cwe-79

@@ -26,3 +27,3 @@
@© cwe-116

app.get('/echo/:message', (req, res) => { app.get('/echo/:message', (req, res) => {
const message = red.params.message const message =




@ Code Scanning (4/5)

Reading Alerts with Copilot

<>
Code (©) Issues 2 i1 Pullrequests 7 ® Ac & REMIOZYARRIYTF (T

Code scanning alerts / #11 @ parroty 1 minute ago
Reflected cross-site scripting |zo7o-romzsasmoRnLT |

in main yesterday & Copilot now

CDOF7Z—hE TREBROXYTA MRV F7 1 >7 (Reflected
Cross-Site Scripting)s ICEET 26D T,

&3 Copilot Autofix Al generated a fix less than a minute ag

To fix the problem, we need to sanitize the user input before i Iz
The best way to do this is by using a library that provides HTI

ensure that any potentially malicious scripts in the user input o I—Y—ANZBINCH ZF A LT ICHTTPL ARV X ICEESE

ZADZET, VARYA NRZ V7T 4 VT DMEEEIREL X
We will use the escape-html library to escape the user-provi 9,
the response. This change will be made in the src/index.js « COMHHICED. EEOHDZAIY FTRHPI—H—DTSIHT
EITSNSOREENH D KT,

src/index.js:30 ([ Autofix HESE R

@ -27,4 +27,6 @@ e I—H—ANZELARVAICEZADRIIC, AYFTFANCTHUE
ITY—RKPIRT—FUBEITVWET,




@ Code Scanning (5/5) Public Preview

Copilot Autofix for Partner Tools

<> Code () Issues I9 Pullrequests 5 (») Actions [ Projects [ wiki @ Security 13 |~ Insigl **

Update application.js #6 Edit | <> Code -

)Nl -l rvermeulen wants to merge 2 commits into master from rvermeulen-patch-6 (0

() Conversation 1 -0- Commits 2 Fl Checks 51 Files changed 2 +3 -1 HEEN

@ rvermeulen commented on Sep 7 sis e Revisieis @

No reviews
No description provided.

®

Still in progress? Convert to draft

Assignees

E4 rvermeulen added 2 commits 2 months ago No one—assign yourself

o @ update application.js Verified | X 436d2a2 |,

-O- @Update .eslintrc.yml Verified | X c087527 Nonkyet
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[_:J Secret Scanning (1/5)

Secret Scanning Alerts

oeo® O

< > C a
Qverview

Secret scanning alerts

Reporting
Q. is:open
53 Policy

Default Experimental 0

Requests

/£2 Push protection bypass @ 6 Open © 2 Closed

Bypassed ~ Validity ~ Secret type ~ Provider ~ Sort ~
Vulnerability alerts

3 Dependabot © GitHub Personal Access Token github_pat_11AWAL3WY@qP}

©) Code scanning #6 opened on 20224 12H1... - Detected secret in issue #8

/2 Secret scanning
O Azure Storage Account Access Key 4DZa7PkfkI0OgB3L7xw+f

Default . .
#5 opened on 20225 11H2... - Detected secret in src/config.js:10

Experimental

© Amazon AWS Secret Access Key 1Djw2nYM85mlvZ7mZK5L/
#4 opened on 2022411H2... - Detected secret in src/config.js:4




[_:J Secret Scanning (2/5)

Push Protection

*

°
- O parroty-demo / bookstore-demo-javascript & Q 8 + ~ | |O|IN] & @

<> Code () Issues 2 {9 Pullrequests 7 () Actions [ Projects [ wiki @ Security 18

] bookstore-demo-javascript/ config.yaml in main Cancel changes Commit changes...

‘\ Edit ’ Preview Spaces #

1 Enter file contents here




[_:J Secret Scanning (3/5)

Custom Secret Patterns

Code security & analysis [ New custom pattern [ Generate with Al ]

Pattern name *

borators and teams [ HPFY—2 L NURL

and member roles This cannot be edited after saving.

automation Secret format (specified as a regular expression) *

hes https://secure-[0-9]{10}\.secret-domain\.example\.com

The pattern for the secret, specified as a regular expression. Learn more about defining custom patterns.

> More options

Test string * - 2 matches

https://secure-1035142300.secret-domain.example.com
lot https://insecuret-xxx.domain.example.com
https://secure-1035142399.secret-domain.example.com

onments https://example.com

bspaces

S




[_:J Secret Scanning (4/5)

Custom Secret Patterns

eee O
€« > C a
Issues 3 Pull requests 9 Actions Projects Generate regular expression Give feedback

| want a regular expression that *

https://secure + B#10HT + secret-domain.example.com® & 5 7%
INT—>

Pattern name *

borators and teams HREY—2 L w MURL

Al e =T S Examples of what | am looking for

https://secure-1035142300.secret-domain.example.com
https://secure-1035142399.secret-domain.example.com

Secret format (specified as a regul:

https://secure-[0-9]{10}\.:

This Al-powered feature may produce inaccurate results. Double-check the
expressions generated and make any necessary adjustments.

Test string * - 2 matches

Generate suggestions
https://secure-1035142300.secret-do

ot https://insecuret-xxx.domain.exampl
https://secure-1035142399.secret-do
https://example.com

pnments Results

spaces
> https://secure-[0-9]1{10}\.secret-dom.. Use result

|



[_:J Secret Scanning (5/5) Public Preview

Copilot Secret Scanning

oeo® O

< > C a

Password

Open GitHub detected a secret 20 days ago

Secret

Possibly active secret
pPasswor:

DeliberatelyInsecurel234 = Tags

Multi-r
&3 Detected by Copilot Secret Scanning

Related

Detected in 1 location & octoq

& octog
v src/main/java/com/example/demo/Utility.java |'_|,:| vee

% octoq
1 package com.example.demo;

% octoq
2
3 class Utility { & octo(
4 public static final String PASSWORD_SALT_SIMPLE = "DeliberatelyInsecurel234"; Note: thi
5 public static final String PASSWORD_SALT_ADMIN = "Deliberatelylnsecurel235"; '
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E Security Overview (1/4)

Security Overview (Summary)

Securlty OverVieW Give feedback

I A~ Overview Alert trends and insights across your organization.

© Risk = Filter 2 archived:falseto @ Q ) Last 30 days ~ o, Export CSV
(@ Coverage

Detection Remediation Prevention
Metrics

(& Enablement trends

|~ CodeQL pull request Open alerts over time Group by: Severity ~

alerts 78,987 ¥ -16.2% as of Nov 20, 2024

|~ Secret scanning . . :
===« Critical = -High =— Medium =--Low

125,000
Alerts

{3 Dependabot 100,000 Wednesday, 6 Nov 2024

===+ Critical 11,153

~ - High 31,989

£? Secret scanning — Medium 30,247
4,263

(@) Code scanning

NAafaill+



E\ Security Overview (2/4)

Security Overview (Risk)

() Overview K Repositories §J) Discussions [J Projects & Packages A Teams A People (@ Security |~ Insights

Security Give feedback

Security risk

Open alert counts across your organization.
A~ Overview

@ Risk Q. archived:false 9 Teams ~ o, Export CSV

(& Coverage

Metrics
() Enablement trends
|~ CodeQL pull request alerts

|~ Secret scanning

Alerts

{3 Dependabot
@) Code scanning
22 Secret scanning

Default

Dependabot

19% of repositories affected

Repositories
. ! ]
55 affected 221 unaffected

Open alerts

Gl I N
133 critical 629 high
478 moderate 147 low

B 276 Active [ 6 Archived

Code scanning

19% of repositories affected

Repositories
G
54 affected 222 unaffected

Open alerts

(I I
37 critical 185 high
183 medium 6 low
2,849 informational

Secret scanning

7% of repositories affected

Repositories
Gl
20 affected 256 unaffected

Open alerts
. ]
85 alerts

Sort by: Recently updated ~

bookstore-demo-typescript Internal Dependabot Code scanning Secret scanning
Updated 1 hour ago 1 z3 8

k

Experimental




E Security Overview (3/4)

Security Overview (CodeQL Alerts)

Security

A~ Overview

@ Risk
(@ Coverage

Metrics
(@ Enablement trends

|~ CodeQL pull request
alerts

|~ Secret scanning

Alerts

£3 Dependabot
@) Code scanning
/2 Secret scanning

Default

CodeQL pull request alerts

A report of vulnerabilities prevented by CodeQL, caught in pull requests that have been
merged to the default branch

Give feedback

= Filter 1 archived:false €@ Q

Alerts found

@10

Total CodeQL alerts created in pull requests
merged to the default branch

Alerts fixed

U1

10% of alerts detected in pull requests were fixed

Alavéiea im miill rard1Aactes

] Last 90 days ~ &, Export CSV

Copilot Autofix suggestions

© 9

90% of pull request alerts have an autofix
suggestion




E Security Overview (4/4) Public Preview

Security Campaigns

Security CrOSS'Site scripting (CWE'79) managed by heyamie b

- Overview Remediating Cross-Site Scripting (XSS) vulnerabilities prevents data theft, session hijacking, and unauthorized actions, ensuring
@ Risk regulatory compliance, maintaining application integrity, and enhancing user trust.
is

(@ Coverage Campaign progress Status Copilot Autofix

0% (1 alert) 994 alerts left 36 days left 995 supported alerts

Metrics 1
X Due date is Tue, Dec 31 Copilot Autofix will try to suggest fixes for
(@ Enablement trends ® 1closed ® 10 in progress the supported alerts. Read more
Campaign started 34 days ago about Copilot Autofix.
[~ CodeQL pull request alerts

|~ Secret scanning = Filter 1 is:open O Q

Alerts Open 994 Closed 1 = Group by: Repository ~

{23 Dependabot

> Abeck_GHAS2 17% closed (6 alerts)

@) Code scanning N

£ Secret scanning

AccessGroup-GHAS-demo (0% closed (89 alerts)

Default

Experimental activemq 0% closed (21 alerts)

Requests

adrienpessu-juice-shop 0% closed (3 alerts)

&2 Push protection bypass

Campaigns Azure-WebApp-Container-Deploy 0% closed (10 alerts)

| Cross-site scripting (CWE-79)
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Thank you!
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