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https://www.verizon.com/business/resources/Td9a/reports/2023-data-breach-investigations-report-dbir.pdf
https://www.verizon.com/business/resources/Td9a/reports/2023-data-breach-investigations-report-dbir.pdf
https://query.prod.cms.rt.microsoft.com/cms/api/am/binary/RW1aFSw
https://www.ibm.com/thought-leadership/institute-business-value/en-us/report/ceo-generative-ai/cybersecurity
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https://www.ibm.com/jp-ja/reports/data-breach
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1 Ope ‘ dependabot wants to merge 1 commit into master from dependabot/maven/maven/org.apache.qpid-proton-j-8.30.0 [

@ This automated pull request fixes a security vulnerability

Fﬁﬁ % Ij — 7 7 D —_— [ : %}E é Only users with access to security alerts can see th ge. Learn more about automated security updates, opt out, or give us feedback.
@ 70) L IJ 7 IXk t Ly 5 . F#E] %%‘ hfﬁ "#L:' 1)) % E 'G{E5 Conversation 0  -<Commits 1 B Checks 0 [ Fileschanged 1

Ij _77 l:l - 75“% O) i 351&7? Fﬁ 1% O) Hfﬁa 55 ,l‘i O) 1I%IE ' ::FJ E dependabot bot commented on behalf of github 24 seconds ago
1E *) *1' 3-:— _(j— o Bumps proton-j from 0.12.0 to 0.30.0.

—— ~ 1, — Dependabot will resolve any conflicts with this PR as long as you don't alter it yourself. You can
% E 7‘d~ HfE-‘ 55 'li T —9 also trigger a rebase manually by commenting @dependabot rebase .
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Code scanning
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X Check failure
) Code scanning / CodeQL
Query built from user-controlled sources

This query depends on a [user-provided value](1).
Show more details

Copilot Autofix Al about 15 hours ago

To fix the problem, we should use a PreparedStatement instead of constructing the SQL query using string
concatenation. This approach will allow us to safely include user input in the query by using parameter
placeholders and setting the parameter values separately. This prevents SQL injection attacks by ensuring that
user input is treated as data rather than executable code.

« Replace the Statement and string concatenation with a PreparedStatement .
« Use parameter placeholders ( ? ) in the SQL query.

« Set the parameter values using the setString method of PreparedStatement .

Suggested changeset 1

Vv src/main/java/com/github/demo/service/BookDatabaseImpl. java

@@ -113,9 +113,10 @@

113
114 Statement stmt = null;
PreparedStatement stmt = null;

115

116 try {

117 stmt = connection.createStatement();

118 String query = "“SELECT * FROM books WHERE title LIKE '%" +

name + "%'";

String query = "SELECT * FROM books WHERE title LIKE ?";
stmt = connection.prepareStatement(query);
stmt.setString(1, "%" + name + "%");

ResultSet results = stmt.executeQuery(query);
ResultSet results = stmt.executeQuery();




Secret scanning
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Secret scanning alerts [ Alert

Google API Key #1

open = GitHub Advanced Security detected a secret yesterday - AIzaSyAQfxPJio

‘ This secret is compromised

Anyone with read access can discover secrets committed to this repository, potentially

Suggested action: If this secret is valid, rotate and then revoke it to avoid any unauthorized ac

Secret detected in 1 file

v src/test/java/com/github/demo/service/BookServiceTest.java |'_|T—|

17 // Testing API token key
18 private static final String API_TOKEN =
19

¥ Initial commit 603f91f

) GitHub Advanced Security opened this alert yesterday

@author ‘ ’




00 ¢ > C a

dsp-testing

Repositories Packages People Teams Projects Insights @© security Settings

G|tHUbL®%B@ét#1U7_—,r*%ﬁE %ﬁ%i& Security Overview (e
@ %%l\]-d_ég\‘\y:/l/ :_I:o 75_ F%&@ H%%glj (=] Riék 70 re{)osrno’n’es - ) 7‘ Eeatgres enablredh - -

® High379 ® Medium36 © Low106 @ Unknown 401 ® Fully enabled repositories 251 ® Some not enabled 719
® Clear 48
e O &N pesiier: >
DRIDEWIRDMIZHET 22 &N ,
= R [©) Code scanning 25,357 alerts
— =
L,
n ﬁ b ® Repositories with alerts 185 ® Enabled repositories 264 Not enabled 706
2) Dependabot 3,579 alerts
- L
® Critical 182 ® High1,628 © Moderate 1,086 ® Low 683 ® Enabled repositories 893 ® Not enabled 77
— T —RS5ATS)IZELNE
/ j \[* U £ Secret scanning 3,045 secrets

Hﬁ 55 Il‘i hi\ﬁ ? 75\ O f: E% [ : X g *i W 0) ® Repositories with secrets detected 155 ® Enabled repositories 939 Not enabled 31
EDVROMNICEDEENHLDIE
Ejﬁ & é : t :tJ ﬂ- ﬁg 970 repositories Risk~ Toolv Status~ Type~v Team~ Sort~
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https://docs.github.com/en/enterprise-cloud@latest/billing/managing-the-plan-for-your-github-account/about-per-user-pricing
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