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O GHAS Announcements / Code Scanning Autofix 11/8/2023

O q github-advanced-security ' bot  fc | r

src/DexcaliburEngine.js

Al-powered
) Code scanning / CodeQL
Uncontrolled data used in path expressiol
d i t I

This path depends on a user-provided value.

tails

Show paths Dismiss alert

) github-advanced-security bot 1 minute ag

Accessing files using paths constructed from user-controlled data can allow an attacker to access unexpected
resources. This can result in sensitive information being revealed or deleted, or an attacker being able to influence
behavior by modifying unexpected file
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Pull Request CHU| Al A&l S oF Z X & Ofl CH

ENNES-! S o R e -
-/ o Validate user input before using it to construct a file path, either using an off-the-shelf library like the
nitiz ilename npm package, or by performing custom validation.

Faster time to remediation

package.json Outside changed files
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Edit in codespace Commit fix ~

Supports JavaScript (and TypeScript)

Commit fix X

GHEC & GHAS customers only (Limited Public Beta) (Fees vunerabitie with the power of A1+ ]

Resolve conversation

Add an optional extended description...

Commit changes
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O GHAS Announcements / Secret Scanning for Generic Secrets 11/8/2023

Detect generic and
unstructured secrets

API Key #413

Ot LeHAQl A E X @2 I, HARE SOl

CH st ?: Xl Open GitHub detected a secret 1 minute ago
Q LHAIE WHEUAII IHE = 01212 Al S0l Tist 2 X
Possibly active secret
([@k<; H 2FA
gt noise &4 api-4d3e-fc47-d778-cd38b-006e

@ false positives 204 L 2= 22 Q

<GHEC & GHAS customers only (Limited Public Beta) >
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O GHAS Announcements / Secret Scanning AI-Powered Custom Patterns

Auto-generated
custom patterns
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Generate regular expression

| want a regular expression that:
identify tokens that start with “api_" followed by three groups of 8 alphanumeric

characters separated by a dash

Examples of what | am looking for:

api_ktid3hdk-59rm4kd9-3800Aje2
api_38uirt67-889300e6-W3IRDii48

Double-check the expre:

esults

e may

Generate suggestions
Use result

Results

Regular expressions that match the descriptions and examples you gave:
> api_[a-zA-Z0-91{8}-[a-zA-Z0-91{8}-[a-zA-Z0-91{8}
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O GHAS Announcements / Security Overview Dashboard

Overview

{ ]
Act I o n a b I e B Jan1,2023-Today ~ = Filter Q Filter data
d d d h © Open alerts ® Closed alerts
securlty InSIg ts 31,153350T0c(31,2023

# Critical 2 High O Moderate # Low

50k

@ 2o ST 2ot ALEHQF RIBHALEHO CHEH QI ALOIE RIZ
10k
° EC&} _E_H| 6H DE:I % _C'>_| 6H -‘_él 9@. X}’% g%}% _C‘>_| 6H %H| g 9_| i\l'cll _Jj—l' Jan1 Jan 15 Feb1 Feb 15 Mar 1 Mar 15
=, =<0t E2 MS
Age of alerts Reopened alerts Secrets bypass
123 days 12 12/52
. Average of all opened and closed alerts. -
(GHEC & GHAS customers only (Public Beta) > o seeee e

More details here. C¢) UNIVERSE2 3
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O Platform Announcements / Migrations Tools Generally Available

GitHub Enterprise Importer -
migrate from Bitbucket Server
& Azure DevOps

e GitHub Enterprise 22t =22 H| st
Orol ellold = HI%%PE A J|Etel
MEst &+

e Bitbucket Server2t Azure DevOps 0fl A
GHECZ 010l 10l ot= Eelet
DOl 01 & =20 GA T ASLICH

o =L OIANAZc2=E=22 0101 1dI0[&ES
Hot= JIP= ol GitHub Enterprise
Server0l T 8t Migration Service XNl

$ gh gei migrate-repo \
——ghes-api-url
"https://github.contoso.com" \
——github-source-org "research" \
——-github-target-org "robots" \
——github-target-org "contoso-research"
——github-target-repo "robots"

[16:23] [INF@] Migration completed (ID:RM
NDKONS1jYT1jLTRiMIMtY3E5MS110TNF YWVmZDIOY:
State: SUCCEEDED
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O Platform Announcements / GHEC

Multi-account support o monsiss
for github.com

e GitHub Enterprise Cloud &t 0ll Al Enterprise A Your profile
Managed Users (EMU) A& 1t Jf Q!
HEAOIE At== I OF ot= S E ldH,
HE2F Mg Jts @ octocat

i @ hubot
o O2fJH2 accountE SAI0 =506t ALS
l=. Add account

2 Switch account

ol

e AlEXt= "Switch accounts" £ 0|2 oH
=2 HAE2 A& JI=. Note: A& 0|

E}E% Do:] _('D_ XH @ % J_él JC_)L Your organizations

Multi-account support on github.com [GA | November 2023] Your enterprises



O Platform Announcemen ts / GitHub Actions M1 Public Beta

GH-hosted macOS
runners powered by
Apple Silicon (M1)

&
e GitHub Actions= 9I3t A 2 2 M1 macOS s M1
larger runner
® Github Actions I AEZEZ2RUH A HtZ &2
ts

e SIS 320 &IE DB runner0l HI ol
SICAIZ2FE =0 80% CH=.
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O Platform Announcements

GH-hosted runners for
dedicated Arm-based
hardware

® GitHub Hosted Runnerdl Al = &12] Arm
instruction M E0| CHst 22| &2l 82 Ml =S.

e Arm devicesSO0ll T3t ATES0i0 (2 arm
2 & = 9F AT Arm 5FS 1010l Al 2 S 0

et & Its.

® Available more broadly in 2024.
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O Platform Announcements / GHES

GitHub Enterprise
Server g A

GitHub Enterprise Server m
e Reliability : 311 - & =< Code scanning & & =

e Productivity : 3.11 - Swimlanes for the new
GitHub Projects L 3

(GHES 3.10 [GA | August 2023] )

<GHES 3.11 [GA | December 2023] >
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Our invgestment in
Enterprise Managed
Users

e SCIM public schema
e Mix SSO and User Lifecycle toolkit

e Enforce CAPs from AAD with OIDC

_
000 < & github.com

s GitHub  <support@github.com>

Octocademy Enterprise
has created a GitHub
account for you

Sign in to start building with your team!

C) UNIVERSE2 3



LA HE O Custom Roles

28 YA dde = A= Custom
RolesJ| s 2| General Availability:

o I PN E 4 Y= B EF, UL

ABOIS B2 LQE M2 st ML

o U EE=APIE 223 HAE Asts MY,
22, e Is

-

& github.com

e0o (<

Organization roles
Organization roles are used to grant access to subsets of organization settings to tean
create up to 10 custom roles to fit your needs. Learn more about organization roles.

Custom roles
Create a role and add permissions to it.
Auditors

Grants access to org audit logs

Branch managers
Manage repo rulesets

C) UNIVERSE2:3



Guest Collaborators
Role for Enterprise
Managed Users

A new user role for EMU enterprises.

o IdPUIN M A EILL, Organization2 E& =&
HEAASOHAED IS

« Internal Et& 2| Xl & A =2 guest collaborator
S0l H = hidden2 & 20|kl 23
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Policies at scale
with Rulesets

JIE EdXl Es 20l Uit Vs dat=A,
)

Rulesets& (4
Ml=&rL|Ch.

Orgdl2 UM ESiXl 25 2 4F

o EdHX ES EUN SN MZZ2 push
protections=0ll Cigt @ & & Jis

e Next up: Required Workflows as a rule

Rulesets

¥ Branch: All branches ~

Organization rulesets Managed by cc

Default Branch protection for deployable repositories

(®) Active 3 rules - targeting 351 branches

Tip: As a contoso admin, you can manage contoso rulesets in organization settings.

Repository rulesets

Enforce Production Rules
l~

( ,\ Active 4 rules - targeting 3 branches

Rules in testing
24
(_7) Evaluate 1 rule - targeting 8 branches

Only Allow Signed Commits v

Active 1 rules - targeting 3 branches

Old Rules
@ Disabled 2 rules - targeting O branches

C) UNIVERSE2 S



/ New property

Name *
contains_phi

Description

Repository
custom properties
S £ (metadata) IAE, rype-

false
M Require this property for new repositories
have inherit th

A0 EHE H
single object2 =t
=

Compliance framework
(=)

o N&
=]
o
o Project detail S
e Ruleset &0l A custom propertyJt & Z
M&EAS8 880t 23 Jts @ 2l g
_LL:| al OI-_L} E} Ootél- gEE—C—)—l E‘F él-/g Default value
false ~
%—?;l’%l Elg glcl —P;l’a| Save property Cancel
N

Mot

o Orgdll®HA 4
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Pull request
merge queue

2 ABUA=SZ2H2 pull
requestR &= = Belix|, H&0]
22 BAHXIZ2 pull request= 0l
CH of,

Heltl= A0 CHE PR HE L2
S=0| 2MEt10D 0l TAl =22
=8ote 2HE= A

N Xt= Merge queuelil 22|12
ANsoz Bt o*GIOIECIP_ a3
N XS SRS & A2t 2,
UZISI-A|DL 2F A

O - [ e N

Merge queue main

&° 4 Queued

@ Adding callbacks to response streams
#28133 opened by (8 monalisa - enqueued about 19 minutes ago

@ Adding Schema Reflection API

#28138 opened by (8 monalisa - enqueued about 14 minutes ago

© Adding RTL eslint rule
#28179 opened by Ooctocat « enqueued about 12 minutes ago

i° Adding sidebar loading indicator
#28180 opened by (‘ octocat - enqueued about 8 minutes ago

i» Refactor index view layouts

#281830pened by (8 monalisa - enqueued about 1 minute ago

Queued to merge Remove from queue
There are 2 pull request ahead of

this one in the merge queue. \

—~ C) UNIVERSE2:S

NS A



Queued to merge... Cancel
There are 2 pull requests ahead of

this one in the merge queue

Merge queue main

Beta ) Give feedb

19 8 Queued X 0 Failing

Introduce new checkout behavior for signed-out users

#259 opened and enqueued by & georgebrock - 6 mi

Update forms to have clear labels
#51 opened and enque y @ tylerjohnst

Prepare launch of new marketing website
#354 opened and enqueued by () wiseemily88

Add frontend tests
#13 d enque by @ rufo

Upgrade dependencies
#182 of 'd enqueued by @) tomatesoup

Integrate backend systems to connect with merchant service
#262 openc i enqueued by @ codeminator 10 - F i

Upgrade sprlte engine to 4.1

#261 open ueued by @& MikeMcQuaid

Integrate customizable keyboard shortcuts
#263 1queued by @ nickborromeo




Thank you
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