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Platform Announcements / GitHub Actions M1 NER—4 R
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Platform Announcements
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Platform Announcements
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Rulesets

¥ Branch: All branches ~

Organization rulesets Managed by cc

Default Branch protection for deployable repositories
3 Active 3 rules - targeting 351 branches

Tip: As a contoso admin, you can manage contoso rulesets in organization settings.

Repository rulesets

Enforce Production Rules

I~z
/3 Active 4 rules - targeting 3 branches
Rules in testin
N It
(_7) Evaluate 1 rule - targeting 8 branches
Only Allow Signed Commits
y g I~

(>) Active 1 rules - targeting 3 branches

Old Rules
@ Disabled 2 rules - targeting O branches
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Platform Announcements

Pull request
merge queue
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Merge queue main

&° 4 Queued

@ Adding callbacks to response streams

#28133 opened by (8 monalisa - enqueued about 19 minutes ago

@ Adding Schema Reflection API

#28138 opened by (8 monalisa - enqueued about 14 minutes ago

© Adding RTL eslint rule
#28179 opened by Ooctocat « enqueued about 12 minutes ago

i° Adding sidebar loading indicator
#28180 opened by (‘ octocat - enqueued about 8 minutes ago

i» Refactor index view layouts

#281830pened by (8 monalisa - enqueued about 1 minute ago

Queued to merge Remove from queue
There are 2 pull request ahead of

this one in the merge queue. \
\ o
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Platform Announcements
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(U Overview

<

hexagon-space

[J Repositories [ Projects

Organization permissions
Members
Guest collaborators

Repository collaborators

Enterprise permissions

Enterprise owners

& Packages Ay Teams 2 People &) Security Insights 93 Settings

Add a member to hexagon-space

Search by username, full name or email address
Q mona

mona-external_fabrikam mona-external

monauser_fabrikam Monalisa User
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O GHAS Announcements / Code Scanning Autofix

O ( github-advanced-security  bc r

src/DexcaliburEngine.js

| .
TN E X Check failure
) Code scanning / CodeQL

Uncontrolled data used in path expression

Show paths Dismiss alert

) github-advanced-security bot 1 minute ag

Accessing files using paths constructed from user-controlled data can allow an attacker to access unexpected
resources. This can result in sensitive information being revealed or deleted, or an attacker being able to influence
behavior by modifying unexpected file

j) I/ I) 9 IZ |~ —61’F % I:F o) E% lﬁ —Gﬂfﬁg% 'I‘EE{I%IE Validate user input before using it to construct a file path, either using an off-the-shelf library like the

niti ilename npm package, or by performing custom validation.

ﬂ%IE H;T!-fFEﬁ 0) %Elﬁﬁ 14 " v[)ﬂ-ralihur‘w‘urksmt‘%

DexcaliburW

package. json

HLORBEEDEAZRS

Edit in codespace Commit fix ~

JavaScript (& TypeScript) xthi

Commit fix X

]
[ Fixes vulnerabilities with the power of Al '+ ]

Resolve conversation

GHEC & GHAS 2HIDEERD A ([REH/ T 1) v ~—4) >

Add an optional extended description...

Commit changes



O GHAS Announcements / Secret Scanning AI-Powered Custom Patterns

E ﬂ E & Generate regular expression
o 8 | want a regular expression that:

l \ — identify tokens that start with “api_" followed by three groups of 8 alphanumeric
characters separated by a dash

Examples of what | am looking for:

api_ktid3hdk-59rm4kd9-3800Aje2
api_38uirt67-889300e6-W3IRDii48

ered feature may produce inaccurate results. Double-check the expressions

Q AEFERALARZLINZ—U %R

Generate suggestions

QO IEBERBOMELTHREL/ING—DEBEER

Results
° X#"V?H?fl:@fu3hé :ti‘{%%ﬁ—d—éf:&) EB = l‘%’f%)é%ﬁﬁ Regular expressions that match the descriptions and examples you gave:
> api_[a-zA-Z0-91{8}-[a-zA-Z0-91{8}-[a-zA-Z0-91{8} Use result

<GHEC & GHAS Z2#IhDBEERDH ([EEF1/ 8T 1)y o R—4) >
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O GHAS Announcements / Security Overview Dashboard

Overview

© Openalerts | ) Closed alerts

vaddy

© Org2hDKRETRIELEF ) TFALR— ERIE
QO KROCEB~DRBELELX2T EEEITIRMH

QO #Bu-REE-BEOFEHIINT IEENALEEER

(GHEC & GHAS ZHhOBERDH (1T v ~—%)

More details here.

31,1 53 as of Oct 31, 2023

# Critical 2 High O Moderate # Low

50k
40k
30
20k
10k
Jan1 Jan 15 Feb1 Feb 15 Mar 1 Mar 15
Age of alerts Reopened alerts Secrets bypass
123 days 12 12/52

-
Average of all opened and closed alerts.
40 secrets blocke:
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O Security Announcements / Dependabot

r Hrid dabot ) ) .

Uncontrolled

@ Out-of-bounds in )
3 Recursion in
Production t>~

Development

Improper Input ReDoS in
@ Validation in @ Production

O ==E./\yTFOHES Dependabotid &% Hl Eradiction
° T AEFHZCWEB S OREDND T Iz AMIHIRE Organization rules

Snooze alerts until patch Y
° gﬁ*ﬁ%ﬂﬂﬂ]ﬁ[}o))b—)[/[i@ependabot*”ﬁﬁ%[:?&{#\: Matches severity: scope: manifest:

(GHEC & GHAS ZHHPDEBRDH (AR FLIL—I) >
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