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Agenda

Know your company’s Adoption Challenges
Understand the problem and plan to drive success.

Identify Targets

Create a priority list.

Establish Process and Operationalize
Time-boxed processes must be iterative.

Iterate and Document

Operations cannot be successful without robust
documentation.
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Why is High Velocity Adoption Needed?

“Get more value from the same budget.”

IT AND SECURITY FACE TIDAL WAVE OF DIVERSE DATA

28%
Data Growth CAG
(2023 - 2027)

DETERVEIN N GEEL LTS

Highest Value Data Ingested First
More Data = Increased Data Management Complexity
More Data = Decreased Performance of Analysis Tools
More Data = Challenges Finding what Matters

7%
IT Budget Growth
(2023 - 2027)
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Adoption Challenges

Success relies on identifying points of friction.

e

Legacy State

® Existing methodologies
of data ingestion,
processing and output
may be lacking.

® How will you handle the
data stream migration to
minimize impact?

Reliance on
Current Data

® Endpoints like Splunk
may already be parsing
subpar data (regex, etc.)

® How will you handle
downstream knowledge
objects?

Data Attribution

® Are your datasets
properly tagged prior to
ingestion?

® How do you know who

owns each dataset that

will be migrated to Cribl
Stream?
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"Problems worthy of
| attack prove their
- worth by fighting

back.”

PIET HEIN,
Danish Polymath




Dataset Targeting

So much data! What should | target first?

TOE-IN PROBLEMATIC HIGH IMPACT

~10% ~20% ~70%

Enhance custom Fix specific Reduce ingestion for
data for specific use problems with large datasets,
cases. Small volume parsing - KV pairs, typically in the
and app generated. timestamps, line Network space

breaks, aggregation. (syslog).

Create a priority list and schedule!




Establish the Linear Process

An effective process has “time-boxed” steps.

TARGET

PACK

HOIN

EVALUATE

CUT-OVER

Pick a target dataset and
evaluate existing

methodologies.

Identify the Cribl Stream
pack to use. If it doesn't
exist, find sample data and
prepare a custom pipeline.

Fork the data to two unique
destinations for evaluation
and minimize downstream
impact.

Work with the customer to
review data format changes
and clone/modify existing
knowledge objects.

Switch to the new and
improved data stream. Turn

off legacy data stream.
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Target

Cisco Syslog - FTD (Firewall Threat Defense) and
ASA (Adaptive Security Appliance)

Pipeline diagnostics - cisco_asa_cleanup

Full Event Length ®

Potentially High Impact
Syslog

+ Reduce ingestion.

Pipeline diagnostics - cisco_ftd_cleanup

« Only retain required fields.

Statistics

- Suppress noisy messages.

Full Event Length ®




Fork
Send original, unaltered Cisco Syslog to a different destination

Use the Pipeline and Route Filters to fork data. This
keeps the original dataset prior to Pack application intact.

Options:

- Send to original
destination during
evaluation.

 Send to S3 for long-term
storage after Pack is in
place.
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Evaluate

Review the Cisco FTD / ASA Pack with Stakeholders

Stakeholder Approval

 Use the fork to present
new version of the data

 Obtain feedback
and make any needed
adjustments to pipeline /
pack.




Send Cisco FTD and ASA data thru Pack

Cut-Over

)

[ @) Cisco Syslog - FTD - PACK (__inputId.startsWith('s

Route Name*

Enable Expression (

Outpu

Descriptior

__inputId.starts)

(__inputId.startsWith(

Route Name*

Filte I:__ﬁnputld.startsWith[

Pipeline*

Enable Expression

Output

Description

Final

W5

__inputId.startsWi

th("'

COPYRIGHT ©2024 CRIBL, INC. ALL RIGHTS RESERVED



The Data Engine

Build your new migration process into a continuous lifecycle.

1. Pick your Target and
Identify Correct Pack

Pick the target dataset and evaluate
existing onboarding methodologies.
Identify the Cribl Stream pack to use. If a
pack doesn't exist, find sample data and
prepare a custom pipeline.

2. Fork the Data and
« )

Evaluate New Pipeline

Fork the data to two unique
destinations for evaluation and
minimize downstream impact. Work
with the customer to review data
format changes and clone/modify
existing knowledge objects (if any).

3. Cut Over

Switch to the new and improved Cribl
Stream data pipeline by turning off
the legacy data stream.

4. Re-valuate Your Targets

Based on your inventory of data and
the three types (Toe-In, Problematic,
and High Impact), pick the next target
for Stream onboarding.
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iterate and Document

Each new migration must be documented and reviewed.

Iterate for Scale

Every dataset migration
can be unique.

* A well-written process
can be handed off to
multiple engineers to
execute at scale.

® Engineers can typically
handle one end-to-end
migration per 2-week
sprint.

Document
Thoroughly

Both the process and
information about the
migration itself must be
documented.

* Customers must be
identified.

® Every migrated dataset
must have an owner,
ideally baked into the data
through attribution.

Establish Customer
Cadence

Quarterly is
recommended but can be
limited to when a change
in data pattern is
detected.

¢ Data monitoring (e.g.,
volume drops)

® Integrate new data stream
into existing alert
processes.




e==""Trust the process.”

SAM HINKIE,
American Basketbhall Executive




Thank you!




