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Geographical Scope of the GDPR

* Biobanks often collect, receive, keep or analyse transnational samples or
data, which raises the question of the geographic scope of applicability
of data protection rules. Generally, there are two factors that are
relevant to determine the territorial scope of application: the
establishment criterion, and the targeting criterion.

* Concerning the establishment criterion, the European Data Protection
Board (EDPB) recommends consideration of three aspects: (a)
establishment in the EU; (b) processing of personal data carried out ‘in
the context of the activities of’ an establishment; and (c) application of
the GDPR to the establishment of a controller or a processor in the EU
regardless of whether the processing takes place in the EU or not.

* In regards to the targeting criterion, Article 3 contains international
private law rules that extend the jurisdiction of the GDPR to data
controllers and processors not established in the EU and regardless of
where the data processing activities take place. The connecting factor
here is the location of the data subject and the purpose of the data
processing activities. The GDPR applies to data subjects located in the EU
Independently of their legal status concerning nationality or residence.

Ana Nordberg (2021) “Biobank and Biomedical Research: Responsibilities of Controllers
and Processors Under the EU General Data Protection Regulation.” in Santa Slokenberga et
al., “GDPR and Biobanking,” Springer. https://link.springer.com/book/10.1007/978-3-030-
49388-2
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Notion of Controller and Processor in
Biobanking

* In a biobanking context the controller is whichever entity
decides on issues pertaining to those substantial
guestions which are essential to the core of lawfulness of
processing, for example, decisions on the legal basis for
processing (e.g. consent or an exception), length of time a
biological sample and related data are to be stored and
who has access to the personal data processed.

* The concept of processor is dependent on the
organisational decisions and structure of the controller.

Ana Nordberg (2021) “Biobank and Biomedical Research: Responsibilities of Controllers and
Processors Under the EU General Data Protection Regulation.” in Santa Slokenberga et al.,
“GDPR and Biobanking,” Springer. https://link.springer.com/book/10.1007/978-3-030-49388-2
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Joint-Controllers and Joint-Processors

* In biobanking practice, situations involving putative joint-
controllers and joint-processors present challenges, in
particular when different entities submit samples and
data to a biobank and/or when such data are shared,
used and re-used by a diverse number of research
institutions.

* ... Applying this reasoning to a biobanking research
context, both biobanks, researchers and entities
conducting, sponsoring or financially supporting
research, may be considered data controllers either by
themselves or jointly.

Ana Nordberg (2021) “Biobank and Biomedical Research: Responsibilities of Controllers and
Processors Under the EU General Data Protection Regulation.” in Santa Slokenberga et al.,
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Relationship Between Controllers and
Processors

Territorial scope is also relevant here as often biobanking activities are conducted in
collaboration with international research institutions and repositories.

Firstly, the EDPB takes the view that the existence of a relationship between a controller
and a processor does not necessarily trigger the application of the GDPR to both if one is
not established in the Union. This means that ‘when it comes to the identification of the
different obligations triggered by the applicability of the GDPR, the processing by each
entity must be considered separately’.

Secondly, when an EU biobank acting as a controller uses a processor located outside the
EU, it will be necessary for the controller to ensure by contract or other legal act that the
processor will conduct its activities in accordance with the GDPR. This will include
Imposing on the processors by contract clauses all the relevant obligations placed by the
GDPR on processors, and thus extending by contractual means the GDPR scope of
application to processors outside the EU.

Thirdly, the opposite situation— a biobank processing data on behalf of an
institution/controller outside of the EU—is also a recurrent one. In such cases, while the
provisions of the GDPR do not apply to the data controller, the biobank, as a processor
established in the EU, will still continue to be required to comply with the GDPR obligations
imposed on data processors provided that such activities are carried out in the context of
its activities.

Ana Nordberg (2021) “Biobank and Biomedical Research: Responsibilities of Controllers and
Processors Under the EU General Data Protection Regulation.” in Santa Slokenberga et al.,
“GDPR and Biobanking,” Springer. https://link.springer.com/book/10.1007/978-3-030-
49388-2
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Lawfulness of Data Processing

* The main restriction imposed on data controllers and

processors is the duty to ensure the lawfulness of such
activities.

* The GDPR contains two main legal bases for data
processing of interest to biobanks: consent-based
model and necessity-based model.

* It will remain critical to carefully consider which to
apply to each data set because combining data sets
based on different [awfulness grounds may generate
increased compliance complexity.

Ana Nordberg (2021) “Biobank and Biomedical Research: Responsibilities of Controllers and
Processors Under the EU General Data Protection Regulation.” in Santa Slokenberga et al.,

“GDPR and Biobanking,” Springer. https://link.springer.com/book/10.1007/978-3-030-
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