DNSEXT R G eben

Internet-Draft S| DN Labs
I ntended status: Experinental W  Mekki ng
Expi res: January 5, 2013 NLnet Labs

July 04, 2012

DNS Security (DNSSEC) Authenticated Denial of Existence
draft - gi eben-nsec4-01

Abst r act
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1.

1.

1.

1.

2

I nt roducti on
Rati onal e

Hashed aut henti cated denial of existence proofs frequently hinge on
the cl osest encl oser proof (Section 7.2.1 and 8.3 of [RFC5155]).

When validating a hashed deni al of existence response, a validator
must deny or assert the presence of a next closer nanme and a wildcard
nane. A validator can derive these nanes fromthe cl osest encl oser

This is why nost of the denial of existence responses with NSEC3
contain three records:

1. A record which matches the cl osest encloser, this tells the
val i dat or what the (unhashed) nane of the cl osest encloser is;

2. A record which covers or nmatches the next closer, to deny or
assert the existence of the next closer nane. The validator
needs to know the cl osest encloser to construct the next closer
namne;

3. Arecord which covers or matches the wildcard, to deny or assert
wi I dcard synthesis. The validator needs to know the cl osest
encl oser to construct the source of synthesis.

Thi s docunment presents a new record, NSEC4, that is simlar to NSEC3,
but differs in the foll ow ng ways:

0o It provides a new way to deny the existence of the wildcard, by
i ntroducing the Wldcard flag (described in Section 3.1.2.2).
This bit makes the third record, fromthe |list above, redundant;

o It allows for unhashed records, by introducing an Identity
function (described in Section 3.1.1).

Wth NSEC4 you will need a maxi num of two records for any denial of
exi stence response, saving one record and acconpanyi ng si gnhature(s)
compared to NSEC3.

By defining an Identity function, we also fold back NSEC i nt o NSEC4
and add Opt-out to unhashed nanes. Wth this change we col |l apse NSEC
and NSEC3 into one new record to | eave only one form of authenticated
deni al of existence in the DNS

Requi renment s

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
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docunment are to be interpreted as described in [ RFC2119].
1.3. Term nol ogy

The reader is assuned to be famliar with the basic DNS and DNSSEC
concepts described in [ RFC1034], [RFC1035], [RFC4033], [RFC4034],

[ RFC4035], and subsequent RFCs that update them [RFC2136],

[ RFC2181], [RFC2308] and [ RFC5155].

Furthernore, the sanme term nology is used throughout this docunent as
is described in Section 1.3 from[RFC5155], with the foll ow ng
changes:

Original owner nane: the owner nane corresponding to a hashed owner
nane if hashing is used. O the owner nane as-is if no hashing is
used.

Opt-Qut NSEC4 RR an NSEC4 RR that has the Opt-Qut flag set to 1.
Wldcard NSEC4 RR  an NSEC4 RR that has the Wldcard flag set to 1.
Opt-Qut zone: a zone with at |east one Opt-Qut NSEC4 RR

Base32: the "Base 32 Encoding with Extended Hex Al phabet" as
specified in [RFC4648]. Note that trailing padding characters
("=") are not used in the NSEC4 specification

To cover: an NSEC4 RRis said to "cover" a nanme if the (hashed) nane
or (hashed) next closer nane falls between the owner nanme of the
NSEC4 RR and the next (hashed) owner nane of the NSEC4. In other
words, if it proves the nonexistence of the name, either directly
or by proving the nonexi stence of an ancestor of the nane.

To match: Wen a hash algorithmis defined, an NSEC4 RRis said to
"match" a name if the owner nane of the NSEC4 RRis the sane as
t he hashed owner name of that name. When no hash al gorithm
(ldentity function) is defined, an NSEC4 RRis said to "match" a
nane if the name and the owner nane of the NSEC4 RR are equal

Identity function: Performno hashing. Leave the nanme as-is.
2. Experimental Status

Thi s docunment describes an EXPERI MENTAL extension to DNSSEC. It

i nteroperates with non-experimental DNSSEC using the technique

described in [RFC4955]. This experinent is identified with the
followi ng private algorithm (using al gorithm PRI VATEDNS) :
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0 Algorithm"5.nsec4.nlnetlabs.nl.", is an alias for algorithm5,
RSASHAL.

Servers wi shing to sign and serve zones that utilize NSEC4 MJUST sign
the zone with this private algorithmand MJST NOT use any other
al gorithns.

Resol vers MUST NOT apply NSECA validation described in this docunent
unl ess a response contains RRSIGs created with this private
al gorithm

3. The NSEC4 Resource Record

The NSEC4 RR provides authenticated denial of existence for DNS
RRset s.

The NSEC4 RR lists RR types present at the original owner name of the
NSEC4 RR. It includes the next (hashed) owner name in the canonica
order of the zone. The conplete set of NSEC4 RRs in a zone indicates
whi ch RRSets exist for the original owner name of the RR and forma
chain. This information is used to provide authenticated denial of
exi stence for DNS data. To provide protection against zone
enuneration, the owner names used in the NSEC4 RR can be

crypt ographi ¢ hashes of the original owner nane prepended as a single
| abel to the nane of the zone. The NSEC4 RR indicates which hash
function (if any) is used to construct the hash, which salt is used,
and how many iterations of the hash function are performed over the
ori gi nal owner nane.

The hashing technique is the same as with NSEC3 and is described in
Section 5 of [RFC5155]. NSEC3 creates hashes for enpty non-

term nals, NSEC4 does the same, even when the ldentity function is in
use.

(Hashed) owner nanes of unsigned del egations nmay be excluded fromthe
chain. An NSEC4 RR whose span covers an owner nanme or next closer
nane of an unsigned delegation is referred to as an Opt-Qut NSEC4 RR
and is indicated by the presence of a flag.

If hashing is in use, the owner nane for the NSEC4 RR is the base32
encodi ng of the hashed owner nanme prepended as a single |abel to the
nane of the zone

The type value for the NSEC4 RRis [TBD].

The NSEC4 RR RDATA format is class independent and is described
bel ow
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The class MJST be the sanme as the class of the original owner nane.

The NSEC4 RR SHOULD have the sane TTL val ue as the SOA m ni mum TTL
field. This is in the spirit of negative caching [ RFC2136].

3.1. RDATA Fields

The NSEC4A RDATA has many sinilarities with the NSEC3 RDATA, but there
are differences:

0 There is an extra flag bit reserved to indicate whether wldcard
synthesis is possible (e.g. does a wildcard domain name exist that
is imedi ately descending fromthe original owner name?);

o The hash I ength does not need to be stored, as all domain nanes
are stored as donmain nanes, not raw hashes

[MM Hash length is one byte. 1In general, NSEC3 is used in TLD
zones. Those domain names are relatively short (on average 3
characters (5 bytes wireformat), so in that case NSEC3 RRs becone 4
bytes | onger. ]

3.1.1. Hash Al gorithm
[ RFC5155] defines the NSEC3 hash al gorithmregistry. Hash al gorithm
0 is reserved. For NSEC4A we define hash algorithmO to be the
Identity function, meaning that no hashing is used.

3.1.2. Flags

The Flags field is identical to the Flags field as defined in
[ RFC5155]. This specification adds a new flag, the Wldcard Fl ag.

3.1.2.1. Opt-Qut Flag
Li ke the Opt-Qut Flag defined in Section 3.1.2.1 of [RFC5155].
3.1.2.2. WIldcard Fl ag
The Wldcard Flag indicates whether there is wldcard synthesis
possible (e.g. does a wildcard domain nane exist that is imediately
descending fromthe original owner nane of the NSEC4?).

If the Wldcard flag is set, wildcard synthesis is possible.

If the Wldcard flag is clear, wildcard synthesis is not possible.
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3.1.3. lterations

Like the Iterations field defined in Section 3.1.3 of [RFC5155].
3.1.4. Salt Length

Like the Salt Length field defined in Section 3.1.4 of [RFC5155].
3.1.5. Salt

Like the Salt field defined in Section 3.1.5 of [RFC5155].
3.1.6. Next (Hashed) Omner Nane

The Next Omer Nane field contains the next owner nane that exists in
the definition of Section 2.2.3 of [RFC4592].

The field contains the next owner name in the canonical ordering of
the zone, as explained in Section 6.1 of [RFC4034].

A sender MJST NOT use DNS nane conpression on the Next Oamner Nane
field when transmtting an NSEC4 RR

Owner nanes of RRsets for which the given zone is not authoritative
(such as glue records) MJUST NOT be listed in the Next Oaner Nane,
unl ess at least one authoritative RRset exists at the same owner
nane.

3.1.7. Type Bit Maps

Li ke the Type Bit Maps field defined in Section 3.1.8 of [RFC5155].
3.2. NSEC4 RDATA Wre Format

The RDATA of the NSEC4 RR is as shown bel ow

1111111111222222222233
01234567890123456789012345678901
B i S S T s i S T st i S S S S S S S S i
[ Hash Al g. [ FI ags [ Iterations [
T T T b i e e i i i S S S S S S
| Salt Length | Sal t /
T e e o i e S S e e ek o o
/ Next (Hashed) Owner Name /
B i S S T s i S T st i S S S S S S S S i
/ Type Bit Maps /
B T e it T S S R E E ok i HI Sue
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Hash Algorithmis a single octet. |If Hash Algorithmis zero
(ldentity function), the Iterations field, the Salt Length field and
the Salt field MJST be ignored.

Flags field is a single octet. The follow ng one-bit flags are
defi ned:

01234567
B S it S S

I | WJ
e e e

o O- Opt-Qut flag
o0 W- Wldcard flag

Iterations is represented as a 16-bit unsigned integer, with the nost
significant bit first.

Salt Length is represented as an unsigned octet. Salt Length
represents the length of the Salt field in octets. |If the value is
zero, the following Salt field is onmtted

Salt, if present, is encoded as a sequence of binary octets. The
length of this field is determ ned by the preceding Salt Length
field.

If Hash Algorithmis not zero, the Next (Hashed) Omer Nane is a
base32 encoded donmai n nane of the hashed next owner nane prepended as
a single label to the nanme of the zone. |If Hash Algorithmis zero it
is a plain domain nane.

The Type Bit Maps encode the existing types at the original owner
name that matches the NSEC4 RR

3.2.1. Type Bit Maps Encodi ng
The encoding of the Type Bit Maps field is the same as that used by
the NSEC and NSEC3 RR, described in [RFC4034], as well as in
[ RFC5155] .

3.3. Presentation Fornmat

The presentation format of the RDATA portion is as follows:

0 The Hash Algorithmfield is represented as an unsi gned deci na
i nteger. The value has a nmaxi num of 255.
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o The Flags field is represented as an unsi gned deci nal integer
The val ue has a maxi mum of 255.

o0 The Iterations field is represented as an unsi gned deci nal
integer. The value is between 0 and 65535, i ncl usive.

0 The Salt Length field is not represented.

o The Salt field is represented as a sequence of case-insensitive
hexadeci mal digits. Witespace is not allowed within the
sequence. The Salt field is represented as "-" (w thout the
quot es) when the Salt Length field has a value of O.

0 The Next (Hashed) Owmer Nane field is represented as a domain
nane.

o The Type Bit Maps field is represented as a sequence of RR type
menoni cs. Wien the menonic is not known, the TYPE
representation as described in Section 5 of [RFC3597] MJST be
used.

3.3.1. Exanples

NSEC record:

exanpl e. NSEC a. exanple NS SOA RRSI G DNSKEY NSEC

The same data shown as an NSEC3 record

3nsevousnd4br 9s97v51r 2t dvnr 9i qol. exanple. NSEC3 1 0 0 - (

6cd522290vmalnr 81 quli vt cof j 94r ga
NS SOA RRSI G DNSKEY NSEC3PARAM )
As an NSEC4 record with Identity function
exanple. NSEC4 0 0 O - a.exanple. NS SOA RRSI G DNSKEY NSEC4 NSEC4PARAM
And as an NSEC4 record with SHA1 hashi ng:
3nsev9usnd4br 9s97v51r 2t dvnr 9i qol. exanple. NSEC4 1 0 0 - (
6¢cd522290vna0nr 81 quli vt cof j 94r ga. exanpl e.
NS SCA RRSI G DNSKEY NSECAPARAM )
4. The NSEC4APARAM Resource Record

Exactly |i ke NSEC3PARAM described in Section 5 of [RFC5155], except
the type code used [TBD] is that of NSEC4APARAM
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5. Opt-Qut

This specification adds Opt-Qut as described in Section 6 of

[ RFC5155]. Because of the ldentity function, this allows for Opt-Qut
bei ng used with unhashed nanes. A sinmilar nmethod is described in

[ RFC4956], but with NSEC4 we can reuse the Opt-Qut bit fromthe Flags
field.

6. Enpty non-termnals

Wth NSEC3, every enpty non-terminal will have a NSEC3 record. This
is nentioned in [ RFC5155], for instance in section 7.1, the second
bul I et point:

Each enmpty non-term nal MJST have a correspondi ng NSEC3 RR, unl ess
the enpty non-termnal is only derived froman insecure del egation
covered by an Opt-Qut NSEC3 RR

This is a crucial difference with respect to NSEC, where no such
provi sion exists.

Wth NSEC4 we unify NSEC and NSEC3 and consequently, each enpty non-
termnal will get an NSEC4 record (see Section 7.1, the 6th bullet).
Furt hernmore, NSEC4 represents the next owner nane as a domai n nane,
i ke NSEC, while NSEC3 represents the next nanme as an unnodified

bi nary hash val ue.

Due to these changes, we can revert back to canonical ordering for
NSEC4. This greatly sinplifies the conparison code, because there is
only one ordering nechani sm

7. Authoritative Server Considerations

7.1. Zone Signing

Zones using NSEC4 nust satisfy the same properties as described in
Section 7.1 of [RFC5155], with NSEC3 replaced by NSECA.

In addition, for each original owner nane that has a wldcard domain
nane i medi ately descending fromthe original owner nane, the
correspondi ng NSEC4 RR MJUST have the Wldcard bit set in the Flags
field.

The follow ng steps descri be one possible nethod of proper
construction of NSEC4 RRs.
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1. Sel ect the hash algorithm and the values for salt and
iterations;
2. For each uni que original owner nane in the zone add an NSEC4 RR

* |f Opt-Qut is being used, owner nanes of unsigned del egations
MAY be excl uded;

* The owner nanme of the NSEC4 RR is either the hash of the
ori gi nal owner nane, prepended as a single |abel to the zone
nane, or is equal to the original owner nanme if ldentity
function is used;

*  The Next Omer Nane field is left blank for the nonent;
* |f Opt-Qut is being used, set the Opt-Qut bit to one.

3. For collision detection purposes, if hashing is used, optionally
keep track of the original owner nane with the NSEC4 RR Create
an additional NSEC4 RR corresponding to the original owner nane
with the asterisk |abel prepended. Mark this NSEC4 RR as
t enporary

4. If the original owner nane is a wildcard domai n name (Section
2.1.1. of [RFC4592]), mark the NSEC4 to be an NSEC4 RR that is
mat ching a wil dcard

5. For each RRSet at the original owner nane, set the correspondi ng
bit in the Type Bit Mps field;

6. Addi tional NSEC4 RRs need to be added for every enpty non-
term nal between the apex and the original owner name. |If
hashing is used, optionally keep track of the original owner
nanes of these NSEC4 RRs and create tenporary NSEC4 RRs for
wildcard collisions in a sinmlar fashion to step 3;

7. Sort the set of NSEC4 RRs into canoni cal order

8. Conbi ne NSEC4 RRs with identical owner nanes by repl acing them
with a single NSEC4 RRwith the Type Bit Maps field consisting
of the union of the types represented by the set of NSEC4 RRs.

If hashing is used and the original owner nane was tracked, then
collisions may be detected when conbining, as all of the

mat chi ng NSEC4 RRs shoul d have the same original owner nane. |If
a hash collision is detected, then a new salt has to be chosen,
and the signing process is restarted. Discard any possible
tenporary NSEC4 RRs;
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9. In each NSEC4 RR, insert the next (hashed) owner nane by using
the domai n name of the next NSEC4 RR in canonical order. The
next (hashed) owner nanme of the last NSEC4 RR in the zone
contains the value of the (hashed) owner nane of the first NSEC4
RR i n canonical order.

If the NSEC4 is nmarked to be matching a wildcard, find the NSEC4
that matches the cl osest encloser. Set the Wldcard bit in the
Flags field of that NSEC4;

10. Finally, add an NSEC4APARAM RR with the sanme Hash Al gorithm
Iterations, and Salt fields to the zone apex.

7.2. Zone Serving

This specification nodifies DNSSEC enabl ed DNS responses generated by
authoritative servers. |In particular, it replaces the use of NSEC or
NSEC3 RRs in such responses with NSEC4 RRs.

7.2.1. Denial of WIldcard Synthesis Proof

I nstead of wasting a whole denial of existence RRto deny a wildcard,
we have introduced a bit in the Flags field of the NSEC4 RR t hat

i ndi cates whether wildcard synthesis was possi bl e because there
exists a wildcard domain nanme i nmedi ately descending fromthe
ori gi nal owner nane.

The Denial of W/Ildcard Synthesis proof consists of one NSEC4 RR, that
mat ches sonme donmmi n nane, and that has the Wldcard bit clear

Note that w thout nuch know edge of the original owner name, this
proof is not really useful. |In particular, we don't know if this is
the wildcard synthesis that we are looking for. This changes if we
conbine this proof with the closest encl oser proof.

7.2.2. O osest Encl oser Proof

For some NSEC4 responses, nanmely Name Error Response (Section 7.2.4)
and Referrals to Unsigned Subzones (Section 7.2.8), a proof of the
closest encloser is required. This is a proof that some ancestor of
the QNAME is the closest encloser of QNAVE. The proof is described
in Section 7.2.1 of [RFC5155], and is the same for NSECA.

7.2.3. Denial of Source of Synthesis Proof
The denial of wildcard synthesis proof conbined with the cl osest

encl oser proof results in a denial of source of synthesis proof. The
source of synthesis is defined in [RFC4592] as the wildcard donain
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name i medi ately descending fromthe cl osest encloser

The Deni al of Source of Synthesis proof consists of (up to) two NSEC4
RRs, the same that constructed the cl osest encl oser proof:

o0 an NSEC4 RR that natches the closest encloser, and that has the
Wl dcard bit clear in the Flags field;

0 an NSEC4 RR that covers the next closer name to the cl osest
encl oser.

The first NSEC4 RR essentially proves that the encl oser exists, and
that no wildcard synthesis at the encloser is possible. The second
NSEC4 RR proves that the encloser is the closest, thus the denial of
the wildcard synthesis is the denial of the source of synthesis.

7.2.4. Nane Error Responses

If the zone does not contain any RRsets matchi ng ONAME either exactly
or via wildcard name expansi on, then the nane server nust include
proof that:

0 there is no exact match for QNAME

o0 the zone contains no RRsets that would match QNAME via wildcard
nane expansi on.

Wth NSEC, the server includes in the response an NSEC RR t hat covers
ONAME, and an NSEC RR that covers the wildcard RR at the cl osest
encl oser.

Wth NSEC3, the server includes in the response an NSEC3 RR t hat
covers the next closer, an NSEC3 RR that covers the wildcard RR at
the cl osest encloser, and an NSEC3 RR that matches the cl osest
encl oser.

To prove the nonexi stence of QNAVE with NSEC4, the server MJST
i nclude a denial of source of synthesis proof. This collection of
(up to) two NSEC4 RRs proves both that QNAME does not exist and that
a wildcard that could have matched QNAMVE al so does not exist.

7.2.5. No Data Responses

7.2.5.1. QIYPE is not DS
When a NODATA response needs to be returned, it is safe to say that

ONAME exists. Simlar to NSEC and NSEC3, server MJST include the
NSEC4 RR that matches QNAME. This NSEC4 RR MUST NOT have the bits
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corresponding to either the QI'YPE or CNAME set in its Type Bit Mps
field.

7.2.5.2. QIYPE is DS

Because of Opt-Qut, the response can be different when QIYPE is DS

If no NSEC4 RR matches OQNAME, the server MJST return a cl osest
provabl e encl oser proof for QNAVE. The NSEC4 RR that covers the next
cl oser nane MJST have the Opt-Qut bit set.

Note that we do not need to ensure the denial of source of synthesis
proof, because a DS RRset next to a wildcard is nmeani ngl ess (Section
4.6, [RFC4592]).

7.2.6. WIldcard Answer Responses

If the zone does not contain any RRsets matching ONAME, but there is
wi | dcard nanme expansi on possi bl e then the nane server must include
proof that the wildcard match was valid. This proof is acconplished
by proving that QNAME does not exist and that the cl osest encloser of
ONAME and the i medi ate ancestor of the wildcard are equal

Both with NSEC and NSEC3, the server includes in the response an NSEC
RR that covers the next closer. It is not necessary to return a RR
that matches the cl osest encloser, as the existence of this closest
encl oser is proven by the presence of the expanded wildcard in the
response.

To prove that the wildcard nane expansi on was valid with NSEC4, the
server MJST include in the response an NSEC4 RR that covers the next
closer. For the same reasons as with NSEC and NSEC3, it is not
necessary to return a RR that matches the cl osest encl oser.

7.2.7. WIldcard No Data Responses

Wth NSEC, the server includes in the response an NSEC RR t hat

mat ches the wildcard, in addition to the NSEC RR that covers the next
closer. The NSEC RR does not have the bits corresponding to QTYPE or
CNAME set in its Type Bit Maps field.

Again, with NSEC3, the server includes in the response an NSEC3 RR
that matches the wildcard, in addition to the NSEC3 RR that covers
the next closer. The NSEC3 RR does not have the bits corresponding
to QTYPE or CNAME set in its Type Bit Maps field. Besides that, an
NSEC3 RR that matches the cl osest encloser is included, because there
was no expanded wildcard in the response that can be used to
determ ne the cl osest encl oser
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[ RFC5155] already notes that the closest encloser to QNAVE nust be
the i medi ate ancestor of the wildcard RR, which is also defined in
[ RFC4592]. A closest encloser proof is not necessitated.

To prove the wildcard no data response with NSEC4, the server MJST
include in the response an NSEC4 RR that matches the wildcard, and an
NSEC4 RR that covers the next closer. The closest encloser can be
derived fromthe NSEC4 RR that matches the wildcard. Fromthat, the
next cl oser can be deri ved.

7.2.8. Referrals to Unsigned Subzones

If there is an NSEC4 RR that matches the del egati on name, then that
NSEC4 RR MUST be included in the response. The DS and CNAME bit in
the type bit maps of the NSEC4 RR nust not be set (by definition).

If the zone is Opt-Qut, then there may not be an NSEC4 RR
corresponding to the delegation. |In this case, the closest provable
encl oser proof MJST be included in the response. The included NSECA
RR t hat covers the next closer name for the del egati on MJUST have the
Opt-Qut flag set to one.

Note that with the Identity function, the NSEC4 RR that natches the
cl osest provabl e encl oser does not need to be included in the
response, as it can be derived fromthe NSEC4 that covers the next
cl oser nane.

7.2.9. Responding to Queries for NSEC4 Only Oaner Nanes
When NSEC4 hashing is in effect the paradox (NSEC4 records deny their
own exi stence) described in Section 7.2.8 of [RFC5155] is back. Wen
the ldentity function is used, there is no paradox. In light of
this, queries for the NSEC4A resource type are handled in the sane way
as normal queries. Resolvers initiating these queries SHOULD
di sregard any information | earned fromthe returned NSEC4 records.
7.2.10. Server Response to a Run-Time Collision

The sane considerations as described in Section 7.2.9 of [RFC5155]
for NSEC3 apply to NSECA.

7.3. Secondary Servers

The sane considerations as described in Section 7.3 of [RFC5155] for
NSEC3 and NSEC3PARAM apply to NSEC4 and NSECAPARAM
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7.4. Zones Using Unknown Hash Al gorithns

The sane considerations as described in Section 7.4 of [RFC5155] for
NSEC3 apply to NSECA.

7.5. Dynanmic Update

A zone signed using NSEC4 may accept dynam c updates [ RFC2136].
However, NSEC4 introduces sone special considerations for dynamc
updat es.

Addi ng and renoving nanmes in a zone MJST account for the creation or
removal of enmpty non-terminals, simlar to [ RFC5155], Section 7.5.

The presence of Opt-Qut in a zone neans that sone additions or
renoval s of unsigned del egations of nanes will not require changes to
the NSEC4 RRs in a zone. The sane considerations as in [ RFC5155],
Section 7.5 for NSEC3 apply for NSECA.

The presence of Opt-Qut in a zone nmeans that when adding or renoving
NSEC4 RRs, the value of the Opt-Qut flag that should be set in new or
nodi fi ed NSEC4 RRs i s anbi guous. Servers SHOULD foll ow the set of
basic rules to resolve the anbiguity, as described in [ RFC5155],
Section 7.5.

Addi ng and renoving w | dcard names in a zone MJST account for the
setting or clearing of the Wldcard bit in the Flags field:

0 Wien adding a wildcard name, the NSEC4 RR that matches the
i medi ate parent of the wildcard MIST set the Wldcard bit in the
Fl ags field;
0 When deleting a wildcard nane, the NSEC4 RR that matches the
i medi ate parent of the wildcard MIST clear the Wldcard bit in
the Flags field.
8. Validator Considerations
8.1. Responses with Unknown Hash Types
A val idator MJST ignore NSEC4 RRs with unknown hash types. The
practical result of this is that responses containing only such NSEC4
RRs will generally be considered bogus.
8.2. Verifying NSEC4 RRs

A validator MJST ignore the undefined bits (0-5) in the Flags field
of NSEC4 RRs.
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A validator MAY treat a response as bogus if the response contains
NSEC4 RRs that contain different values for hash al gorithm
iterations, or salt fromeach other for that zone

8.3. Validating Nane Error Responses

A validator MJUST verify that there is a closest encloser for QNAME
present in the response. A validator MJST verify that the WIldcard
bit is clear in the Flags field of the NSEC4 RR that matches the

cl osest encl oser.

Note: In denial of existence responses, the Wldcard flag will
never be set. Setting the bit indicated that wildcard synthesis
is possible at the closest encloser. C(Cbviously, that contradicts
with the denial of existence of the query nanme. Nevertheless, a
validator nust verify that the Wldcard bit is clear. If a
validator fails to check the bit, it is vulnerable to replay
attacks. For exanple, if you do not check the Wldcard Flag in

t he exanpl e.com NSEC4 (but *.exanpl e.com does exist), an attacker
can use the record to deny names that woul d otherw se match the
wi | dcard nane.

In order to find the closest encloser, the validator MUST find the
| ongest name, X, such that X is an ancestor of QNAME that is matched
by an NSEC4 RR present in the response.

One possible algorithmfor finding the cl osest encloser is as
fol | ows:

1. Set SNAME=QNAME

2. If there is an NSEC4 RR in the response that nmatches SNAME, then
we have found the cl osest encloser

3. Truncate SNAME by one label fromthe left, go to step 2

Once the closest encl oser has been discovered, the validator MJST
check that the NSEC4 RR that has the closest encloser as the origina
owner nane is fromthe proper zone. The DNAME type bit MJST NOT be
set and the NS type bit MJST be clear if the SOA type bit is clear

If this is not the case, it would be an indication that an attacker
is using themto falsely deny the existence of RRs for which the
server is not authoritative.

In addition, the validator MJUST verify that there is an NSEC4 RR t hat
covers the next closer nane.
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8.4. Validating No Data Responses

If QIYPE is not DS, a validator MJST verify that an NSEC4 RR t hat
mat ches QNAME is present and that both the QTYPE and the CNAME type
are not set inits Type Bit Maps field.

Note that this test also covers the case where the NSEC4 RR exists
because it corresponds to an enpty non-termnal, in which case the
NSEC4 RR will have an enpty Type Bit Maps field.

If QIYPE is DS, and there is an NSEC4 RR that matches OQNAME present
in the response, then that NSEC4 RR MUST NOT have the bits
corresponding to DS and CNAME set in its Type Bit Maps field.

If there is no such NSEC4 RR, then the validator MJIST verify that
there is a closest provabl e encloser for QNAME present in the
response. The cl osest provable encloser is found in a sinilar way as
the closest encloser. |In addition, the validator MJST verify that
there is an NSEC4 RR that covers the next closer nane and has the
Opt-Qut bit set.

8.5. Validating WIldcard Answer Responses

The verified wildcard answer RRSet in the response provides the
validator with a closest encloser for QNAME. The validator can do so
by checking the |Iabel count in the RRSIG and the nunber of |abels in
the answer’s owner nane.

The validator MJUST verify that there is an NSEC4 RR that covers the
next closer name to QNAME is present in the response. This proves
that ONAME itself did not exist and that the correct wildcard was
used to generate the response.

8.6. Validating Wldcard No Data Responses

The validator MJUST verify that there is an NSEC4 RR present in the
response that matches the source of synthesis.

In order to find the source of synthesis, the validator MJST find the
| ongest nane, X, such that X is an ancestor of QNAME and that *. X is
mat ched by a NSEC4 RR present in the response.

One possible algorithmfor finding the source of synthesis is as
fol |l ows:

1. Set SNAVE=QNAME
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2. Truncate SNAME by one |abel fromthe left. This is a candidate
for the cl osest encloser;

3. Set WNAME to be SNAME with the asterisk |abel prepended:
VWNAME=* . SNAME

4. If there is an NSEC4 RR in the response that matches WNAME, then
we have found the source of synthesis, with SNAME being the
cl osest encl oser;

5. Goto step 2

The val i dator does not need to check that the closest encloser is
fromthe proper zone. The authoritative server returned an NSEC4
that matches the source of synthesis. According to [ RFC6672], this
proves that the server did not encounter a referral (step 3b of the
server algorithm[RFC1035]), nor did it encounter a DNAME (step 3c of
the server al gorithm [RFCL035]).

Now t hat the validator knows the source of synthesis and thus the

cl osest encloser, it can derive the next closer nane. The validator
MUST verify that there is an NSEC4 RR that covers the next closer
nane to QNAME, is present in the response.

Not e that, because the response included an NSEC4 that matches the
source of synthesis, we know that there exists data in the zone bel ow
the cl osest encloser. Therefore, the closest encloser cannot be a
del egation, nor can there exists a DNAVE RRset at the cl osest

encl oser.

[MM As an additional check, the validator can verify if the NSEC4
mat chi ng the cl osest encl oser has the Wldcard Flag set.]

8.7. Validating Referrals to Unsigned Subzones

The delegation nane in a referral is the owner nane of the NS RRSet
present in the authority section of the referral response.

If there is an NSEC4 RR present in the response that matches the

del egati on nane, then the validator MJST ensure that the NS bit is
set and that the DS bit is not set in the Type Bit Maps field of the
NSEC4 RR.  The validator MJST al so ensure that the NSEC4 RR is from
the correct (i.e., parent) zone. This is done by ensuring that the
SOA bit is not set in the Type Bit Maps field of this NSEC4 RR

Note that the presence of an NS bit inplies the absence of a DNAME

bit, so there is no need to check for the DNAME bit in the Type Bit
Maps field of the NSEC4 RR
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If there is no NSEC4 RR present that matches the del egati on nane,
then the validator MJUST verify that there is a closest provable

encl oser for the delegation nane. |In addition, the validator MJST
verify that there is an NSEC4 RR that covers the next closer nane and
has the Opt-Qut bit set.

Resol ver Consi derations
NSEC4 Resource Record Caching

The sane considerations as described in Section 9.1 of [RFC5155] for
NSEC3 apply to NSECA.

Use of the AD Bit

The sane considerations as described in Section 9.2 of [RFC5155] for
NSEC3 apply to NSECA.

Speci al Consi derations
1. Domain Nane Length Restrictions

The sane considerations as described in Section 10.1 of [RFC5155]
apply.

2. DNAME at the Zone Apex

The DNAME specification in Section 3 of [RFC6672] has a ’'no-
descendants’ limtation. |If a DNAME RRis present at node N, there
MUST be no data at any descendant of N

[ RFC5155] updates the DNAME specification to all ow NSEC3 and RRSI G
types at descendants of the apex regardl ess of the existence of DNAME
at the apex.

Thi s docunment updates the DNAME specification to also all ow NSEC4
types at descendants of the apex regardl ess of the existence of DNAME
at the apex.

3. lterations val ue

Li ke Section 10.3 in [ RFC5155], but we recommend to read

[ Schaeffer10] as it shows that a lower iterations value is also
acceptable. The research shows that that the half performance count
for validators is roughly 150 to 600, depending on the key size. For
authoritative servers the half performance count is around 100
iterations.
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10.4. More Special Considerations

Appendi x C of [RFC5155] clarifies specific behavior and expl ains nore
speci al considerations for inplenentations, regarding salting and
hash collisions. These considerations for NSEC3 al so apply to NSEC4.

11. | ANA Consi derations

Al t hough the NSEC4 and NSECAPARAM RR formats include a hash al gorithm
paraneter, this docunent does not define a particul ar nechanismfor
safely transitioning fromone NSEC4 hash algorithmto another. Wen
speci fying a new hash algorithmfor use with NSEC4, a transition
mechani sm MUST al so be defi ned.

Thi s docunment updates the | ANA registry "DOVAIN NAVE SYSTEM
PARAMETERS" (http://ww. i ana. org/ assi gnnent s/ dns-paranmeters) in sub-
registry "TYPES', by defining two new types. Section 3 defines the
NSEC4 RR type [TBD]. Section 4 defines the NSECAPARAM RR type [ TBD].

Thi s docunment possibly updates the I ANA registry "DNS SECURI TY
ALGORI THM NUMBERS - - per [ RFC4035]"
(http://ww.iana. org/ assi gnment s/ dns-sec- al g- nunbers).

This docunment creates a new | ANA registry for NSEC4 flags. This
registry is named "DNSSEC NSEC4 Fl ags"”. The initial contents of this
registry are:

0 1 2 3 4 5 6 7
S S S

I I I I I I | Wid| Opt-|
I I I I I I | card| Qut |

B S
bit 6 is the Wldcard flag.

bit 7 is the Opt-Qut flag.

bits O - 5 are available for assignnent.

Assi gnnent of additional NSEC4 Flags in this registry requires | ETF
St andards Action [ RFC5226].

Thi s docunent creates a new | ANA registry for NSECAPARAM fl ags. This

registry i s named "DNSSEC NSECAPARAM Fl ags". The initial contents of
this registry are:
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0 1 2 3 4 5 6 7
M S Sy S S

| | | | | | | | O]
B T, I S S S
bit 7 is reserved and nust be O.

bits O - 6 are avail able for assignnent.

Assi gnnent of additional NSECAPARAM Flags in this registry requires
| ETF Standards Action [ RFC5226].

Finally, this docunent creates a new | ANA registry for NSEC4 hash
algorithms. This registry is naned "DNSSEC NSEC4 Hash Al gorithns".
The initial contents of this registry are:

0 is the Identity function

1is SHA-1.

2-255 Avail able for assignnent.

Assi gnnent of additional NSEC4 hash algorithnms in this registry
requi res | ETF Standards Action [ RFC5226].

12. Security Considerations

Thi s docunent does not introduce any new security issues beyond those
al ready discussed in [ RFC4033], [ RFC4034], [RFC4035] and [ RFC5155].

13. Acknow edgenent s
Thi s docunment woul d not be possible without the help of Ed Lewi s, Roy
Arends, Wuter W jngaards, Karst Koynmans, Mhan Parthasarathy, Mrco
Davi ds, Esther Makaay and Antoi n Verschuren

Thi s docunment was produced using the xm 2rfc tool ([RFC2629]) and
Pandoc2rfc ([ G ebenll]).

14. Changel og
14.1. 01
o Cdarification throughout the text (Mhan Parthasarat hy);

0 Add section about enpty non-ternminals in NSEC, NSEC3 and NSEC4,
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0 Rename Zero hashing to Identity function.

0 No need for different ordering nmechani snms: canonical ordering
only.

0 Renove section on validator algorithm (already explained in
RFC4035) .

14.2. 00
o |Initial docunent.
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exanpl e.

a. exanpl e.

nsl. exanpl e.
sd. exanpl e.
nsl. sd. exanpl e.
ud. exanpl e.
nsl. ud. exanpl e.
who. exanpl e.

* . who. exanpl e.
b. who. exanpl e.

Appendi x B. Exanpl e Zones

NSEC4

3nsev9usnd4br 9s97v51r 2t dvnr 9i qol
6¢cd522290vna0nr 81 quli vt cof j 94r ga
nLo89I1 f do9rr f 2f 8r 8ss42d81d09v48m
831naaj dsnml4hOnd3ki p92563ud3saav
gr sbi | 3cs970a4p5f ql 8dedp6j 00b9ab
ub8e42kj 4s2j df vebal 0098j doad425a9
7cuee8ri 909f 5r 365j gr 0k6j 75t hndpi
g4s20qg3kpt ookhpt 9ngr 93k8bf hj s3f d
ht 6ocj e68nt mB6j pes8ol rl bf 67j j vdu
rmv5t auk8nss83volst Ot plps927j 71e

B.1. Hashed Denial of Existence

July 2012

This is the unsigned zone we are using for the NSEC4 exanples. The
overall TTL and class are left out for clarity.

$ORI G N exanpl e.

@ SQA nsl. exanpl e. bugs.exanple. 1 2 3 45
NS nsl. exanpl e.

nsl A 192.0.2.10

;; secure del egation

sd NS nsl. sd. exanpl e.
DS 33694 253 2 ..

nsl.sd A 192.0.2. 10

;; unsecure del egation

ud NS nsl. ud. exanpl e.

nsl. ud A 192.0.2.10

* . who TXT "W I dcard"

B.2. ldentity Function

This is the sane zone shown with the Identity function

The RRSI G

Signature field, the DNSKEY Public Key field and the DS Digest field
are omtted. The RRSIG expiration and inception tines are set to
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$ORI G N exanpl e
@

nsl

sd

nsl. sd
ud
nsl. ud
who

* . who

B.3. SHA1 Hashing

NSEC4 July 2012

SQA nsl. exanpl e. bugs.example. 1 2 3 45
RRSIG SOA 253 1 300 . . 39824 exanpl e.

RRSIG NS 253 1 300 . . 39824 exanple. ...
RRSI G DNSKEY 253 1 300 . . 39824 exanple. ...
RRSI G NSECAPARAM 253 1 3600 . . 39824 exanpl e.
RRSIG NSEC4 253 1 5 . . 39824 exanpl e.

NS nsl. exanpl e.

DNSKEY 256 3 253 ..

NSECAPARAM 0 0 O -

NSEC4 010 - (

nsl. exanpl e. NS SOA RRSI G DNSKEY NSEC4 NSECAPARAM )
A 192.0.2.10

RRSIG A 253 2 300 . . 39824 exanple.

RRSIG NSEC4 253 2 5 . . 39824 exanple. .
NSEC4 0 1 0 - sd.exanple. A RRSI G NSEC4

NS nsl. sd. exanpl e.

DS 33694 253 2 ..

RRSIG DS 253 2 300 . . 39824 exanpl e.

RRSIG NSEC4 253 2 5 . . 39824 exanple. ..
NSEC4 0 1 0 - who.exanple. NS DS RRSI G NSEC4
A 192.0.2.10

NS nsl. ud. exanpl e.

A 192.0.2.10

NSEC4 0 3 0 - *.who.exanple.

RRSIG NSEC4 253 2 5 . . 39824 exanpl e.

TXT "W/ dcard"

RRSIG TXT 253 2 300 . . 39824 exanpl e.

RRSIG NSEC4 253 2 5 . . 39824 exanpl e.

NSEC4 010 - exanple. TXT RRSI G NSEC4

This is the sane zone shown with SHA1 hashi ng.
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$ORI G N exanpl e

@ SQA nsl. exanpl e. bugs.example. 1 2 3 45
RRSIG SOA 253 1 300 . . 39824 exanpl e.
RRSIG NS 253 1 300 . . 39824 exanple. ...
RRSI G DNSKEY 253 1 300 . . 39824 exanple. ...
RRSI G NSECAPARAM 253 1 3600 . . 39824 exanpl e.
NS nsl. exanpl e.

DNSKEY 256 3 253 ..

NSECAPARAM 1 0 O -
3nsev9usnd4br 9s97v51r 2t dvnr 9i gqol NSEC4 1 1 0 -

831naaj dsnll4hOnd3ki p92563ud3saav. exanpl e.

NS SCA RRSI G DNSKEY NSECAPARAM )

RRSIG NSEC4 253 2 5 . . 39824 exanple.
831naaj dsnl4hOnd3ki p92563ud3saav NSEC4 1 1 0 -

g4s20qg3kpt ookhpt 9ngr 93k8bf hj s3f d. exanpl e.

NS DS RRSIG)

RRSIG NSEC4 253 2 5 . . 39824 exanple.
g4s20qg3kpt ookhpt 9ngr 93k8bf hj s3fd NSEC4 1 3 0 - (

ht 6ocj e68nt nB6j pes8ol rl bf 67j j vdu. exanpl e. )

RRSIG NSEC4 253 2 5 . . 39824 exanpl e.
ht 6ocj e68mt nB6j pes8ol r1 bf 67jjvdu NSEC4 1 1 O -

mLo89I f do9r r f 2f 8r 8ss42d81d09v48m exanpl e.

TXT RRSIG)

RRSIG NSEC4 253 2 5 . . 39824 exanple.
mLo89l f do9r r f 2f 8r 8ss42d81d09v48m NSEC4 1 1 0 - (

3nsev9usnd4br 9s97v51r 2t dvnr 9i qol. exanpl e.

A RRSIG)

RRSIG NSEC4 253 2 5 . . 39824 exanpl e.
nsl A 192.0.2.10

RRSIG A 253 2 300 . . 39824 exanple.
sd NS nsl. sd. exanpl e.

DS 33694 253 2 ..

RRSIG DS 253 2 300 . . 39824 exanpl e.
nsl. sd A 192.0.2.10
ud NS nsl. ud. exanpl e.
nsl. ud A 192.0.2.10
* . who TXT "W dcard"

RRSIG TXT 253 2 300 . . 39824 exanpl e.

Appendi x C. Exanpl e Responses

The exanples in this section show response nessages using the signed
zone exanple in Appendix B. 3.
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C 1. Nanme Error

An authoritative nane error. The NSEC4 RRs prove that the name does
not exist and that there is no wildcard RR that shoul d have been
expanded.

;; Header: QR AA RD RCODE=NXDOVAI N
:: Question
a. exanpl e. IN A

o Answer
; (enpty)

; Authority
; NSEC4 RR that matches the closest encloser (exanple)
; This NSEC4 al so covers the next closer nane (a.exanple)
; H(a.exanple) = 6cd522290vnma0nr 8l quli vt cofj 94rga
nmsevousnd4br 9s97v51r 2t dvnr 9i qol. exanple. NSEC4 1 1 0 - (
831naaj dsnl4hOnd3ki p92563ud3saav. exanpl e.
NS SOA RRSI G DNSKEY NSECA4PARAM )
3nsev9usnd4br 9s97v51r 2t dvnr 9i qol. exanpl e. RRSI G NSEC4 253 2 5 (

WIiIiIln

39824 exanple. ... )
exanpl e. SOA nsl. exanpl e. bugs.exanple. 1 2 3 45
exanpl e. RRSIG SOA 253 1 300 . . 39824 exanpl e.

The query returns one NSEC4 RR that proves that the requested data
does not exist and that no wildcard expansion applies. The negative
response is authenticated by verifying the NSEC4 RR.  The
corresponding RRSIGs indicate that the NSECA RRs are signed by an
"exanpl e" DNSKEY of algorithm 253 and with key tag 39824. The

resol ver needs the corresponding DNSKEY RR in order to authenticate
this answer.

In the above exanpl e, the nane "exanple" hashes to
"3nsevOusnmd4br 9s97v51r 2t dvnr 9i qol". This indicates that this m ght
be the cl osest encl oser.

To prove that "a.exanple" does not exist, the nane is hashed to
"6cd522290vma0nr 8l quli vt cofj 94rga”. The NSEC4 RR al so proves that
next cl oser name does not exist.

To prove that the source of synthesis "*.exanpl e" does not exist, the
Wl dcard bit at the NSEC4 RR nmatching the cl osest encloser is
inspected. The bit is clear and this shows that the source of

synt hesi s does indeed not exist.
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C 2. No Data Error

A No Data Response. The NSEC4 RR proves that the name exists and
that the requested RR type does not.

;; Header: QR AA RD RCODE=NCERROR
;; Question
nsl. exanpl e. I N MX

;o Answer
o (enpty)

;7 Authority

exanpl e. SQA nsl. exanpl e. bugs.example. 1 2 3 45

exanpl e. RRSIG SOA 253 1 300 . . 39824 exanpl e

;7 H(nsl.exanple) = nlo89l fdo9rrf2f8r8ss42d81d09v48m

mLo89l f do9r r f 2f 8r 8ss42d81d09v48m exanple. NSEC4 1 1 0 - (
3msev9usnd4br 9s97v51r 2t dvnr 9i qol. exanpl e.

A RRSIG)
mLo89l f do9r r f 2f 8r 8ss42d81d09v48m exanpl e. RRSI G NSEC4 253 2 5 (
39824 exanple. ... )

The query returned an NSEC4 RR that proves that the requested nane
exi sts ("nsl.exanple" hashes to "mlo89l f do9rrf2f 8r8ss42d81d09v48ni'),
but the requested RR type does not exist (type MX is absent in the
type code list of the NSEC4 RR), and was not a CNAME (type CNAME is
al so absent in the type code list of the NSEC4 RR)

C.3. Referral to an Opt-Qut Unsigned Zone

The NSEC4A RRs prove that nothing for this del egati on was signed.
There is no proof that the unsigned del egation exists.
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;; Header: QR RD RCODE=NCERROR
:: Question
a. ud. exanpl e. I N MX

o Answer
; (enpty)

;; Authority
ud. exanpl e. NS nsl. ud. exanpl e

;7 NSEC4 RR that matches the closest provabl e encl oser (exanple)
;7 H(exanpl e) = 3nmsev9usnd4br 9s97v51r 2t dvnr 9i qol
3nsev9usnd4br 9s97v51r 2t dvnr 9i qol. exanple. NSEC4 1 1 0 - (
831naaj dsnl4hOnd3ki p92563ud3saav. exanpl e.
NS SOA RRSI G DNSKEY NSECAPARAM )
3nsevousnd4br 9s97v51r 2t dvnr 9i qol. exanpl e. RRSI G NSEC4 253 2 5 (
39824 exanple. ... )

;7 NSEC4 RR that covers the next closer name (ud.exanple)

;7 H(ud. exanpl e) = ub8e42kj 4s2j df vebal 0098] doa425a9

mLo89I f do9r r f 2f 8r 8ss42d81d09v48m exanple. NSEC4 1 1 0 - (
3nsev9usnd4br 9s97v51r 2t dvnr 9i qol. exanpl e.

A RRSIG)
mLo89l f do9r r f 2f 8r 8ss42d81d09v48m exanpl e. RRSI G NSEC4 253 2 5 (
39824 exanple. ... )
;; Additiona
nsl. ud. exanple. A 192.0.2.10

The query returned a referral to the unsigned "ud. exanple." zone.

The response contains the closest provable encl oser of "ud.exanple"
to be "exanple", since the hash of "ud.exanple"
("ub8e42kj 4s2j df vebal 0098j doa425a9") is covered by the first NSEC4 RR
and its Opt-Qut bit is set.

C. 4. WIldcard Expansion

A query that was answered with a response containing a wldcard
expansion. The label count in the RRSIG RRSet in the answer section
i ndicates that a wildcard RRSet was expanded to produce this
response, and the NSEC4 RR proves that no next closer nane exists in
the zone.
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Header: QR AA RD RCODE=NCERROR

Question
a. b. who. exanpl e. I N TXT
vy Answer
a. b. who. exanpl e. TXT "W dcard"
a. b. who. exanple. RRSIG TXT 253 2 300 (
39824 exanple. ... )
;; Authority

;7 NSEC4 RR that covers the next closer nane (b.who.exanple)

;7 H(b.who. exanpl €) = rnv5tauk8nss83volst Ot plps927j 71e

mLo89l f do9r r f 2f 8r 8ss42d81d09v48m exanple. NSEC4 1 1 0 - (
3nsev9usnd4br 9s97v51r 2t dvnr 9i qol. exanpl e.

A RRSIG)
mLo89I f do9r r f 2f 8r 8ss42d81d09v48m exanpl e. RRSI G NSEC4 253 2 5 (
39824 exanple. ... )
exanpl e. NS nsl. exanpl e.
exanpl e. RRSIG NS 253 1 300 . . 39824 exanple
;; Additiona
nsl. exanpl e. A 192.0.2.10
nsl. exanpl e. RRSIG A 253 2 300 . . 39824 exanple.

The query returned an answer that was produced as a result of a

wi | dcard expansion. The answer section contains a wildcard RRSet
expanded as it would be in a traditional DNS response. The RRSIG
Label s field value of 2 indicates that the answer is the result of a
wi | dcard expansion, as the "a.b.who. exanpl e" nanme contains 4 |abels.
This al so shows that "who.exanple" exists, so there is no need for an
NSEC4 RR that matches the cl osest encl oser.

The NSEC4 RR proves that no closer match coul d have been used to
answer this query.

C.5. Wldcard No Data Error
A No Data Response for a name covered by a wildcard. The NSEC4 RRs

prove that the matching w ldcard nanme does not have any RRs of the
requested type and that no closer nmatch exists in the zone.
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;; Header: QR AA RD RCODE=NCERROR
:: Question
a. b. who. exanpl e. I N AAAA

o Answer
; (enpty)

;; Authority
;; NSEC4 RR that covers the next closer nane (b.who.exanple)
;7 H(b.who. exanpl €) = rnv5tauk8nss83volst Ot plps927j 71e
n1089lfdo9rrf2f8r85342d81d09v48n1exanple NSEC4 1 1 0 - (
3msev9usnd4br 9s97v51r 2t dvnr 9i qol. exanpl e.

A RRSIG)
mLo89l f do9r r f 2f 8r 8ss42d81d09v48m exanpl e. RRSI G NSEC4 253 2 5 (
39824 exanple. ... )
exanpl e. SQA nsl. exanpl e. bugs.exanple. 1 2 3 45
exanpl e. RRSIG SOA 253 1 300 . . 39824 exanpl e.

;7 NSEC4 RR that matches the wildcard at cl osest encloser

7 H(*.who. exanmpl e) = ht6ocj e68nt mB6j pes8ol rl bf 67j j vdu

ht 6ocj e68nmt nB6j pes8ol rl bf 67j j vdu. exanple. NSEC4 1 1 0 - (
mLo89I f do9r r f 2f 8r 8ss42d81d09v48m exanpl e.

TXT RRSIG)
ht 6ocj e68nmt mB6j pes8ol rl bf 67j j vdu. exanpl e. RRSI G NSEC4 253 2 5 (
. 39824 exanple. ... )

The query returned the NSEC4 RRs that prove that the requested data
does not exist and shows the types that do exist at the wildcard.
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