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Introduction

• The Domain Name System 
(DNS)

• Stichting Internet 
Domeinregistratie Nederland
(SIDN)

• Registering Domains

DNS



Stichting Internet Domeinregistratie Nederland (SIDN)

• Mantains the '.nl' part of the DNS

• 5.4 Million .nl domains



SIDN Labs

• R&D team SIDN

• Further improve SIDN's services

• Centre of expertise

• Raise level of security of Internet 
in the Netherlands

• Facilitate external research
• Such as PI.lab 



Domain Names

• www.uvt.nl → 
137.56.209.21

• www.uvt.nl → 
2001:610:1410:280:24ee:f0cd:bb36:7745

http://www.uvt.nl/
http://www.uvt.nl/


Domain names are everywhere

• https://www.sidn.nl/en/about-sidn

• jelte.jansen@sidn.nl

• Internet of things; devices 
discover each other using 
(m)DNS DNS

https://www.sidn.nl/en/about-sidn
mailto:jelte.jansen@sidn.nl
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Domain names are everywhere
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Hierarchy

• 'root'

• Top-level domains
• .com .net .edu

(and many more)
• .nl .be .uk
• (and many many more)

• Second-level domains
• uvt.nl
• facebook.com
• (and over 200 million more)

• Many levels possible
• this.is.a.long.multilabel.domain.name.to.show.that.they.can.be.more.than.just.tjeb.nl

WWW.CNN.COM WWW.NU.NL

NU.NLCNN.COMMTV.COM

COM.

. (root)

NL.



Country Code Top-Level Domains

• Must have ISO 3166 code
(NL, BE, DE, etc)

• Always two letters

• Delegated on behalf of 
government
• But often to private parties



General Top-Level Domains

• Not tied to geography

• Always 3 or more letters

• Open for registration at ICANN
• But with a lot of rules



A Brief History of DNS

• Designed in 1983

• Current base specification in 
1986

• But updated and extended ever 
since



DNS in a nutshell

•
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DNS in a nutshell
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DNS in a nutshell
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DNS in a nutshell

•

www.sidn.nl?

2001:7b8:c05::80:5

Root

.nl

sidn.nl

Resolver



DNS Specification documents



DNS Specification documents



DNS Specification documents



A Brief History of DNS

• Initially, all top-level domains 
maintained by one person;
Jon Postel

• ICANN was formed in 1998 
under contract of the NTIA (part 
of the US DoC)

• ICANN maintains zone
• Verisign is technical partner
• Actual servers globally 

distributed



A Brief History of .nl

• Delegation awarded to CWI in 
1986

• cwi.nl first .nl domain
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A Brief History of .nl

• Delegation awarded to CWI in 
1986

• cwi.nl first .nl domain

• CWI maintained .nl
• Or really, Piet Beertema did 

manually

• Domain names free, but not 
available to everyone



A Brief History of .nl

• SIDN formed in 1996

• RRR-model put in place

• Needed KvK-number (Dutch 
Chamber of Commerce) to be 
eligable for a domain name

• Domain names no longer free



RRR model

• SIDN does not 'sell' directly 



RRR model

• SIDN does not 'sell' directly 



A Brief History of .nl

• 'Personal domain names' 
introduced in 2000

• Had to be of the form
jelte.123.nl

• Not much interest



A Brief History of .nl

• Registration opened up in 2003

• But still with RRR model

• Personal Domain Names 
discontinued in 2006

• Only about 500 of them



A Brief History of .nl

• .nl now one of the largest 
ccTLDs

• 5.4 million domain names

• 1800 registrars



How to register a (.nl) domain name

• Check whether it is free

• Register it
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How to register a (.nl) domain name

• Check whether it is free

• Register it

• At a registrar

• Yearly fee, automatically 
renewed



Becoming a registrar

• Any legal person in the EU,
except private individuals

• One-time registration fee

• Monthly fee



Registered Domain Names

• Belong to the registrant ('the 
domain holder')

• NOT the registrar

• Authority over changes belongs 
to the holder

• Including moving to other 
registrar



Registered Domain Names

• Registrar and registrant details 
available (through 'WHOIS')

• Full details only to other 
registrars

• Limited details to the general 
public

• Both have daily access limit



Protection of registered domains

• DNSSEC
• Cryptographic protection of DNS 

content

• .nl Control
• Protects against unwarranted changes 

to your domain

• DBS
• Detects typosquats similar to your 

domain (e.g. mybank-login.nl for 
mybank.nl)

• May also be legit, so we only notify



Conflicts

• Registrant have obligation not to 
infringe other's rights

• SIDN does not censor

• SIDN does not play police



Conflicts (the easy way)

• Low-barrier dispute resolution 
process, based on ICANN's 
UDRP

• Register complaint
(at WIPO)

• Domain is frozen

• SIDN first mediates

• If mediation fails, 
Independent panelist 
decides



Conflicts (the easy way)

• Low-barrier dispute resolution 
process, based on ICANN's 
UDRP

• Register complaint
(at WIPO)

• Domain is frozen

• SIDN first mediates

• If mediation fails, 
Independent panelist 
decides

UNLESS



Conflicts (the hard way)

• Either party can start a court 
procedure

• SIDN will then not implement 
panelist's decision

• SIDN will await court's decision



Cause for complaints

• Name identical or confusingly 
similar to:

• Trademark under Dutch law
• Registered personal name 

AND

• No legitimate interest in the 
name to registrant

AND

• Domain name registered in bad 
faith



Cause for complaints

• Bad faith when domain is 
registered:

• for sole purpose of selling at 
a higher price
OR

• to deny others' use
OR

• to disrupt others' activity
OR

• to confuse visitors



Cause for complaints

• Derived from those rules:

• Domain is not by itself a 
trademark violation

• Domaining (reselling at 
higher price) is not 
necessarily done in bad faith



Rulings overview site

• http://domjur.nl

• Overview of past cases

• Dutch only

• Currently 1038 articles

• Maintained together with 
University of Tilburg

http://domjur.nl/


Some stats from 2013

• 65 cases sent to WIPO

• 33 went into mediation

• 12 mediated succesfully

• 21 cases went through to 
resolution process

• 1 went to court after that

(mediation sucessrate in 2014 so 
far at 50%)

Complaints
0

10

20

30

40

50

60

Court case

Panelist decision

Mediated sucessfully

Dropped or settled



Example case

• rtha.nl

• Complainant:
Rotterdam The Hague Airport

• Complainant owned 'rtha' trade 
name

• No response from Respondent
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Example case

• rtha.nl

• Complainant:
Rotterdam The Hague Airport

• Complainant owned 'rtha' trade 
name

• No response from Respondent

• Conclusion: rtha registered, but 
not actively used by complainant

• Complaint found baseless



Example case

• madbid.nl

• Complainant:
Person owning MADBID mark

• No response from Respondent

• Conclusion:
• Trademark in use (before 

registration of domain)
• No legitimate interest by 

respondent
• Respondent active in same 

field



Example case

• madbid.nl

• Complainant:
Person owning MADBID mark

• No response from Respondent

• Conclusion:
• Trademark in use (before 

registration of domain)
• No legitimate interest by 

respondent
• Respondent active in same 

field

• Complaint granted



Example case

• www.112.nl
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Dutch state

• Respondent owned 'www.112' 
personal domain name
• i.e. his 'name' was 'www'
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Example case

• www.112.nl

• Complainant:
Dutch state

• Respondent owned 'www.112' 
personal domain name
• i.e. his 'name' was 'www'

• No legitimate interest, State's 
interest overrule in this case

• Complaint granted



Other types of complaints

• Fraud & Abuse

• Generally not on the level of the 
domain itself

• SIDN can't shut down a domain

• We either:
• Refer to registrar
• provide info (to specific 

parties, e.g. inspection for 
health care)

• Notice & Takedown last resort



That's all!

• Go check out http://domjur.nl

• And or 
https://www.sidn.nl/en/disputes-
and-complaints/

• Or be one of the 5 million nice 
and happy .nl-people ;)



Questions?

Jelte Jansen

Research Engineer

jelte.jansen@sidn.nl

@twitjeb

www.tjeb.nl

www.werkenbijsidn.nl

www.sidnlabs.nl
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