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Atten d eeS Rem I n d erS ﬁGING MALWARE MOBILE

ANTI-ABUSE WORKING GROUP
What occurs in a MSAAWG meeting cannot be shared outside the membership

A Attendees can blog, tweet and post on either your personal or business social media
account about the selected, pre-approved sessions where we show a slide indicating
that social media posting is allowed. Please reference @maawg or #m3aawg4l where
we are also tweeting.

A In all cases, respect M3AAWG anonymity: No publishing people or company names, except
as cited on the official MSAAWG channels: @maawg, facebook.com/maawg,
plus.google.com/+MAAWG

No use of Wireshark or similar products on the MSAAWG network
No photography - No video - No audio recording

Any exception requires written permission from the Executive Director and may require
permission from the session members

All meeting attendees must wear and have their M(AAWG badge visible at all times
during the meeting

Please silence all electronic devices; be courteous to those listening to the presentations
DO NOT LEAVE YOUR BELONGINGS UNATTENDED. Be aware and cautious at all times

Treat all attendees respectfully in and out of sessions. No less will be tolerated. Please
review our meeting Conduct Policy at https://www.m3aawg.org/conduct-policy

o Do Po Do Do I

For questions, please contact Jerry Upton at: jerry.upton@m3aawg.org
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All meeting content is confidential: No photos, no video, no recording.
See staff with questions.

F ! L 6 e n s edmdotemu de la réunion est confidentiel : les photos, vidéos et enregistrements sont
interdits. Pour toute question, demandez conseil au personnel.

l T } Todo el contenido de la reunién es confidencial: No esta permitido sacar fotografias ni grabar
www Video o audio. Consulte con el personal si tiene alguna pregunta.

Der gesamte Inhalt des Meetings ist vertraulich: Keine Fotos, kein Video, keine Tonaufzeichnung.
Bei Fragen wenden Sie sich an die Mitarbeiter.
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MaTepuansl coBellaHMid KoHduaeHUManbeHbl PoToradMposaHue, BUAL0- U 3BYKO3aMNKUCh 3aNpeLLeHsl.
B chyyae BO3HMKHOBEHWA BOMPOCOB 00pallaiTech K COTPYAHUKaM.
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Tweeter, Facebook, LinkedIn, other social media posts
are welcomed in this session if you:

AOnly post comments made by the speakers or panelists

ADo not post comments or questions from the audience
(but you can share the speakerso r

ADo not post the name, position or company of other meeting attendees
ADo not post conversations with attendees

AMBAAWG is not a deliverability conference; we are:
AAn industry working group meeting
AAn anti-abuse conference, or
A A gathering of security experts

AAIl of the M3AAWG Membership, Trademarks and Logo guidelines apply
(https://www.m3aawg.org/members/how-promote-m3aawg#TrademarkGuidelines)

AAppreciate a shout out to @maawg and #m3aawg41
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M3AAWG is dedicated to making our meetings and business open to all members and
quests and to making it a safe place for all. We do not tolerate harassment of any kind.

We insist that all participants, attendees and meeting staff adhere to a civil demeanor at all times.
This includes refraining from inappropriate language, comments and behavior, in person or by
electronic communications and/or public or semi-public social media. In accordance with applicable
law, MSAAWG prohibits sexual harassment and harassment because of race, color, gender, age, religion,
disability, sexual orientation or any other basis protected by federal, state or local law.

Participants, attendees and meeting staff who are being harassed, intimidated, or are dealing with
otherwise improper behavior are encouraged to report it immediately to the Executive Director or
a Board member without fear of repercussion.

Alternate methods of reporting issues include: contacts listed on the back of your badge, email to
the Executive Director, jerry.upton@m3aawqg.org, or if needed, calling the local police department.

Anyone who is found to be in violation of this policy may be handled in any one or more of these methods,
depending on the offense: Warning, Expulsion, Contacting of employer, or Contacting the police or

other legal authorities. Actions stronger than a warning will be taken at the discretion of the MSAAWG
Board of Directors.

M3AAWG reserves the right to remove any participant or attendee at any time for any reason.

The policy also extends outside of the meeting rooms to include all areas of the meeting

hotel and social gatherings sponsored by MSAAWG or M3SAAWG member organizations.
Note: You can download this file at https://www.m3aawg.orag/conduct-policy
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Please share your comments on this session with MSAAWG
I good, could-be-better or new ideas i
to help improve our meetings

Click on the session title in SCHED then

use the Feedback Survey \ button above the description

Thanks! Your comments are appreciated.
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v, Introduction from the ICANN organization: Background of Study
v, Presentation from SIDN and Delft University of Technology

Ya Q&A



Study Background
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Y22009: Mitigating Malicious Conduct: New gTLD Program

Explanatory Memorandum

Question

Recommendation(s)

1) How do we ensure that bad actors do
not run registries?

1. Vet registry operators

2) How do we ensure integrity and utility
of registry information?

2. Require DNSSEC Deployment
. Prohibit “wildcarding”
. Encourage removal of “orphan

glue” records

3) How do we ensure more focused efforts
on combating identified abuse?

. Require “Thick” WHOIS records
6. Centralize Zone File access
7. Document registry- and registrar-

level abuse contacts and policies

. Provide an expedited registry

security request process

4) How do we provide an enhanced
control framework for TLDs with intrinsic
potential for malicious conduct?

. Create a draft framework for a

high security zone verification
program


https://archive.icann.org/en/topics/new-gtlds/mitigating-malicious-conduct-04oct09-en.pdf
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Study Backgro

¥,.2016: New qTLD Program Safeqguards Against DNS
Abuse: Revised Report

Y4 Research aid to Competition, Consumer Trust, and Consumer
Choice Review Team
Y2 How to measure effectiveness of safeguards?

Base Research Model

Expla_matory Response
Variable: _ Variable: DNS
DNS Expansion Abuse Rate
Pote.ntial proxy Potential proxy
metrics: Intervening Variable(s) metrics:
A Number of Safeguards to Mitigate DNS Abuse A Spam rate
domain names A Phishing rate
A Legacy What abouté A Malware rate
TLDs A Pricing? A Others as
A NewTLDs A Operational policies and/or relevant to the
A Entire DNS [t ?p feffectivenesso
practlcgs. - objectives of
A Systemic policies and/or the safeguards
practices?
A Cybercriminal preferences

and practices?


https://www.icann.org/news/announcement-2016-07-18-en

SSAGING MALWARE MoBILE (

Study Backgro

1,2016-2017:. Competition, Consumer Trust, and Consumer
Choice Review Team

Y4 Affirmation of Commitments (AocC) speci fi ed that ndmal
be addressed in expansion of top-level domain space

Y2 CCT-RT mandated by AoCt o ex ami ne 0 eefséfegoatds putdnn e :
place to mitigate issues involvedinét he e x pans i deneldornain t
space] o

Y4 Required comprehensive descriptive statistics as baseline measure of
abuse rates in new compared to legacy gTLDs in order to gauge safeguard

effectiveness
YAl so serves as proxy for A RArchasgein i
trust

Y4 CCT-RT Draft Report recommends ongoing DNS abuse measurement


https://community.icann.org/pages/viewpage.action?pageId=56135383
https://community.icann.org/pages/viewpage.action?pageId=56135383
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Statistical Analysis of DNS Abuse in gTLDs (SADAG)
Consortium: SIDN and TU Delft

Requested by: Competition, Consumer Trust, and
Consumer Choice Review Team

Statistical Analysis of DM$usein gTLDs 1(!U Del f t S@ aps
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Comprehensive statistical comparison of rates of DNS

abuse in new and legacy gTLDs
A Spam

A Phishing

A Malware

Statistical analysis of potential abuse drivers

Statistical Analysis of DM$usein gTLDs 1(!U Del f t S@ aps
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I New Generic Top-Level Domain (gTLD) Program
enabled hundreds of new generic top-level domains

Statistical Analysis of DM$usein gTLDs .i.‘u Del f t S@’; aps
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Blacklists

- Anti Phishing Working Group
A Phishing URLs

- StopBadware
A Malware URLs

- SURBL (4 blacklists)
A Phishing domains
A Spam domains
A Malware domains

Statistical Analysis of DM$usein gTLDs 1(!U Del f t S@ aps
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Blacklists

- Spamhaus
A Spam domains

- CleanMX (3 feeds)
A Phishing URLS
A Malware URLs
A Defaced URLs

- Secure Domain Foundation
A Phishing URLs
A Malware URLs

Statistical Analysis of DM$usein gTLDs .i.‘u Del f t S@’; aps
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WHOIS data

- WHOIS XML API
A All new gTLDs
A Subset of legacy gTLDs

- DomainTools
A Providing missing domains

Domain data

- Zone files
A PergTLD
A Per day
A 3-year period

Statistical Analysis of DM$usein gTLDs 1(!U Del f t S@ aps
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Active Web & DNS Scan

- Scanned
A All new gTLDs
A Sample of legacy gTLDs

Registry (ICANN)
- Sunrise periods

- Registry operators (parent companies of registry
operators)

Statistical Analysis of DM$usein gTLDs 1(!U Del f t S@ aps
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I Distribution of malicious content: *

A Number of unique domains
E.g. malicious.com

* i1 Re p ut aMetriecs nDesign to Improve Intermediary Incentives for Security of TL Ds 0O
Maciej K o r ¢ z,yS@asakeh Tajalizadehkhoob, Arman Noroozian, Maarten Wullink, Cristian Hesselman
and Michel van Eeten, in the /EEE European Symposium on Security and Privacy (Euro S&P)

Statistical Analysis of DM$usein gTLDs -I(-;U D elft S@”LABS
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I Distribution of malicious content:

A Number of unique domains
E.g. malicious.com

A Number of FQDNs
E.g. connect.secure.wellsfargo.malicious.com

bankofamerica.com.malicious.com o (

M-
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* i1 Re p ut aMetriecs nDesign to Improve Intermediary Incentives for Security of TL Ds 0O
Maciej K o r ¢ z,yS@asakeh Tajalizadehkhoob, Arman Noroozian, Maarten Wullink, Cristian Hesselman
and Michel van Eeten, in the /EEE European Symposium on Security and Privacy (Euro S&P)

Statistical Analysis of DM$usein gTLDs -I(-;U D elft S@”LABS
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I Distribution of malicious content:

A Number of unique domains
E.g. malicious.com

A Number of FQDNs
E.g. connect.secure.wellsfargo.malicious.com
bankofamerica.com.malicious.com (e)

A Number of URLS
E.g. malicious.com /wp -content/ file.php ,
malicious.com /wp -content/ gate.php , ( € )

* i1 Re p ut aMetriecs nDesign to Improve Intermediary Incentives for Security of TL Ds 0O
Maciej K o r ¢ z,yS@asakeh Tajalizadehkhoob, Arman Noroozian, Maarten Wullink, Cristian Hesselman
and Michel van Eeten, in the /EEE European Symposium on Security and Privacy (Euro S&P)

Statistical Analysis of DM$usein gTLDs -I(-;U D elft S@”LABS
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Phishing domains, FQDNs,and URLs(APWG)per legacy gTLDs

Statistical Analysis of DM$usein gTLDs -I(-;U D elft S@LABS



