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Overzicht

Alnleiding

ABalans privacy <> security?

AMultidisciplinaire aanpak

AHuidige status

OPINIONS ON INTERNET PRIVACY

THE PHILOSOPHER: THE CRYPTO NUT: THE CONSPIRACIST:
PRIVACY" 15 AN IMPRACTICAL | | MY DATA 1S SAFE BEHIND THESE (EAKS ARE JUST
WAY TO THINK ABOUT DATR IN | | SIX LAYERS OF SWIMETRIC THETIP OF THE ICEBERG.
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* || WiTH PEOPLE ABOUT L DONT KNOW HOW
E CRYPRGRAPHY, Y GOT (F THERE.
THE NIHILIST: THE EXHIBITIONIST: THE SAGE:

JOKES ON THEM, GATHERING MMM T SURE HOPE THE NSA | [ T DONT KNOW OR CARE WHAT
ALL THIS DATA ON ME T e o eere | | DATA AMYONE HAS ABOUT ME.
AS IF ANYTHING T DO 00F%, T DRIPED SOME O f
MEANS ANYTHING. My’ SHIRT! BETTER TRKE ITOFF: DATA IS IMAGINARY,

GOOGLE, ARE Yo THERE? THIS BURRITO IS REAL.
GOOGLE, THIS LOTION
FEELD 50000 GOOD.
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Source: http://xkcd.com
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A> 5.5M domeinnamen, > 1.600 registrars

A> 1.300.000.000 DNS query's per dag

Number of .nl domain names
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APrivate organisatie met publieke taak s
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SIDN Labs

R&D team SIDN

AVerbeteren diensten SIDN

ACentrum van expertise

AVerhoging beveiliging Internet in Nederland

AFaciliteert extern onderzoek
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ENTRADA: DNS Big Data Platform

AENhanced Tofevel domain Resilience through Advanced Data Analysis

ADoel: Ontwikkelen en evalueren van (DNS) big data application Userﬁrfaces
Waarborging stabiliteit ".nl' Cﬁ;ﬁffce
— —
Verhoging veiligheid van (Nederlandse) Internet MM statistics
dashboard

Detecteren van botnets en misbruik ENTRADA platform
Non-goal:commercieel gebruik
g g I Algortimes I ———
Storage
] ) I Basisfaciliteiten I
AHoe zit het met privacy?
DNS _

Bronnen (intern en extern)
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Domeinnamen en abuse

ADDoS

ABotnets
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Balans Security/Stabiliteit vs Privacy
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Persoonsgegevens?

ASoms wel (afzenderadres, inhoud van de query)
AVaak ook niet (gedeelde resolvers, algemene vragen)

AVolledige afwegingen in position paper
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Data kan verschillen per toepassing

AVoorbeeld: botnetdetectie
A Queryinhoud niet belangrijk

A IP-adres wel!

AVoorbeeld meting DDoS
A IP-adres niet relevant

A Queryinhoud wel
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Multidisciplinaire aanpak

ATechnisch
A Filtering
A Opslaglimiet
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