Cloud Services Agreement

THIS CLOUD SERVICES AGREEMENT GOVERNS YOUR ACCESS
TO AND USE OF THE SERVICES.  CAPITALIZED TERMS HAVE
THE DEFINITIONS SET FORTH HEREIN. BY (1) CHECKING A BOX
INDICATING YOUR ACCEPTANCE, (2) EXECUTING AN ORDER
FORM THAT REFERENCES THIS AGREEMENT, OR (3) USING
THE SERVICES IN WHOLE OR IN PART, YOU AGREE TO BE
BOUND BY THESE TERMS AND CONDITIONS.  IF YOU
DISAGREE, YOU DO NOT HAVE THE RIGHT TO USE THE
SERVICES.  IF THE INDIVIDUAL ACCEPTING THIS
AGREEMENT IS ACCEPTING ON BEHALF OF A COMPANY OR
OTHER LEGAL ENTITY, SUCH INDIVIDUAL REPRESENTS THAT
THEY HAVE THE AUTHORITY TO BIND SUCH ENTITY TO THESE
TERMS AND CONDITIONS, IN WHICH CASE THE TERM "YOU”
SHALL REFER TO SUCH ENTITY.  THIS AGREEMENT IS
EFFECTIVE AS OF THE EARLIER OF (A) YOUR INITIAL ACCESS
TO THE SERVICE OR (B) THE EFFECTIVE DATE OF THE FIRST
ORDER FORM REFERENCING THIS AGREEMENT (“EFFECTIVE
DATE").
1.  Definitions

All definitions used in the Agreement are specified in

Annex A.

2, Agreement and Scope

21 These Terms, together with any accepted Order
between You and Us, comprise the Agreement
between You and Us. The Agreement governs Your
access to and use of the Services specified in the
applicable Order, which may include Cloud Service,
Online Training Cloud, Support Services.

2.2 Annex B is the Data Processing Agreement.
3. Delivery

3.1 Following the execution of an Order for the Cloud

Service, We shall provide You via e-mail with all
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3.2

4.
41

4.2

5.
51

information required for You to access and use the
Cloud Service.

Where You order Cloud Service of the type “Digital
Consulting Blocks” or a similar product without a
separate Order, Your order placed online will be “the
renewals in

Order,” and no automatic Order

accordance with Section 9.1 shall apply.

Support Services and Service Levels

We shall provide the Cloud Services in accordance
with the Service Level Agreement.

We provide Support Services as part of the Cloud
Service and these Support Services are described in
the Support Services Description, which forms part of
the Agreement. Where Online Training Cloud is
specified within the Order, the Support Services
provided for the Online Training Cloud are described

in its respective Documentation.

Your Access Rights and Obligations

You are granted a non-transferable right to use and
access the Cloud Service and any non-Celonis
Application identified in the Order, during the
Subscription Term, for Your own and Your Affiliates’
internal purposes (which specifically excludes any
analysis of data from third-party source systems),
unless otherwise stated in the applicable
Documentation for such Cloud Service. Use of the
On-premise Component (where applicable) is
limited to use with its associated Cloud Service, and
may not be modified or altered in any way except by
Us; provided, however, that to the extent any third
party content is included in the On-premise
Component and is accompanied by its own license
terms, those terms shall control with respect to such

content. Full functionality and interoperability of
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the On-premise Component may not be attainable
without use of the most current version made
available by Us.. You are responsible for all acts and
omissions in breach of the Agreement by Users and
Affiliates. As between You and Us, We are and
remain exclusive owners of all rights (including
without limitation the Proprietary Rights) in and to
the Services.

Your use of the Services shall be limited in
accordance with the metrics in the applicable Order.
Definitions of the metrics are contained in the Metrics
Definition, which is incorporated by reference. In
addition, You shall comply with the terms of service

of any Non-Celonis Application, as included within

the applicable Order.

5.3 With respect to the Cloud Service and/or any Non-

54

Celonis Application, You (i) are solely responsible for
making available interfaces to Your Customer Data
and for uploading such Customer Data thereto; (i)
are solely responsible for procuring and maintaining
Your network connections and telecommunications
links and all problems, conditions, delays and
delivery failures arising from or relating to such
network connections or telecommunications links;
and (iii) will maintain adequate security standards
for Your Users’ access and use thereof, and will use
all reasonable efforts to prevent any unauthorized
access or use thereof, and, in the event of any such
unauthorized access or use, promptly notify Us.

You will not during the course of the use of the Cloud
Service or any Non-Celonis Application, upload,
input, access, store, distribute or transmit any
Malware, nor any material, including without
limitation Customer Data, that is Inappropriate
Content. We reserve the right, without liability to You

and without prejudice to Our other rights, to (i)
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5.6

disable Your access to any material that breaches
the provisions of this Section; (ii) remove and delete
any content where, in Our sole and reasonable
discretion, We suspect such content to be
Inappropriate Content; and/or (iii) terminate the
Agreement for material breach in accordance with
Section 9. You agree to defend, indemnify and hold
Us and Our Affiliates harmless from and against any
and all claims, losses, damages, expenses and costs,
including without limitation reasonable court costs
and legal fees, arising out of or in connection with
Your breach of this Section.

You will not (i) copy, translate, or otherwise modify or
produce derivative works of all or parts of the Cloud
Service or any Non-Celonis Application, it being
understood that You will be entitled to copy the
Documentation and materials accompanying the
Cloud Service and make use of the Celonis Schema
(as defined and described below) as is reasonably
required for Your internal purposes; (i) access or use
the Cloud Service in breach of applicable laws or for
any illegal activities, including without limitation to
transfer data and information which is illegal or in
breach of third-party Proprietary Rights; (iii)
disassemble, reverse engineer, decompile, place at
risk or circumvent the functionalities, performance,
and/or the security of the Cloud Service; (iv) access
all or any part of the Cloud Service in order to build a
competitive and/or similar product or service; or (v)
determine whether the Services are within the scope
of any patent.

We will have the right to temporarily restrict Your
access to the Cloud Service, if We in Our reasonable
judgment deem it likely that Your use of the Cloud

Service will have negative effects on the Cloud

Service, and that immediate action is required in
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5.7

5.8

order to limit or prevent damage. We shall promptly
infform You of any such restriction and, where
reasonable to do so, We shall provide such
information in advance.

We may, at our discretion, make available to You
Cloud Service-related scripts, schema and/or code
that can be used to create process analysis
implementations for the Cloud Service platform
(collectively, the “Celonis Schema”). Where Celonis
Schema are made available to You, You are granted
for the relevant Subscription Term a limited, non-
exclusive, revocable license to use and modify the
Celonis Schema for purposes of implementing Your
permitted use of the Cloud Service. As between You
and Celonis, You will be owner of all right, title and
interest in and to any modifications You make to the
Celonis Schema, subject, always, to Our underlying
ownership interest in and to all of the Services from
which Your modifications derive.

We are entitled to integrate technical features into
the Cloud Service which allow Us to verify Your
compliance with the limitations in this Agreement
and/or Your Order. For clarity, no Customer Data
shall be visible to Us in this context. Further, We may
audit Your use of the Cloud Service in order to
establish whether the use of the Cloud Service is in
accordance with this Agreement, at Our own cost, by
providing You seven (7) days’ prior written notice. We
may ask a qualified third party, who will be obliged
to maintain confidentiality, to perform the audit.
Where We notify You of a non-compliance with the
Agreement and/or Your Order limitations, including
any overuse, We may work with You to seek to reduce
Your overuse so that it conforms to Your Order. If You
are unable or unwilling to abide by the Order

limitations, You will pay any invoice for excess usage
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or execute an Order for additional Services. Our
acceptance of any payment shall be without
prejudice to any other rights or remedies We may

have under the Agreement or applicable law.
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6. Fees and Payment

6.1 Where your Order is directly with Celonis,

(a) We will invoice the Subscription Fees
annually in advance; and (b) unless otherwise
agreed upon in the Order, all payments are due
in full without deduction or set-off within 30
(thirty) days of the date of Our invoice.

The Subscription Fees are non-refundable and
do notinclude Taxes and You are responsible for
all Taxes. If We are required to pay Taxes based
on the Services provided under these Terms,
then such Taxes shall be billed to and paid by
You. If a deduction or withholding is required by
law, You shall pay such additional amount and
will ensure that the net amount received by Us
equals the full amount which We would have
received had the deduction or withholding not
been required. This Section shall not apply to
Taxes based on Our income.

Without prejudice to any other rights We may
have, if We have not received payment for any
overdue invoice, We shall be entitled to (a) by
giving You thirty (30) days’ prior written notice
and without liability to You, disable Your
password, account and access to all or part of
the Cloud Service and We shall be under no
obligation to provide any or all of the Cloud
Service while any such invoice remains unpaid;
and/or (b) suspend Professional Services until
all payments due have been made in full.
Without prejudice to any other rights We may
have, if We have not received payment for any
overdue invoices, We may charge You interest at
the rate of 1% per month or lesser if such amount

is required by applicable law on any overdue
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6.2

sums from the due date until the date of receipt
of payment by Us (inclusive).

v. We shall be entitled to adjust the Subscription
Fees with effect from Your next Renewal Term.
Where We increase the Subscription Fees, such
increase shall not exceed 7%. Unless
otherwise agreed between You and Us, if You are
renewing directly with Celonis a Subscription
originally purchased through an Authorized
Reseller, then the Subscription Fees for Your
initial Renewal Term with Us will be at Our then-
prevailing Subscription Fees for the subject
Cloud Service.

If Your Subscription is purchased through an
Authorized Reseller, We may, upon written notice,
suspend Your right to use the Subscription in the
event We fail to receive payment for such
Subscription or We confirm that You have not paid

the Authorized Reseller for such Subscription.

7. Customer Data; Data Protection

7.1

You own all right, title and interest in and to Customer
Data and shall have sole responsibility and liability
for (i) the legality, appropriateness, and integrity of
Customer Datg; (i) the completeness, reliability,
accuracy and quality of Customer Data; (iii)
obtaining and maintaining all necessary licenses
and consents required to use Customer Data, if any;
and (iv) Your entering of Customer Data into the
Cloud Service. You acknowledge that (i) We will not
be held responsible in any way for any Proprietary
Right or other rights’ infringement or violation or the
violation of any applicable laws, arising or relating to
such Customer Data and/or communications; and
(i) that any Personal Data contained in Customer
Data has been collected and is maintained in

compliance with applicable Data Protection Laws.
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7.2

7.3

7.4

75

You grant to Us and Our Affiliates a right; (i) to use,
host, transmit, monitor, manage, replicate, access,
store, and cache Customer Data in connection with
performing our rights and obligations under the
Agreement; and (i) where necessary, to transfer
Customer Data, to any third parties used by Us but
only as required for the provision of the Services.
During the Subscription Term, You will be entitled to
access and export (where available) Customer Data
at any time. Export may be subject to technical
limitations; in which case We will find a reasonable
method for You to access Customer Data. Within 30
days of termination of an Order, We will delete or
destroy Customer Data remaining on the Cloud
Service unless applicable law requires retention for a
specified period. Any such retained data is subject to
the confidentiality provisions of these Terms.

We will maintain appropriate administrative,
physical, and technical safeguards for protection of
the security,

confidentiality and integrity of

Customer Data, as further described at

https!//www.celonis.com/trust-center/

https://www.celonis.com/trust-center/

https://www.celonis.com/trust-center/. Those
safeguards will include, but will not be limited to,
measures designed to protect against the
unauthorized access to or disclosure of Customer
Data.

Each party shall, in connection with the exercise of its
rights and the performance of its obligations under
the Agreement, comply with all applicable Data
Protection Laws. We acknowledge that You are
acting as a Personal Information Handling Business
Operator in respect of any Customer Data which
contains Personal Data. To the extent that We

process any such Personal Data in the provision of
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7.6

77

9.2

the Services, the Data Processing Agreement in
Annex B shall apply.

For the purposes of this Section the term "Personal
Information Handling Business Operator” shall have
the meaning given under applicable Data Protection
Laws.

In the event of third party legal proceedings relating
to the Customer Data, We will, at your expense,
cooperate with You and comply with applicable laws

with respect to handling of the Customer Data.

Use of Data for Cloud Service Development

We and Our Affiliates may collect data derived from
Your use of the Cloud Services for development,
benchmarking, and marketing, and for creating
analyses. All such data is collected in an aggregated
or anonymized form that does not contain Customer
Data or permit direct association with You, any

specific User or other individual or third party.

Term and Termination of Subscription for Cause
Your Subscription commences on the effective date
of the Order unless otherwise specified therein. Your
Subscription continues for the Initial Subscription
Term stated in the Order. Thereafter, each
Subscription will automatically renew for successive
periods of 12 months (each a “Renewal Term”) unless
a party gives at least 30 days’ prior written notice to
the other party of its intention not to renew the
Subscription. Unless otherwise agreed in the
applicable Order, and subject to Your rights to
terminate under this Section, Your Subscription may
only be terminated in accordance with Section 9.2.
Without prejudice to any other rights or remedies to
which We or You may be entitled, either party may

terminate an Order without liability to the other at
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9.3

9.4

any time with immediate effect upon written notice

if the other party:

i. is in material breach of any of its obligations
under the Agreement or an Order and, in the
case of a breach which is capable of remedy,
fails to remedy such breach within thirty (30)
days of notice of the breach; or

i.  voluntarily files a petition under bankruptcy or
insolvency law; has a receiver or administrative
receiver appointed over it or any of its assets;
passes a resolution for winding-up or a court of
competent jurisdiction makes an order to that
effect; becomes subject to an administration
order; enters into any voluntary arrangement
with its creditors; ceases or threatens to cease
to carry on business; or is subject to any
analogous event or proceeding in any
applicable jurisdiction.

Upon termination or expiration of an Order, You shall

immediately cease any and all use of and access to

the applicable Service and any Non-Celonis

Application, and destroy (or at Our request return)

any of Our Confidential Information related thereto.

Except where an exclusive remedy is specified in the

Agreement, the exercise by either party of any

remedy under the Agreement, including termination,

will be without prejudice to any other remedies it
may have under this Agreement, by law, or
otherwise.

Termination of any Order shall have no effect on any

other Order.
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10.
10.1

10.2

10.3

10.4

Limited Warranties
Subject to limitations in this Section, We warrant that
the Cloud Service shall substantially perform as
specified in the Documentation during the
Subscription Term, when used in accordance with
the terms of the Agreement. Support Services will be
rendered with due care, skill and ability, and in
accordance with recognized standards of industry
practice.
We do not warrant any specifications other than
those set out in the Documentation, including without
limitation statements made in presentations of the
Cloud Service, Our public statements or advertising
campaigns. You acknowledge and are aware that, in
accordance with the current state of technology, the
Cloud Service cannot be fully error-free, or operate
entirely without interruption.
We do not warrant:
i. against problems caused by Your use of the
Cloud Service with any third-party software,
misuse, unauthorized

improper  testing,

attempts to repair, modifications  or
customizations to the Cloud Service by You or
any other cause beyond the range of the
intended use of the Cloud Service;

ii. against any Malware, data breaches and data
losses which could not have been avoided by
adequate, state-of-the art security in
accordance with Our then-current security
infrastructure; or

iii. that the Cloud Service will achieve Your
intended results, nor that the Cloud Service has
been developed to meet Your individual
requirements.

During the Subscription Term, if the Cloud Service

does not conform with the warranty provided in

Cloud Service Agreement (May 2021)
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10.5

10.6

Section 10.1, We will at Our expense correct any such
non-conformance or provide You with an
alternative means of accomplishing the desired
performance. If We cannot reasonably make such
correction or substitution, as determined in Our sole
discretion, We will refund You (or, in the case Your
Subscription is purchased through an Authorized
Reseller, arrange through such Authorized Reseller,
the return of) any prepaid fees covering the
remainder of the Subscription Term for the affected
Cloud Service and terminate Your access to and
use of the affected Cloud Service for which You
have received the refund. SUCH CORRECTION,
SUBSTITUTION, OR REFUND CONSTITUTES YOUR SOLE
AND EXCLUSIVE REMEDY, AND OUR SOLE AND
EXCLUSIVE LIABILITY FOR ANY BREACH OF THE
WARRANTY.

Warranty claims asserted under one Order shall
have no effect on any other Orders or other
contracts that are in place between You and Us.
TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE
LAW, THE WARRANTIES AND REMEDIES PROVIDED IN
THIS SECTION ARE EXCLUSIVE AND IN LIEU OF ALL
OTHER WARRANTIES, EXPRESS, IMPLIED OR STATUTORY,
INCLUDING WARRANTIES OF MERCHANTABILITY,
ACCURACY, CORRESPONDENCE WITH DESCRIPTION,
FITNESS FOR A PURPOSE, SATISFACTORY QUALITY AND
NON-INFRINGEMENT, ALL OF WHICH ARE, TO THE
MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW,
EXPRESSLY DISCLAIMED BY US, OUR AFFILIATES, SUB-

CONTRACTORS AND SUPPLIERS.

10.7 You agree that Your purchase of the Cloud Service is

not contingent on the delivery of any future
functionality or features, or dependent on any oral

or written public comments, statements or

Cloud Service Agreement (May 2021)
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n
11

1.2

1.3

representations We made regarding future

functionality or features.

Intellectual Property Indemnity

Subject to the Sections 11.3 and 11.4, We undertake at
Our own expense to defend You or, at Our option, to
settle any third-party claim or action brought
against You alleging that Your use of the Services (or
any part thereof) in accordance with the terms of the
Agreement infringes the Proprietary Rights of a third
party (“Infringement Claim”) and shall be
responsible for any damages awarded against You
or agreed upon in settlement by Us as a result of or
in connection with any such Infringement Claim.
Subject to Sections 11.3 and 114, in the event of an
Infringement Claim, We shall, at Our sole option and
expense, (i) modify the infringing Services so that
they cease to be infringing without loss of substantial
functionality; (ii) replace the infringing portion of the
Services with non-infringing software or services; or
(i) procure a license to enable You to legally
continue using the Services.

If We do not provide You with one of the options
above, We may, at Our sole discretion, terminate
Your Order for the affected Services with immediate
effect and reimburse You any prepaid Fees covering
the remainder of the Subscription Term and
terminate Your access and use of the affected

Services.

We shall only be liable for any Infringement Claim

provided You:

i. provide Us with prompt written notice of the
Infringement Claim;

ii. do not enter into any settlement of the

Infringement Claim without Our prior written
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1.4

1.5

12.
12.1

12.2

consent; and do not undertake any other
action in response to any Infringement Claim
that is prejudicial to Our rights;

iii. permit Us to exclusively control the defence,
negotiations and any settlement of the
Infringement Claim;

iv. provide Us with reasonable information and
assistance for the Infringement Claim; and

v. use all commercially reasonable efforts to
mitigate against any of Your losses, damages
or costs related to the Infringement Claim.

We shall not be liable to You for Infringement Claims

where the infringement is caused by:

i. unauthorized changes You have made or that
have been made on Your behalf to the Services
or output thereof

ii. Your use of the Services or output thereof
outside the scope of the Agreement, Your
Subscription, the applicable Order or the
materials accompanying the Cloud Service.

This Section constitutes Your exclusive remedy and

Our entire liability with respect to Infringement

Claims.

Limitation of Liability

SUBJECT TO SECTION 12.4, OUR AGGREGATE LIABILITY

TO YOU FOR OR IN RESPECT OF ANY LOSS OR DAMAGE

SUFFERED BY YOU UNDER OR IN CONNECTION WITH THE

CLOUD SERVICE PROVIDED UNDER THE AGREEMENT

(WHETHER DUE TO BREACH OF CONTRACT, TORT

(INCLUDING NEGLIGENCE) OR OTHERWISE) SHALL BE

LIMITED TO THE TOTAL AMOUNT OF SUBSCRIPTION FEES

PAYABLE IN THE TWELVE (12) MONTHS PRECEDING THE

DATE OF THE EVENT FOR WHICH THE LIABILITY ARISES.

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE

LAW AND SUBJECT TO SECTION 12.4, IN NO EVENT WILL

WE BE LIABLE

FOR SPECIAL, CONSEQUENTIAL,
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12.3

124

13.
13.1

INCIDENTAL, OR OTHER INDIRECT DAMAGES,
INCLUDING, BUT NOT LIMITED TO, LOSS OF PROFITS,
ANTICIPATED BUSINESS

SAVINGS, OPPORTUNITY,

GOODWILL, LOSS OF REVENUE, , OR COSTS OF
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES
ARISING OUT OF THE AGREEMENT, HOWEVER CAUSED
AND UNDER ANY THEORY OF LIABILITY (INCLUDING
CONTRACT, TORT, NEGLIGENCE OR OTHERWISE),
INCLUDING ANY FORCE MAJEURE EVENT, EVEN IF YOU
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

WE BOTH ACKNOWLEDGE THAT THE FEES ARE BASED IN
PART ON THE LIMITATIONS IN THIS SECTION.

THE LIMITATIONS IN THIS SECTION SHALL NOT APPLY TO
OUR IP INDEMNIFICATION OBLIGATIONS UNDER
SECTION 11; LIABILITY FOR DEATH OR PERSONAL INJURY
CAUSED BY OUR NEGLIGENCE OR THAT OF OUR
OFFICERS, EMPLOYEES, CONTRACTORS OR AGENTS;
FRAUD OR FRAUDULENT MISREPRESENTATION; OR ANY
OTHER LIABILITY WHICH CANNOT BE LIMITED OR

EXCLUDED BY APPLICABLE LAW.

Confidentiality

Each party retains all rights in its Confidential
Information. Both parties undertake to treat as
confidential all of the other party’s Confidential
Information acquired before and in connection with
performance of the Agreement and to use such
Confidential Information only to perform the
Agreement. Confidential Information shall not be
reproduced in any form except as required to
accomplish the intent of the Agreement. Any
reproduction of Confidential Information of the other
party shall contain any and all confidential or
proprietary notices or legends which appear on the

original. With respect to the Confidential Information
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13.2

13.3

of the other party, each party: (a) shall take all those
steps the receiving party takes to protect its own
similar proprietary and Confidential Information,
which shall not be less than a reasonable standard
of care to keep all Confidential Information strictly
confidential, and (b) shall not disclose any
Confidential Information of the other to any person
other than those Representatives whose access is
necessary to enable it to perform the Agreement
and who are obliged to maintain confidentiality to a
similar extent as provided herein. Each party will be
responsible for its Representatives’ compliance with
the provisions of this Section. The parties each shall
have the right to provide the Reselling Partner with
this Agreement.

A party which becomes aware of a suspected or
actual breach of confidentiality, misuse or
unauthorized dissemination relating to the other
party’s Confidential Information shall inform the
other party in writing without undue delay.

Section 13.1 shall not apply to any Confidential
Information that: (a) is independently developed by
the receiving party without reference to the
disclosing party’s Confidential Information, (b) is
lawfully received free of restriction from a third party
having the right to furnish such Confidential
Information; (c) has become generally available to
the public without a contractual breach by the
receiving party; (d) at the time of disclosure, was
known to the receiving party free of restriction; (e)
the disclosing party has agreed in writing to be free
of such restrictions; or (f) has to be disclosed
pursuant to statutory law or court, administrative or
governmental order. In such event, the receiving
party shall inform the disclosing party of the

applicable provision or order without undue delay, to
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13.4

the extent legally possible, in order to enable the
disclosing party to seek legal protection or otherwise
prevent or limit disclosure of the Confidential
Information..

Upon request, the receiving party shall destroy or
return to the disclosing party all materials containing
any of the Confidential Information and any copies
or derivatives prepared therefrom.

However, this

obligation to return or destroy Confidential

Information  shall not copies  of

apply to
electronically-exchanged Confidential Information
made as a matter of routine information technology
backup and to Confidential Information or copies
thereof which must be stored by the receiving party
according to provisions of mandatory law, provided
that such Confidential InNformation or copies thereof
shall  remain

subject to the confidentiality

obligations under this Agreement.

13.5 The obligations in this Section shall, with respect to

14.
14.1

each disclosure of Confidential Information, apply
for a period of 5 (five) years from its first disclosure,
provided, however, that trade secrets shall be
protected until they are no longer trade secrets

under applicable law.

Feedback

You may, at Your sole discretion, provide Your input
regarding the Services, products, services, business
or technology plans, including, without limitation,
comments or suggestions regarding the possible
creation, modification, correction, improvement or
enhancement of the Services, products and/or
services, or input as to whether You believe Our
development direction is consistent with Your own

business and IT needs (collectively “Feedback”). We

shall be entitled to use Feedback for any purpose
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14.2

15

16.
16.1

without notice, restriction or remuneration of any
kind to You and/or Your Representatives.

You acknowledge that any information that We may
disclose to You related to the Services, Our other
products, services, business or technology plans is
only intended as a discussion of possible strategies,
developments, and functionalities of Our products or
services and is not intended to be binding on Us
regarding any particular course of business, product

strategy, and/or development.

Non-Celonis Products and Services

We or third parties may make available (for example,
through a Marketplace or otherwise) third-party
products or services, including, for example, Non-
Celonis Applications and implementation and other
consulting services. Any acquisition by You of such
products or services, and any exchange of data
between You and any non-Celonis provider, product
or service is solely between You and the applicable
non-Celonis provider and We expressly disclaim any
liability therefor. We do not warrant or support non-
Celonis Applications or other non-Celonis products
or services, whether or not they are designated by
Celonis as “certified” or otherwise, unless expressly
provided otherwise in an Order.

General Provisions

further

Sub-contracting. Notwithstanding any

requirements provided in Annex B, We may
subcontract all or part of the Services to a qualified
third party. We may also at any time involve any of
Our Affiliates and successors in business as sub-
contractors under this Agreement. In such event, We
will be liable for any sub-contractors used in the
under the

performance of Our obligations

Agreement.

Cloud Service Agreement (May 2021)

142 E#E, HHAERITHLTHART 2R Y —EX, S0

15.

16.
16.1

16.2 &

ZOMOBG. —ER EEXFEMEAEICET 21EHR
BLEHOBBREYV—ERITODNTSHREELEDH
B, R UHEEMEICE T ORFDAEERT DD TH
V. FEDEXBE. HREERV ./ XIEFHAEITONTY
HEMETHLEBRHTHLDTIRNEEZRHT B,

JE Celonis & & B UJE Celonis H—E X
LUHREIE=ZFE. FRET—INT LI REZEBLT. S
EEDOHBRIEY—ERBIZIE. JE Celonis 7T 4r—23
VRUAVTY A T—2avZOMOIAV YT T Y —E
REEL ) ERET LN H D BHICLDLHARNIE
H—EZDIE. RUELLEIE Celonis TO/NAH—LDE D
T2 HWRXEH—EROXBIE, EHEZLTIE
Celonis TONAF—LDBTOHTHNDEDTH>T. &
HIZZNSICETI—YVOEEEEDLLE, BilE, HEE
ICHRBIIZBIBRDIRENHDIHEEEIRE . I Celonis 7T 4
—23U R IEZ DD IE Celonis MG X EH—EXIZDWNT,
Celonis A% MBEFEAIRIEZDOMELTIHEELTLEHAEHL
[Zhhbh5d | —UIOREEEE T HR—FERELLL,

— 4R

EHX (TEEE B THRINIEHIIHIDLT, St
T AHY—ERDEMXE—BEERGE=FICRTTHC
EMTED, Ffz, BHSHER. SR OBESH RUERBA
EREMICB T OFEEEBLLTEBITRESEHIENTE
%, ZDHE ., Htld AZYICE LU OBEBERETTS
ECERALEFREEEIIOVTEEEZES.

RZRITBVTRRFBSNDHEEERE, LWThD
LEEL MALEEORMOEAICLSIRAE(FENGE
HGCBRENGVBDET B, ) LBLIZ. RZHID LR (T—

Page 19 of 66



16.2 Assignment. Except as permitted herein, neither
party may assign the Agreement, in whole or in part,
without the prior written consent of the other, not to
be unreasonably withheld. Any attempt by either
party to assign or transfer the Agreement without the
prior written consent of the other will be null and void.
Notwithstanding the foregoing, We may at any time
upon notice to You assign or otherwise transfer Our
rights and obligations under the Agreement to any
of Our Affiliates or successors in business.

16.3 Independent Contractors. The relationship between
You and Us is that of independent contractors. The
Agreement does not create a partnership, franchise,
joint venture, agency, fiduciary, employment or any
such similar relationship between You and Us.

16.4 Governing Law. The Agreement shall be governed
by the laws of Japan and the parties submit to
exclusive jurisdiction of the Tokyo District Court. The
United Nations Convention on the International Sale
of Goods (CISG) shall not apply

16.5 Amendments. Any amendments or additions to the
Agreement must be made in writing and executed
by duly authorized representatives of both parties.

16.6 Entire Agreement. These Terms, together with any
Order between You and Us, constitute the entire
agreement between the parties with respect to the
subject matter hereof and supersedes all prior
agreements between the parties, whether written or
oral, relating to the same subject matter. In the event
of any inconsistencies between these Terms and an
Order between You and Us, the Order shall take
precedence over these Terms. Any purchase order,
purchasing terms, general terms of business or other
document issued by You for administrative

convenience only and will not be binding on Us.
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16.7

16.8

16.9

Severability. Should parts of the Agreement be or
become invalid, this shall not affect the validity of the
remaining provisions of the Agreement, which shall
remain unaffected. The invalid provision shall be
replaced by the parties with such term which comes
as close as possible, in a legally permitted manner,
to the commercial terms intended by the invalid
provision.

No Waiver. No waiver by either party of any breach
or default or exercise of a right of a party under the
Agreement shall be deemed to be a waiver of any
preceding or subsequent breach or default or
exercise of a right.

Export Control and Compliance with Laws. The
Services are subject to the export control laws of
various countries, including without limit the laws of
the Japan and Germany (“Export Laws”). You agree
that You will not submit the Services to any
government agency for licensing consideration or
other regulatory approval without Our prior written
consent. You, will not, and will not allow any third
party to, export, re-export or transfer any part of the
Services to countries, persons or entities prohibited
by Export Laws. You are also responsible for
complying with all applicable laws and regulations

in the jurisdictions where You operate.

16.10 Third Party Rights. A person who is not a party to the

16.11

Agreement has no rights to enforce, or to enjoy the
benefit of, any term of this Agreement but this does
not affect any right or remedy of a third party which
exists or is available under applicable law or that is
expressly provided for under this Agreement.

Notices. Except as otherwise specified in the
Agreement, all notices hereunder shall be in writing
and shall be deemed to have been given upon: (i)

personal delivery, (ii) two business days after
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16.12

16.13

sending by e-mail. E-mails to Us shall be directed
CFO/Legal at (cfo@celonis.com), and e-mails to You
shall be addressed to the administrative contact
designated in Your Order. Notices relating to an
Infringement Claim under Section 11 must be sent by
registered mail and e-mail.

Force Majeure. Neither party shall be in breach of its
obligations under this Agreement (other than
payment obligations) or incur any liability to the
other party for any delay or failure to perform its
obligations hereunder if and to the extent such delay
or nonperformance is caused by a Force Majeure
Event. The party affected by the Force Majeure
Event shall: (i) promptly inform the other party of
such delay or nonperformance; (i) use
commercially reasonable efforts to avoid or remove
the underlying cause of the delay or
nonperformance; and (iii) resume performance
hereunder as soon as reasonably practical following
the removal of the Force Majeure Event.

Surviving Provisions. The terms which by their
nature are intended to survive termination or
expiration of the Agreement shall survive any such
termination and expiration including without
limitation the following Sections: 6,7, 8, 10, 11, 12, 13, 14
15 and 16.

16.14 The English translation of this Agreement shall serve

as a translation only and in case of any
inconsistency between any of the provisions of the
original Agreement in Japanese and the provisions
of the English translation thereof, the provisions of

the Agreement in Japanese shall prevail.
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Annex A

Definitions

“Affiliate”: any entity that directly or indirectly
controls, is controlled by, or is under common control
with You or Us, as the case may be, but only for so
long as the control exists. “Control,” for purposes of
this definition, means direct or indirect ownership or

control of more than 50% of the voting interests.

"Agreement”: these Terms and any Order between

You and Us.

“Authorized Reseller”: a reseller, distributor or other
partner authorized by Celonis to sell Celonis
products or services.

"Celonis Materials™: any software, programs, tools,
systems, data, Celonis Confidential Information or
other materials made available by Us to You in the
course of the performance under this Agreement,
but at all times excluding the Cloud Service.
“Celonis Schema": shall have the meaning as set out

in Section 5.6.

" Cloud Service " the Celonis software-as-a-service

platform, the On-premise Component  (if
applicable), and the online supporting documents,
as further described in the Documentation, but
excluding Non-Celonis Applications and any links to
third-party products or services contained in the

Cloud Service.

“Cloud Service Uptime”: has the meaning given in

the Service Level Agreement.
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10.

“Confidential Information”: any information
disclosed to a party by the other party concerning
the business and/or affairs of the other party,
including but not limited to information relating to a
party’'s operations, technical or commercial know-
how, specifications,

inventions, processes or

initiatives, plans, product information,

pricing
information, know-how, designs, trade secrets,
software, documents, data and information which,
when provided by one party to the other. a) are
clearly identified as “Confidential” or “Proprietary” or
are marked with a similar legend; b) are disclosed
orally or \visually, identified as Confidential
Information at the time of disclosure and confirmed
as Confidential Information in writing within 10 (ten)
days; or ¢) a reasonable person would understand
to be confidential or proprietary at the time of

disclosure, including Customer Data.

"Customer Data” the (i) data and information
provided by You to Us and/or input, uploaded and/or
shared by You, Your Users or Us on Your behalf, for
the purpose of using the Cloud Service or facilitating
Your use of the Services, or (ii) data You collect and

process through Your use of the Cloud Service.

‘Customer Materials” any materials, data,
information, software, equipment or other resources
owned by or licensed to You and made available to
Us pursuant to facilitating Your use of the Services,
including Customer Data.

‘Data Protection Laws™ all laws, rules, regulations,
decrees, or other enactments, orders, mandates, or
resolutions relating to privacy, data security, and/or
data protection, and any implementing, derivative or

related legislation, rule, and regulation as amended,
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12.

13.

14.
15.

16.

17.

extended, repealed and replaced, or re-enacted, as
well as any applicable industry self-regulatory
programs related to the collection, use, disclosure,
and security of Personal Information including the EU
General Data Protection Legislation (Regulation (EU)
2016/679 of the European Parliament (GDPR), Act on
the Protection of Personal Information in Japan). ).

‘Documentation” the then-current product
description of the applicable Services, as made
available by Us on the Celonis website (currently

under https://www.celonis.com/terms-and-

conditions/).

"DPA" has the meaning as set out in Preamble of

Annex B

"Feedback’: has the meaning as set out in Section 14.

"Fees": the fees payable by You for the Services as set

out in an Order.

"Force Majeure Event": acts, events, omissions or
accidents beyond a party’s reasonable control,
including, without limitation, strikes, industrial
disputes, failure of a utility service or transport
network, acts of God, war, riot, civil commotion,
malicious damage, compliance with any law or
governmental order, rule, regulation or direction,
accident, breakdown of machinery, act of terror,
Internet service provider failure or delay, denial of
service attack, fire, flood or storm, but excluding (a)
financial distress or the inability of either party to
make a profit or avoid a financial loss, (b) changes
in market prices or conditions, or (c) a party's
financial inability to perform its obligations
hereunder.

"Inappropriate Content’: content which (a) is
unlawful,  harmful,

threatening, defamatory,

obscene, infringing, harassing or racially or
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18.

19.

20.

21.

22.

ethnically offensive; (b) facilitates or promotes
illegal activity; (c) depicts sexually explicit images;
(d) is discriminatory based on race, gender, colour,
religious belief, sexual orientation, disability, or any
other illegal activity; or (e) causes damage or injury
to any person or property.

“Initial Subscription Term": the initial term of Your
Subscription as agreed in the Order or as otherwise

agreed to by the parties.

“Malware”: any thing or device (including any
software, code, file or program) which may prevent,
impair or otherwise adversely affect the accessto or
operation, reliability or user experience of any
computer software, hardware or network,
telecommunications service, equipment or network
or any other service or device, including worms,
trojan horses, viruses and other similar things or
devices.

“Marketplace”: an online directory, catalog or
marketplace hosted by Celonis or a third party that
features applications that interoperate with one or

more Cloud Services.

“Metrics Definition”: the then-current document(s)
made available by Us as “Celonis Definition license
scope | subscription scope” on the Celonis website
(under https://www.celonis.com/terms-and-
conditions/) describing the subscription metrics for
the Cloud Service.

“Non-Celonis Application”: a software application
or functionality that interoperates within the Cloud
Service(s), and that is provided by You or a third
party andfor listed on a Marketplace as being
developed and offered by a third party. Non-Celonis
Applications provided to You by Us will be identifiable

as such.
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23.

24.

25.

26.

“Online Training Cloud”: the access to the online
training courses We provide as described on the
Celonis website (currently at
https:/ /www.celonis.com/training), in the
Documentation or other information We may
provide. If You are purchasing Online Training Cloud
in an Order, references in Agreement to “Cloud
Service” shall be deemed to include reference to
“Online Training Cloud”.

‘On-premise Component” on-premise software
that may be provided with, and that operates in
conjunction with, the Cloud Service. When made

available, On-premise Component can be
downloaded and installed (including updates) by
Customer. Customer is responsible for the
installation and operation of the On-premise
Component, including any updates made available
by Us. The SLA does not apply to On-premise
Components.

“Order”: a written document executed by You and Us
specifying the Services You have ordered, and the
Fees owed thereunder, and such other terms as are
agreed, including any addenda and supplements
thereto. An “Order” also refers to the executed
ordering document between You and an Authorized
Reseller that incorporates or references these Terms
as governing Your receipt and use of the Celonis
products and/or services referenced therein
(though in such case, the Order may not alter or
supplement the Terms without Our express written
approval).

"Personal Data’: any data and information relating
to an identified or identifiable living individual person

as defined under applicable Data Protection Laws.
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27.

28.

29.

30.

31

32.

33.

‘Professional Services”: the consulting and/or
professional services related to the Cloud Service
which may include installation and implementation
services for the Cloud Service, provided by Us to You
as described in the applicable Order.

"Proprietary Rights™ rights in patents, utility models,
trademarks, service marks, trade names, other
trade-identifying symbols and inventions,
copyrights, design rights, database rights, rights in
know-how, trade secrets and any other intellectual
property rights, anywhere in the world, whether

registered or unregistered, and including

applications for the grant of any such rights.

"Renewal Term": has the meaning set out in Section

91

‘Representatives”: of a party are its and its Affiliates’

employees, directors, advisers and subcontractors.

"Service Level Agreement’ or "SLA": the service levels
for the Cloud Service as set out in the then current
document(s) made available by Us as “Service Level
Software-as-a-Service

Agreement for Celonis

Offerings” on the Celonis website (under

https://www.celonis.com/terms-and-conditions/).

"Services”: any and all services provided by Us to
You as described in the applicable Order including
the provision of the Cloud Service, Professional
Services, Support Services, and the Online Training

Cloud.

"Subscription” the subscriptions You purchase
under an Order for Your use of and access to the

Cloud Service in accordance with the Agreement.

Cloud Service Agreement (May 2021)

27.

28.

29.

30.

31

32.

33.

T7a2zyYatd—ER | SHAERICHLTERY
FTHFEIBICRBINDESYRET D I5VFH—ER
SBT3V YTV R/ RIETATzvoaF LYy
—ERGEIZKYITIRY—ERDAIV AP—ILRUEST
BT 29 —EREEL.)EWLS,

TRMBMERE) 558, ERAFE. AR . V—EXY—U. B
B ZOMEFERAN T 5-HODOHSRUKBAICET 54
Pl BEE.BEE. T—ARN—XHE. /9NYIICET BIE
Al BEERFLHVICZOMOMMMEETH>T. BHO
BEIIHIDOLT  HRBTELDILDEVL, ThODHE
FEZ 50O HEEEL,

TEHFHM L - QN KICEDHIERERT S

TEERE  HOILBHICHLT, ABRUFEERUVZOHE
HERUAOHES. IR BRRUVEAEEELS.

M—EXLRLERH] XIE TSLA] : Y5IRH—ERIZ
B35 —EXLRILTHOT, HtA Celonis T HA
b (
conditions/) IZEWVWTIH—ERFTI7IL T ELTD
Celonis YIrIzT7ICET 5 —ERLANILEKIEL TR
HIBEDHRICEVTERHOEHITEDLNDLDELS

https://www.celonis.com/terms-and-

o

TRY—ER] : ZLUTEIRIEICERSNDLESY., A1t
NERICIRBETETRTOY—ERZELW, Celonis YT+
VIT. U5V —EX . FATzviafILY—ER HiR
—r—ERRUVAVSAV N =0T 050 ROREES
(S

XY TR ) Toav)  BERARZNIR-STISVR
Y—EXZEFIAL. CNBIZTIERTBHI12, FFEITL
YBATHHTRI)TavES,

Page 28 of 66



34.

35.

36.

37.

38.

39.

40

41.

42,

"Subscription Fees": the Fees payable for access to

the Cloud Service as set out in an Order.

"Subscription Term™ the Initial Subscription Term

and any subsequent Renewal Terms.

‘Support Services” the support services, as
described in the Support Services Description, that

We provide to You in respect of the Cloud Service.

"Support Services Description” the then-current
documents describing in more detail the Support
Services and made available by Us on the Celonis
website (under https://www.celonis.com/terms-

and-conditions/).

"Taxes” any applicable sales, use, value added,
duties, assessments, excise, withholding or other
taxes assessable by any jurisdiction whatsoever
based on the applicable Order.

"Terms": this Celonis Cloud Services Agreement.

. “User": those employees, agents and independent

contractors of Yours or Your Affiliates who are
authorized by You to access and use the Cloud
Service in accordance with the Agreement, and to
whom You have supplied a user identification and
password (if applicable).

"We,” "Us’, "Our" or "Celonis” the Celonis entity
entering into the applicable Order with You.

"You" or "Your": the company or other legal entity

that enters into the applicable Order with Celonis .
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Annex B
Data Processing Agreement
This Data Processing Agreement including its Exhibits (the
“DPA") details the parties’ obligations on the protection of
Personal Data associated with Our Processing of Your
Personal Data within the scope of the applicable Order or
any agreement between You and Celonis for providing

Services (hereinafter, the “Agreement”).
1.  Processing of Personal Data

11, With regard to the Processing of Personal Data, You
are the Personal Information Handling Business
Operator and determine the purposes and means of
Processing of Personal Data You provide to Us and
You appoint Us as a processor  to process such

Personal Data  (hereinafter, “Processing”).

1.2 The details of the type and purpose of Processing are
defined in the Exhibits attached hereto. Except where
the DPA stipulates obligations beyond the Term of
the Agreement, the duration of this DPA shall be the
same as the Agreement Term.

1.3 You shall be solely responsible for compliance with
Your obligations under the applicable Data
Protection Laws, including, but not limited to, the
lawful disclosure and transfer of Personal Data to Us
by upload of source data into the Cloud Service or
otherwise.

1.4 Processing shall include all activities detailed in this
Agreement and the instructions issued by You. You
may, in writing, modify, amend, or replace such
instructions by issuing such further instructions to
the point of contact designated by Us. Instructions
not foreseen in or covered by the Agreement shall be
treated as requests for changes. You shall, without

undue delay, confirm in writing any instruction
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22

issued orally.

Where We believe that an instruction would be in
breach of applicable law, We shall notify You of such
belief without undue delay. We shall be entitled to
suspend performance on such instruction until You
confirm or modify such instruction.

We shall ensure that all personnel involved in
Processing of Customer Data and other such
persons as may be involved in Processing shall only
do so within the scope of the instructions. We shall
ensure that any person Processing Customer Data is
subject to confidentiality obligations similar to the
confidentiality terms of the Agreement. All such
survive the

confidentiality obligations  shall

termination or expiration of such Processing.

Data Security

We shall implement technical and organizational
measures and safeguards that ensure the adequate
protection of Customer Data, confidentiality,
integrity, availability and resilience of processing
systems and services and shall implement a process
for regularly testing, assessing and evaluating the
effectiveness of technical and organizational
measures for ensuring the security of the Processing,
as further specified at
https://www.celonis.com/trust-center/. It shall be
Your responsibility to familiarize Yourself with these
measures and to assess whether they ensure a level
of security appropriate to the risk.

To demonstrate adequate levels of protection, We
have obtained third-party certification and audits of
Our information security program, e. g. DIN ISO/IEC

27001:2015. All Our certificates are available at
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2.3.

3.2.

3.3.

https://www.celonis.com/trust-center/.

We reserves the right to modify the measures and
safeguards implemented, provided, however, that
the level of security shall not materially decrease
during a Subscription Term.

Our Obligations

We shall notify You without undue delay after We
become aware of any accidental or unlawful
destruction, loss, alteration, unauthorized disclosure
of, or access to Customer Dataq, including Personal
Data, stored or otherwise processed by Us or Our
sub-processors (“Security Incident”).

We shall use best efforts to identify the cause of such
Security Incident and take the measures We deem
necessary and within Our control for remediating
and securing Customer Data, We shall coordinate
such efforts with You without undue delay.

We shall correct or erase Customer Data if instructed
by You and where covered by the scope of the
instructions  permissible. Where an erasure,
consistent with data protection requirements, or a
corresponding  restriction of Processing is
impossible, We shall, based on Your instructions, and
unless agreed upon differently in the Agreement,
destroy, in compliance with data protection
requirements, all data or return the same to You. In
specific cases designated by You, such Customer
Data shall be stored or handed over. The associated
cost for doing so and protective measures to put in
place shall be agreed upon separately, unless
already agreed upon in the Agreement.

We shall, upon termination of Processing and upon
Your instruction, return all Customer Data, carrier

media and other materials to You or delete the

same.

3.4. Where a principal asserts any claims against You in
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4.2.

4.3.

52

6.

accordance with Article 82 of the GDPR, We shall,
where possible, support You in defending against
such claims, at Your cost.

Your Obligations

You shall notify Us without undue delay, and
comprehensively, of any defect or irregularity with
regard to provisions on data protection detected by
You in the results of Our work.

Where a principal asserts any claims against Us in
accordance with the breach of the Act on the
Protection of Personal Information, You shall, where
possible, support Us in defending against such
claims, at Our cost..

You shall notify Our point of contact listed in Exhibit 1
for any issues related to data protection arising out
of or in connection with the Agreement.

Principals’ Rights

Where a principal asserts claims for rectification,
erasure or access to Us, and where We are able to
correlate the data subject to You, based on the
information provided by the principal, We shall refer
such principal to You without undue delay. We shall
support You, where possible, and based upon Your
instruction insofar as agreed upon. We shall not be
liable in cases where You fail to respond to the
principal’'s request completely, correctly, or in a
timely manner. Notwithstanding the foregoing, if
Your employee submits a principal request in
relation to Online Training Cloud, You agree that we
can fulfill such request without Your further approval.
We shall support You, insofar as is agreed upon by
the parties, and where possible for Us, in fulfilling
principa’ requests and claims, as detailed in chapter
Il of the GDPR and in fulfilling the obligations

enumerated in Articles 33 to 36 GDPR.

Options for Documentation
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6.1

6.2

6.3

7.
71

7.2

We shall document and, upon request, provide such
documentation of Our compliance with the
obligations agreed upon in this DPA by appropriate
measures.

If You require an audit of our compliance under this
DPA, such audits and inspections will be conducted
upon 30 days prior written notice, at most once per
calendar year, during regular business hours,
without interfering with Our operations, and subject
to the execution of a confidentiality agreement. We
shall be entitled to reject auditors that are
competitors of Ours. You hereby consent to the
appointment of an independent external auditor by
Us, provided that We provide a copy of the audit
report to You.

Where a data protection or other applicable
supervisory authority conducts an audit, para. 2
above shall apply mutatis mutandis. The execution
of a confidentiality agreement shall not be required
if such supervisory authority is subject to
professional or statutory confidentiality obligations
whose breach is sanctionable under the applicable

criminal code.

Sub-processing
We shall not sub-process any of Our obligations
under this Agreement except as set forth in this DPA.
You hereby consent to Our use of the sub-
processors listed in Exhibit 1 to this DPA in
connection with the performance of the Agreement.
We shall, prior to the use of further sub-processors,
obtain Your prior approval, such approval not to be
withheld except for important reasons related to
compliance with Data Protection Laws. In such case,
We or the respective sub-processor will enter into a

with each

written agreement sub-processor

containing data protection obligations not less
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7.3

7.4

8.

protective than those in this Agreement with
respect to the protection of Customer Data to the
extent applicable to the nature of the Services
provided by such sub-processor.

We shall conclude, with such sub-processors,
terms to ensure an

contractual necessary

appropriate level of data protection and
information security and in compliance with all
Data Protection Laws.

We will be liable for the acts and omissions of Our
sub-processors to the same extent We would be
liable if we were performing the Services for each

sub-processor directly under the terms of this DPA,

except as otherwise set forth in the Agreement.

Obligations to Inform, Mandatory Written Form,

Choice of Law

8.1

8.2

Where Customer Data becomes subject to search
and seizure, an attachment order, confiscation
during bankruptcy or insolvency proceedings, or
similar events or measures by third parties while in
Our control, We shall notify You of such action
without undue delay. We shall, without undue delay,
notify all pertinent parties in such action, that any
Customer Data affected thereby is Your sole
property and area of responsibility, that Customer
Data is at Your sole disposition, and that You are the
responsible body under the Act on the Protection of
Personal Information...

No modification of this DPA, including but not limited
to, Our representations and obligations, if any, shall
be valid and binding unless made in writing, and
only if such modification expressly states that such
modification applies to the terms of this DPA. The
foregoing shall also apply to any waiver or change

of this mandatory written form.
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8.3

8.4

9.

In case of any conflict, the terms of this DPA shall
take precedence over the terms of the Agreement.
Where individual terms of this DPA are invalid or
unenforceable, the validity and enforceability of the
other terms of this DPA shall not be affected.

This DPA is subject to the laws of the Member State
in which you are established (provided this is within
the EEA, Switzerland or the United Kingdom), and for
all other cases subject to the laws applicable
pursuant to Section 15.4 of the Agreement and the
parties submit to the exclusive jurisdiction of those
courts for any disputes arising out of or in

connection with this DPA.

Liability.

The Limitation of Liability Section of the Terms shall apply

except as explicitly agreed otherwise in this DPA.

10.
10.1

10.2

10.3

International Transfers

We will only transfer Personal Data outsideJapan
(including to its group company.) where We have
complied with Our obligations under applicable
Data Protection Laws in ensuring adequate
safeguards in relation to such transfer.

The unmodified EU Standard Contractual Clauses
(the “sccs”) set forth in Exhibit 2 of this DPA shall
apply to any transfers of Personal Data under this
DPA from the European Union, the European
Economic Area and/or their member states,
Switzerland and the United Kingdom to countries
which do not ensure an adequate level of data
protection within the meaning of Data Protection
Laws of the foregoing territories, to the extent such
transfers are subject to such Data Protection Laws.
Where required to ensure an adequate level of data

protection, You herewith grant Us authority to enter

into “controller-to-processor” agreements with Our
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non-EEA sub-processors in Your name and on Your =012 EU ZESNRBLIETUIL—FRIFAN=X LI

behalf. These agreements must be based on EIOWGITNIEESEN, BitE, EHOERICEDIE. 4
unmodified EU Standard Contractual Clauses or HOBBRUEREEEELOBMTHEBELEZZ2DEHEDE
other templates or mechanisms approved by the LEEHICRBTEILNDET S,

EU Commission for ensuring an adequate level of
data protection between You and Our sub-
processors within the meaning of applicable Data
Protection Laws. Upon Your request, We shall
provide You with a copy of the respective
documentation entered into with Our sub-

processor in this regard.

. SCChOE&#H
N1 SCC RUALEIZEHZEMDEEIE. ()BRINES. E

1. TERMS FORTHE SCCs

111 The SCCs and the additional terms specified in this
MWRFEBERY/ XIFZOMBE. R ARV RITEE

DT —AREESOBALZTIEERV()ZDHASH
F-EE&#ICERAINS, SCC RUARFHEICHEWLT, £iE
DENETT—2EHE  LHTEIND,

1.2 DPA RUKRZEMIL, RRHICERALEBRRICENT, &
DOLHIZHTIEAT—2OMNEICET 3L N DREH
HTETETHD, EMXEREBOBERI.NEDEELTE
$5%,SCC % 5 £(a)lzBW T, UTFICREHTSEELE
AT—RENEBTIROERICEEIETEALEENS, (a)
AZHUBRVZETEHIEICR--NE (D) 1 —F—AK
H—EXEFRTIRIEETZLERU(c)EMIZLEE
DD EEMLEIETE (PIZIE. EFA—ILIZLDBIET)IC
HST-ODUNE (LB TIARZHOEHICE DG

Section apply to (i) a customer which is subject to
the Data Protection Laws of the European Union, the
European Economic Area and/or their member
states, Switzerland and/or the United Kingdom and,
(i) its Authorized Affiliates. For the purpose of the
SCCs and this Section, the aforementioned entities
shall be deemed “data exporters”.

1.2 This DPA and the Agreement are Your complete and
final documented instructions at the time of
signature of the Agreement to Us for the Processing
of Personal Data. Any additional or alternate
instructions must be agreed upon separately. For

the purposes of Clause 5(a) of the SCCs, the

Bolo

N3 &k scc & 5 £(h)Izfo=, (a)LtoBEESHE
IEHRNIBEEAEXELYSEIERU(D) B RULHOE

following is deemed an instruction by You to
process Personal Data: (a) Processing in

accordance with the Agreement and applicable
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1.3

1.4

1.5

1.6

1.7

order(s); (b) Processing initiated by Users in their
use of the Services and (c) Processing to comply
with other reasonable documented instructions
provided by You (e.g, via e-mail) where such
instructions are consistent with the terms of the
Agreement.

Pursuant to Clause 5(h) of the SCCs, You
acknowledge and expressly agree that (a) Our
Affiliates may be retained as Sub-processors; and
(b) Us and Our Affiliates respectively may engage
third-party Sub-processors in connection with the
provision of the Services. We shall make available to
You the current list of Sub-processors.

Pursuant to Clause 5(h) of the SCCs, You

acknowledge and expressly agree that We may
engage new Sub-processors as described in
Section 8 of the DPA.
The parties agree that the copies of the Sub-
processor agreements that must be provided by Us
to You pursuant to Clause 5(j) of the SCCs may
have all commercial information, or clauses
unrelated to the SCCs, removed by Us beforehand;
and, that such copies will be provided by Us, in a
manner to be determined in Our discretion, only
upon request.

The parties agree that the audits described in
Clause 5(f) and Clause 12(2) of the SCCs shall be
carried out in accordance with the following
specifications:

Upon Your request, and subject to the
confidentiality obligations set forth in the
Agreement, We shall make available to You or Your
independent, third-party auditor information
regarding the Our compliance with the obligations

set forth in this DPA in the form of the third-party

certifications and audits set forth in the Celonis

Cloud Service Agreement (May 2021)
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1.5

1.6

1.7

1.8

1.9

BEBRHE. FRNEFN A —ERORBICEELTE=SS
OFERDLEFFEEEEFNATELLERHL. BRI
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&1tk SCC HE 5 5(h)ITH D&, Btk DPA 5 8 £ITE
HIFHROBERLEBFALELFATEDILERHEL.
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ML EHL, SCC B 5 £(V)IcRIEUMAFHICIRMEL
BN IEELENERLEBEAZNOELIZENT, &
#HIL FTRTOEEEHREL SCC ICHEDNLRNEEEE
HICHIBRT AIEMNTEDILRULZELIL. BHHOHE
TREINDFZICEY . BRI HoHEICRYRESH
BILIZEET .

WHEHIE. SCCEB)ENRVE 12 EQ)IEDHIEE
1. LT ORISR S TIT OB LIZEET 5.

LR BHOBRRUARZNICEDHWERFRBICE
DE . EHRIEHONBOMIEEANITHLT,
Celonis RNV A—FHX 1A T—2aVIIEDHIE=
BICKDBIARVEEDHKT.DPA [CEDHIEHD L
& 2EFICHTIE=BEERFRERETILOLET S,
EHE BAAT2OREICBEES SFHSICHETLEM
BEEZERTB1=0IC isms@celonis.com [ZEET S
ENTED, Bftld, UREMETITH Mo FBERIZHL
T.ZTOBRIZEVLWTRFOLHOTOTIzvaF LY —
ERBET, BICXIETIHOET I MLUEFT, &
HEMEE OBERTIC. AN LHISHLTEEEEIX
IHEITNZ CEEOHE. B RUHSGEHRRIZONTHE
HIZAETL0LTH, TRTORLMERIT, HtHFIA
Liz)Y—REEELE-EBHEXILHETRIThIERSA
Ve Bt BEEOBRBRICBVTHRELIEREE LA
LIITEMTDEDET B,

BHEEF. SCC F 12 £()IZEHZBEAT—2DHIRRIC
BT HiHAE. BEHOERIH DB EICOAHREIND
CEIZEET S

DPA AR USRI ER (SCC £8<. )& SCC DRAIZFE
XEF—HhHBIHEEEL. SCC HBET S,
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1.8

1.9

Trust Center Documentation. You may contact
isms@celonis.com to request an on-site audit of
the procedures relevant to the protection of
Personal Data. You shall reimburse Us for any time
expended for any such on-site audit at the Our
then-current Professional Services rates. Before the
commencement of any such on-site audit, the
parties shall mutually agree upon the scope, timing,
and duration of the audit in addition to the
reimbursement rate for which You shall be
responsible. All reimbursement rates shall be
reasonable, taking into account the resources
expended by Us. You shall promptly notify Us with
information regarding any non-compliance
discovered during the course of an audit.
The parties agree that the certification of deletion
of Personal Data that is described in Clause 12(1) of
the SCCs shall be provided to You only upon Your
request.

In the event of any conflict or inconsistency
between the body of this DPA and any of its
Schedules (not including the SCCs) and the SCCs,

the SCCs shall prevail.

Cloud Service Agreement (May 2021)
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Exhibit 1
- Purpose and Scope of Data Processing
(as per the specifications in an Order, which may be in
addition to the below)

1.  Scope of data processing

Cloud Service: As directed by You, names and e-mail
addresses may be inserted in the Cloud Service to
automatically send reports relating to process analyses
to the respective persons. Usernames are uploaded into
the Cloud Service which then are pseudonymized. You
can upload process data into the Cloud Service. This data
may contain Personal Data of employees and/or
customers of the You which We will host as part of the

Cloud Service.

Support Services: Our personnel may access Your
instance or be provided Your data excerpted from Your
Cloud Service instance on a case-by-case basis if
requested by You in the context of Support Services (e.g.
“shadowing”). In addition, Personal Data of Your
employees issuing Support Services requests (“tickets”)
may be stored by You for the purposes of administrating

the Support Services.

Online Training Cloud: Your personnel contact details (e-
mail addresses) are stored and used for the transmission
of training materials, the execution of trainings and for its
certification.

Professional Services: Our personnel may access Your
instance, or be on Your premises, or be provided Your
data excerpted from Your Cloud Service instance on a
case-by-case basis if requested by You in the context of

Professional Services (e.g. “shadowing”).

2. Procedures of data processing

Cloud Service Agreement (May 2021)
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Cloud Service: We provides the functionalities of the
Cloud Service including the data  uploaded and

processed by You in a third-party data center.

Support Services: The Support Ticketing Tool used by Us
is externally hosted in a data center and used by Our
personnel for the purposes of administering the support
tickets. Shadowing of Users or otherwise accessing of
data sets as part of Support Services only occurs where

explicitly requested by You.

online Training Cloud: Online Training is hosted in a data
center. The training tool may be used to transmit
invitations and certifications and for evidencing its
participation.

Professional Services: During the course of providing
Professional Services for implementation, configuration
or evaluation of the Cloud Services, Our personnel may

have access to Customer Data containing Personal Data.

3. Purpose of data processing

Cloud Service: The Cloud Service provides the tools to
analyze processes based on data from IT systems of You.
Personal Data is primarily used to provide the affected
person with information (e.g. the person would like to
receive scheduled reports). If Personal Data is used for
process analysis in which case usernames will be

pseudonymized.

Support Services: Support of the Cloud Service through

provision of Support Services for You.

Online Training Cloud: Execution and administration of
Online Training Cloud Services.
Professional Service: Implementation, configuration and

evaluation projects regarding the Cloud Service.

Cloud Service Agreement (May 2021)
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4. Categories of data which are processed under the

instructions of You

User account related data. Depending on individual use
case, processed personal data may also include, without
limitation, names, identification numbers, business
addresses, communication data (e. g. phone, cellphone,
e—mqil), process log data, usernames from the Your IT | ERP

system.

5. Principal

Employees, customers, vendors, agents, or consultants of

You based on Services provided.

6. Data Protection Officer of Us: Dr. Kraska, Sebastian;
+49 89 1891 7360; skraska@iitr.de
7. ContactforUs: security-

incident@celonis.com.

mailto:w.doering@celonis.com

8. Contact for You: To be provided by Controller via

email to us at above address.

Cloud Service Agreement (May 2021)
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9. HRShi-FEAREE

9. Permitted Sub-processors

We may use the following personal data -processors N
LHEUTOSHLUNDOERLEBEEERTHEMNTES

based on the respective Services according to the . . .
( P ° (B4R RITESUEL DAY —ER(THSNT)

relevant Order):

Sub-processor name and

Description of

FRUBEBEFEAZEDS | TOw U JIO0TOBRA
processing location (as processing R UL (S B4
applicable) o)

Amazon Web Services Inc,,

Seattle, United States
Hosting location for
Customers in the
United States and
Canada: North
Virginia, United States

«  Hosting location for all
other
Customers:Frankfurt,

Germany

Hosting of Cloud
Service and
processing of data

provided by You

Amazon Web Services
Inc., 7ML TAJHER
3]

RERUVATFORE
BEDORRT4 T H#: b/ —
D7 KE

ZTOMETOEED
RRTAVITH: TS50
bR

IS5 R —ERDKRRMNRUVE
HiIckVRHIET—200
b

AbsorbLMS Technology
Ltd., Dublin, Republic of

Ireland

Hosting of Online Training

Cloud

AbsorbLMS Technology
Ltd,,

BTV TAILTUEHM
E

T4V L= T 9T5IR
DHRRE

HappyFox Inc., Frankfurt,

Germany

Operation of the Support

Ticketing Tools

HappyFox Inc.,

TS50k B4

YR—FrIT42T Y=L D
PR T

Microsoft Corporation,

Redmond (WA), United

States
Hosting location for
Customers in the
United States and
Canada: Washington,
United States

«  Hosting location for
Customers in Japan:
Tokyo, Saitama,

Japan

Hosting of Cloud
Service and
processing of data

provided by You

Microsoft Corporation,
LREVR(TOUR M) (7
AHERE

RKERUVAFTHDRE
BORRAT4oTH: I
oL KE

BARDBEDKRRT1
VUM ERR EE.BAR

ZTOMETOEEZD
RRATFAVTH: TSI
N

959 R —ERDRRANRUVE
#iIckVREShET—200
b1
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«  Hosting location for all
other Customers:

Frankfurt, Germany

Y, RAY

Salesforce.com Germany

GmbH, Munich, Germany

Operation of the Support

Ticketing Tools

UserLane GmbH,

2aVAY, BAY

FoSAL—=Z05 959K
Y—ILATDHARS—=25
Y7 —DER

UserLane GmbH,

Munich, Germany

Operation of Guided
Learning Tours within the
Online Training Cloud

Tool

our Affiliates (as
applicable):

Celonis SE, Germany
Celonis, Inc., United States
Celonis AB, Sweden
Celonis ApS, Denmark
Celonis B.V,, The
Netherlands

Celonis Canada Ltd.,
Canada

Celonis KK., Japan
Celonis L.L.C., Kosovo
Celonis Ltd., United
Kingdom

Celonis SAS, France
Celonis Schweiz GmbH,
Switzerland

Celonis S.L, Spain
Celonis Srl, Italy
Integromat s.r.o,, Czech

Republic

Support of the Services
through personnel of

such Affiliate.

LoEER(BRETD
M)

Celonis SE. k1Y
Celonis, Inc.. k=
Celonis AB, R x—7T>
Celonis ApS. 7> ~v—7
Celonis BV.. #5244
Celonis Canada Ltd.. 7
F5

Celonis KK.. B&
Celonis LL.C.. av®R
Celonis Ltd.. £E
Celonis SAS, 77 /A
Celonis Schweiz GmbH,
AA A

Celonis S.L.. ARA>
Celonis Srl, 12U 7T

Integromats.ro., F ==

LB ESHDOAREZRLE
AY—EZRDHYHR—+
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Exhibit 2— STANDARD CONTRACTUAL CLAUSES (Controller

to Processor)

For the purposes of Article 26(2) of Directive 95/46/EC for
the transfer of personal data to processors established in
third countries which do not ensure an adequate level of

data protection

Name of the data exporting organisation:

Address: ...

Tel. ..; fax ..; e-mail: ...

Other information needed to identify the organisation:

(the data exporter)

And

Name of the data importing organisation:

Address: ...

Tel. ..; fax .., e-mail: ...

Other information needed to identify the organization:
(the data importer)

each a ‘party’; together ‘the parties’,

HAVE AGREED on the following Contractual Clauses (the
Clauses) in order to adduce adequate safeguards with
respect to the protection of privacy and fundamental
rights and freedoms of individuals for the transfer by the
data exporter to the data importer of the personal data

specified in Appendix 1.

Clause 1 Definitions

Cloud Service Agreement (May 2021)

B 2
AL IE (Controller to Processor)
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For the purposes of the Clauses:

(a) ‘personal data, ‘special categories of datar,
‘process/processing’, ‘controller, ‘processor’, ‘data
subject’ and ‘supervisory authority’ shall have the
same meaning as in Directive 95/46/EC of the
European Parliament and of the Council of 24
October 1995 on the protection of individuals with
regard to the processing of personal data and on
the free movement of such dato;

(b) ‘the data exporter’ means the controller who
transfers the personal data;

(c) ‘the data importer means the processor who
agrees to receive from the data exporter personal
data intended for processing on his behalf after the
transfer in accordance with his instructions and the
terms of the Clauses and who is not subject to a
third country’s system ensuring adequate
protection within the meaning of Article 25(1) of
Directive 95/46/EC;

(d) ‘the sub-processor’ means any processor engaged
by the data importer or by any other sub-processor
of the data importer who agrees to receive from the
data importer or from any other sub-processor of
the data importer personal data exclusively
intended for processing activities to be carried out
on behalf of the data exporter after the transfer in
accordance with his instructions, the terms of the
Clauses and the terms of the written subcontract;

(e) "the applicable data protection law’ means the
legislation protecting the fundamental rights and

freedoms of individuals and, in particular, their right

Cloud Service Agreement (May 2021)
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(b)

(c)

(d)

(e)
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to privacy with respect to the processing of
personal data applicable to a data controller in the
Member State in which the data exporter is
established;

(f) technical and organisational security measures’
means those measures aimed at protecting
personal data against accidental or unlawful
destruction or accidental loss, alteration,
unauthorised disclosure or access, in particular
where the processing involves the transmission of
data over a network, and against all other unlawful

forms of processing.

Clause 2 Details of the transfer

The details of the transfer and in particular the special
categories of personal data where applicable are
specified in Appendix 1 which forms an integral part of the

Clauses.

Clause 3 Third-party beneficiary clause

1. The data subject can enforce against the data
exporter this Clause, Clause 4(b) to (i), Clause 5(a)
to (e), and (g) to (j), Clause 6(1) and (2), Clause 7,
Clause 8(2), and Clauses 9 to 12 as third-party
beneficiary.

2.  The data subject can enforce against the data
importer this Clause, Clause 5(a) to (e) and (g),
Clause 6, Clause 7, Clause 8(2), and Clauses 9 to 12,
in cases where the data exporter has factually
disappeared or has ceased to exist in law unless

any successor entity has assumed the entire legal
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B2% BEROFM

BERVY. LU, HALGERECEAT—% (AT H5EE
) OFMIE. AFEORARG—EMEERT HRTEL IZFE
Hehd,

—

F—A XKL, FEESHELLT. AFHE. £ 4 &
(L)mE(). 5 £()PEE)RV(Q)NE(). F6 &
MERG(2). $7 %. £8 £(QAWIZE 9 ENHEF 12
EETAREFCHLTRHTEIENTE D,
FARHENEELERL . RITEEEFELLGCA
Sfi5a. T4 EKIE, AFE, #5 £(@)HE(E)R
U(g). 6 £. 57 %, #£8 £(2). HLWIZE9I &M
EE 12 EET—HAMABICHLTHRFFT I EMNTSE
%, L. ZMESZHUTEZOEDICE Y T—4
BHEDTRTOEMEHZEL. TORELLTT—
AHEEDEFIRVEB LI SR CBEER. 205
B, TAEREFEIALDEEE LHAMEICH L TR
T B ENTES,

Page 47 of 66



obligations of the data exporter by contract or by
operation of law, as a result of which it takes on the
rights and obligations of the data exporter, in which
case the data subject can enforce them against
such entity.

3.  The data subject can enforce against the sub-
processor this Clause, Clause 5(a) to (e) and (g),
Clause 6, Clause 7, Clause 8(2), and Clauses 9 to 12,
in cases where both the data exporter and the data
importer have factually disappeared or ceased to
exist in law or have become insolvent, unless any
successor entity has assumed the entire legal
obligations of the data exporter by contract or by
operation of law as a result of which it takes on the
rights and obligations of the data exporter, in which
case the data subject can enforce them against
such entity. Such third-party liability of the sub-
processor shall be limited to its own processing
operations under the Clauses.

4.  The parties do not object to a data subject being
represented by an association or other body if the
data subject so expressly wishes and if permitted

by national law.

Clause 4 Obligations of the data exporter
The data exporter agrees and warrants:

(a) thatthe processing, including the transfer itself, of
the personal data has been and will continue to be
carried out in accordance with the relevant

provisions of the applicable data protection law
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(b)

(c)

(d)

(e)

(f)

(and, where applicable, has been notified to the
relevant authorities of the Member State where the
data exporter is established) and does not violate
the relevant provisions of that State;

that it has instructed and throughout the duration
of the personal data-processing services will
instruct the data importer to process the personal
data transferred only on the data exporter’s behalf
and in accordance with the applicable data
protection law and the Clauses;

that the data importer will provide sufficient
guarantees in respect of the technical and
organisational security measures specified in
Appendix 2 to this contract;

that after assessment of the requirements of the
applicable data protection law, the security
measures are appropriate to protect personal data
against accidental or unlawful destruction or
accidental loss, alteration, unauthorised disclosure
or access, in particular where the processing
involves the transmission of data over a network,
and against all other unlawful forms of processing,
and that these measures ensure a level of security
appropriate to the risks presented by the
processing and the nature of the data to be
protected having regard to the state of the art and
the cost of their implementation;

that it will ensure compliance with the security
measures;

that, if the transfer involves special categories of

data, the data subject has been informed or will be
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informed before, or as soon as possible after, the T—AERDEFORELRAFULDLANILOREEZR
transfer that its data could be transmitted to a third HTIBEALDNBEICL>TEESND L,
country not providing adequate protection within O teH@x(OnE()zETsocL.
the meaning of Directive 95/46/EC;
(g) to forward any notification received from the data
importer or any sub-processor pursuant to Clause
5(b) and Clause 8(3) to the data protection
supervisory authority if the data exporter decides to
continue the transfer or to lift the suspension;
(h) to make available to the data subjects upon
request a copy of the Clauses, with the exception of
Appendix 2, and a summary description of the
security measures, as well as a copy of any
contract for sub-processing services which has to
be made in accordance with the Clauses, unless
the Clauses or the contract contain commercial
information, in which case it may remove such
commercial information;
(i) that, in the event of sub-processing, the processing
activity is carried out in accordance with Clause 11
by a sub-processor providing at least the same
level of protection for the personal data and the
rights of data subject as the data importer under
the Clauses; and

(j) that it will ensure compliance with Clause 4(a) to

@0).

BH5F TAMABOERD

T—AEHEEL UTOBREBEITEEL. ChERiET 5.

The data importer agrees and warrants: (a) F—EBEED=HIZDH, MDD, T—2EHBEOIETR
RURFEIR>TEAAT—2Z20ETE L, BHD
M ZfH T INEETFTEHENEE, BOMNIIhE

Clause 5 Obligations of the data importer
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(a)

(b)

(c)

(d)

to process the personal data only on behalf of the
data exporter and in compliance with its
instructions and the Clauses; if it cannot provide
such compliance for whatever reasons, it agrees to
inform promptly the data exporter of its inability to
comply, in which case the data exporter is entitled
to suspend the transfer of data and/or terminate
the contract;
that it has no reason to believe that the legislation
applicable to it prevents it from fulfilling the
instructions received from the data exporter and its
obligations under the contract and that in the event
of a change in this legislation which is likely to have
a substantial adverse effect on the warranties and
obligations provided by the Clauses, it will promptly
notify the change to the data exporter as soon as it
is aware, in which case the data exporter is entitled
to suspend the transfer of data and/or terminate
the contract;
that it has implemented the technical and
organisational security measures specified in
Appendix 2 before processing the personal data
transferred;
that it will promptly notify the data exporter about:
any legally binding request for disclosure of
the personal data by a law enforcement
authority unless otherwise prohibited, such as
a prohibition under criminal law to preserve
the confidentiality of a law enforcement
investigation;

any accidental or unauthorised access; and
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(e)

(f)

(9)

(h)

iii. any request received directly from the data
subjects without responding to that request,
unless it has been otherwise authorised to do (h)
SO;

(i)
to deal promptly and properly with all inquiries from
the data exporter relating to its processing of the )
personal data subject to the transfer and to abide
by the advice of the supervisory authority with
regard to the processing of the data transferred;
at the request of the data exporter to submit its
data-processing facilities for audit of the
processing activities covered by the Clauses which
shall be carried out by the data exporter or an
inspection body composed of independent
members and in possession of the required
professional qualifications bound by a duty of
confidentiality, selected by the data exporter, where
applicable, in agreement with the supervisory
authority;
to make available to the data subject upon request
a copy of the Clauses, or any existing contract for
sub-processing, unless the Clauses or contract
contain commercial information, in which case it
may remove such commercial information, with the
exception of Appendix 2 which shall be replaced by
a summary description of the security measures in
those cases where the data subject is unable to
obtain a copy from the data exporter;
that, in the event of sub-processing, it has

previously informed the data exporter and obtained

its prior written consent;
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(i)

()

that the processing services by the sub-processor
will be carried out in accordance with Clause 11;

to send promptly a copy of any sub-processor
agreement it concludes under the Clauses to the

data exporter.

Clause 6 Liability

The parties agree that any data subject, who has
suffered damage as a result of any breach of the
obligations referred to in Clause 3 or in Clause 11 by
any party or sub-processor is entitled to receive
compensation from the data exporter for the
damage suffered.

If a data subject is not able to bring a claim for
compensation in accordance with paragraph 1
against the data exporter, arising out of a breach by
the data importer or his sub-processor of any of
their obligations referred to in Clause 3 or in Clause
11, because the data exporter has factually
disappeared or ceased to exist in law or has
become insolvent, the data importer agrees that
the data subject may issue a claim against the
data importer as if it were the data exporter, unless
any successor entity has assumed the entire legal
obligations of the data exporter by contract of by
operation of law, in which case the data subject can
enforce its rights against such entity.

The data importer may not rely on a breach by a
sub-processor of its obligations in order to avoid its

own liabilities.
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3.  If a data subject is not able to bring a claim against FHREHBZENIH L THERETET S ENTED,
the data exporter or the data importer referred to in BRERAEXBORER. ARRCESCEHORVERTH

paragraphs 1 and 2, arising out of a breach by the ISRY 5L OISRES 1S,

sub-processor of any of their obligations referred to
in Clause 3 or in Clause 11 because both the data
exporter and the data importer have factually
disappeared or ceased to exist in law or have
become insolvent, the sub-processor agrees that
the data subject may issue a claim against the
data sub-processor with regard to its own
processing operations under the Clauses as if it
were the data exporter or the data importer, unless
any successor entity has assumed the entire legal
obligations of the data exporter or data importer by
contract or by operation of law, in which case the
data subject can enforce its rights against such
entity. The liability of the sub-processor shall be
limited to its own processing operations under the

Clauses.

%7 % ERUHENEE

L FABAER. FAERNTF—AHAZCHLTE
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Clause 7 Mediation and jurisdiction

1. The data importer agrees that if the data subject
invokes against it third-party beneficiary rights

and/or claims compensation for damages under

the Clauses, the data importer will accept the EBFIC L BIEICAT o,
decision of the data subject: (b) HBEI2E, T—AREENFEST Z2MBEEDH
(a) torefer the dispute to mediation, by an HIFFIC & HEHAHT 2 &

2. WMEEFEF., T2 ERICLDBREERNZS XITERE
ERDETDOMDBREICH > THEREITD ODRKHIE
FIRIFFREL L DEFIDTEEGF RN EIZERT .

independent person or, where applicable, by

the supervisory authority;
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(b) to refer the dispute to the courts in the Member
State in which the data exporter is established.
The parties agree that the choice made by the data
subject will not prejudice its substantive or
procedural rights to seek remedies in accordance

with other provisions of national or international law.

Clause 8 Cooperation with supervisory authorities

1.

The data exporter agrees to deposit a copy of this
contract with the supervisory authority if it so
requests or if such deposit is required under the
applicable data protection law.

The parties agree that the supervisory authority has
the right to conduct an audit of the data importer,
and of any sub-processor, which has the same
scope and is subject to the same conditions as
would apply to an audit of the data exporter under
the applicable data protection law.

The data importer shall promptly inform the data
exporter about the existence of legislation
applicable to it or any sub-processor preventing
the conduct of an audit of the data importer, or any
sub-processor, pursuant to paragraph 2. In such a
case the data exporter shall be entitled to take the

measures foreseen in Clause 5(b).

Clause 9 Governing law

The Clauses shall be governed by the law of the Member

State in which the data exporter is established, namely ...
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Clause 10 Variation of the contract

The parties undertake not to vary or modify the Clauses.
This does not preclude the parties from adding clauses
on business related issues where required as long as

they do not contradict the Clause.

Clause 11 Sub-processing

1. The data importer shall not subcontract any of its
processing operations performed on behalf of the
data exporter under the Clauses without the prior
written consent of the data exporter. Where the
data importer subcontracts its obligations under
the Clauses, with the consent of the data exporter, it
shall do so only by way of a written agreement with
the sub-processor which imposes the same
obligations on the sub-processor as are imposed
on the data importer under the Clauses. Where the
sub-processor fails to fulfil its data protection
obligations under such written agreement the data
importer shall remain fully liable to the data
exporter for the performance of the sub-processor’s
obligations under such agreement.

2. The prior written contract between the data
importer and the sub-processor shall also provide
for a third-party beneficiary clause as laid down in
Clause 3 for cases where the data subject is not
able to bring the claim for compensation referred to
in paragraph 1 of Clause 6 against the data
exporter or the data importer because they have
factually disappeared or have ceased to exist in law

or have become insolvent and no successor entity
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has assumed the entire legal obligations of the
data exporter or data importer by contract or by
operation of law. Such third-party liability of the
sub-processor shall be limited to its own processing
operations under the Clauses.

The provisions relating to data protection aspects
for sub-processing of the contract referred to in
paragraph 1 shall be governed by the law of the
Member State in which the data exporter is
established.

The data exporter shall keep a list of sub-
processing agreements concluded under the
Clauses and notified by the data importer pursuant
to Clause 5(j), which shall be updated at least once
a year. The list shall be available to the data

exporter’'s data protection supervisory authority.

Clause 12 Obligation after the termination of personal

data-processing services

The parties agree that on the termination of the
provision of data-processing services, the data
importer and the sub-processor shall, at the choice
of the data exporter, return all the personal data
transferred and the copies thereof to the data
exporter or shall destroy all the personal data and
certify to the data exporter that it has done so,
unless legislation imposed upon the data importer
prevents it from returning or destroying all or part of
the personal data transferred. In that case, the data

importer warrants that it will guarantee the
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confidentiality of the personal data transferred and
will not actively process the personal data
transferred anymore.

2. The data importer and the sub-processor warrant
that upon request of the data exporter and/or of the
supervisory authority, it will submit its data-
processing facilities for an audit of the measures

referred to in paragraph 1.

On behalf of the data exporter:
Name (written out in full): ...
Position: ...

Address: ...

Other information necessary in order for the contract to

be binding (if any):

Customer’s Stamp

Customer’s binding signature:

On behalf of the data importer:
Name:
Position:

Address: c/o Celonis SE, Theresienstr. 6, 80333 Munich,

Germany
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Appendix1

to the Standard Contractual Clauses

This Appendix forms part of the Clauses and must be

completed and signed by the parties

The Member States may complete or specify, according
to their national procedures, any additional necessary

information to be contained in this Appendix

Data exporter

The data exporter is (please specify briefly Your activities

relevant to the transfer):

Data importer

The data importer is acting as a subprocessor of Celonis
SE or one of its affiliated legal entities (each the “Celonis
Contracting Entity”), which is providing the data exporter
with a cloud software solution in the field of process

mining.

In this respect, the data importer’s personnel will operate
the cloud infrastructure remotely in particular to cover
24/7 operations, handle support questions of employees
of data exporter on behalf of the respective Celonis
Contracting Entity and insofar may have access to
personal data related to the data importer’s instance of
the cloud services and create and process support ticket

data. Where explicitly requested by data exporter's
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personnel, data importer may “shadow” users and
therefore see contents of the data exporter’s analysed

source system data.

Data subjects
The personal data transferred concern the following

categories of data subjects (please specify):

Employees of the data exporter, customers or suppliers of
data exporter. Further data subjects or categories of

subjects may be agreed by the parties.

Categories of data
The personal data transferred concern the following

categories of data (please specify):

Name, user name /[ID, log and protocol data, business
contact information such as telephone and e-mail and

address data.

Special categories of data (if appropriate)

The personal data transferred concern the following

special categories of data (please specify):

Not applicable

Processing operations

The personal data transferred will be subject to the

following basic processing activities (please specify):

Provision of support services, ticketing of support
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requests, “shadowing” of users upon their explicit request,
administration services related to cloud service hosting

and operation

DATA EXPORTER

Name: ..
Authorised Signature ...

DATA IMPORTER
Name:

Authorised Signature:

Appendix 2 - to the Standard Contractual Clauses

This Appendix forms part of the Clauses and must be

completed and signed by the parties.

Description of the technical and organisational security
measures implemented by the data importer in

accordance with Clauses 4(d) and 5(c):

1. Confidentiality

1.1 Entry control

|X| Locked building

|X| Locked offices

|X| Mechanical security locking system

|X| Documented key issuance

|X| Secure areas only accessible for employees with

Key Card
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|X| Locked server rooms with entry control

|X| Locked server cabinets

|X| Electronic entry control

|X| Daily security service for offices and building

|X| Monitoring of all visitors during their stay in the office

1.2. Access control
|X| Personalized user

|X| Password convention with a complex password and

a minimum number of characters

|X| Central authentication with a user name and

password

|X| Access blocked after too many incorrect password

entries
|X| Encrypted notebooks
|X| A secure line connection for external access

|X| Use of an up-to-date firewall

1.3 Usage control
|X| Role-based authorization process

|X| Application-specific authentication with user name

and password
|X| Logging user usage
|X| Encryption of mobile data media

|X| Allocation of authorizations only after approval by

the data owner
|X| Protected storage of data media
|X| Destruction of paper documents in compliance with

data protection law

Cloud Service Agreement (May 2021)
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|X| Administrative users are kept to a minimum and

documented.

1.4 Pseudonymization

|X| Pseudonymization takes place immediately upon

request by the client.

1.5 Separation control
|X| Client separation within the data processing system

|X| Separation of productive and test systems

2. Integrity

2.1 Transmission control

|X| VPN connections

|X| The use of private storage media is prohibited

|X| Special protection when physically transporting

data media

2.2 Input control

|X| Traceability when assigning, changing and deleting

user authorizations

2.3 Contractual order control
|X| Documentation of processing activities
|X| Careful selection of processors

|X| No use of processors who have not entered into

agreement pursuant to Article 28 GDPR
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|X| Written agreement with the processor on the data

protection minimum standard
|X| Appropriate monitoring of the processor

|X| Assuring compliant destruction or return of the data

upon completion of the assignment

3. Availability and reliability

|X| Routine documented patch management for end

servers

|X| Routine documented patch management for end

devices

|X| Downloading security-critical patches within 72

hours
|X| Data storage on storage system
|X| Uninterrupted power supply

|X| Early fire detection

4. Procedure for routine review, dassessment, and

evaluation
|X| Appointment of a data protection officer

|X| Routine documented training of employees

involved in data processing
|X| Routine auditing of the procedures

|X| Routine review of the latest technical standards

pursuant to Article 32 GDPR
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DATA EXPORTER
Name: ..

Authorised Signature ...
DATA IMPORTER
Name:

Authorised Signature:
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