celonis

Master Services Agreement — Celonis SE

THIS MASTER SERVICES AGREEMENT GOVERNS YOUR
ACCESS TO AND USE OF THE SERVICES. CAPITALIZED
TERMS HAVE THE DEFINITIONS SET FORTH HEREIN. BY (1)
CHECKING A BOX INDICATING YOUR ACCEPTANCE, (2)
EXECUTING AN ORDER FORM THAT REFERENCES THIS
AGREEMENT, OR (3) USING THE SERVICES IN WHOLE OR IN
PART, YOU AGREE TO BE BOUND BY THESE TERMS AND
CONDITIONS. IF YOU DISAGREE, YOU DO NOT HAVE THE
RIGHT TO USE THE SERVICES. IF THE INDIVIDUAL
ACCEPTING THIS AGREEMENT IS ACCEPTING ON BEHALF OF
A COMPANY OR OTHER LEGAL ENTITY, SUCH INDIVIDUAL
REPRESENTS THAT THEY HAVE THE AUTHORITY TO BIND
SUCH ENTITY TO THESE TERMS AND CONDITIONS, IN
WHICH CASE THE TERM “YOU” SHALL REFER TO SUCH
ENTITY. THISAGREEMENT IS EFFECTIVE AS OF THE EARLIER
OF (A) YOUR INITIAL ACCESS TO THE SERVICE OR (B) THE
EFFECTIVE DATE OF THE FIRST ORDER FORM REFERENCING
THIS AGREEMENT (“EFFECTIVE DATE”).

1. Definitions

All definitions used in the Agreement are specified in Annex
A.

2. Agreement and Scope

2.1 These Terms, together with any accepted Order
between You and Us,, comprise the Agreement between
You and Us. The Agreement governs Your access to and use
of the Services specified in the applicable Order, which may
include Cloud Service, Online Training Cloud, Support
Services and/or Professional Services.

2.2 The additional terms set out in Annex B apply to
Our provision of Professional Services and Annex C is the
Data Processing Agreement.

3. Delivery

3.1 Following the execution of an Order for the
Cloud Service, We shall provide You via e-mail with all
information required for You to access and use the Cloud
Service.

3.2 Where You order Cloud Service of the type
“Digital Consulting Blocks” or a similar product without a
separate Order, Your order placed online will be “the
Order,” and no automatic Order renewals in accordance
with Section 9.1 shall apply.

4, Support Services and Service Levels

4.1 We shall provide the Cloud Services in
accordance with the Service Level Agreement.

4.2 We provide Support Services as part of the Cloud
Service and these Support Services are described in the
Support Services Description, which forms part of the
Agreement. Where Online Training Cloud is specified within
the Order, the Support Services provided for the Online
Training Cloud are described in its respective
Documentation.
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FeHepanbHoe CornaleHune 06 okasaHumm ycnyr - Celonis SE

HACTOALEE TEHEPAZIbHOE COITALUEHWME OB OKA3AHWW YCIIYT PETYJIMPYET
BAL AOCTYN K YCIYTAM W MOJIB30BAHVE UMW, TEPMWHbI, HAMUCAHHbIE C
3AT/IABHOM  BYKBbl WUMEIOT 3HAYEHWA, [OAHHBIE WM B HACTOAWEM
COMNALWEHMW. ECIM Bbl: (1) MOCTABMIM OTMETKY B KBAAPATE, OBO3HAYAA
STUM NPUHATUE BAMW YCNIOBWUWA, (2) NOANUCANIN ®OPMY 3AKA3A, B KOTOPON
COOEPHKMTCA  CCbIIKA HA  HACTOALLEE  COMJIALUEHME, WM (3)
BOCMO/b3OBA/INCE YCIYTAMW TIOTHOCTBIO MM B YACTW, TO Bbl, TEM
CAMbIM, COTNNALLIAETECH BbITb CBA3AHHLIMW HACTOALWLMMMK YCNOBUAMMN.
EC/T/ Bbl HE COTJTACHbI C 9TVM, TO Bbl HE BIMPABE MOJIb3OBATbCA YC/TYTAMMW.
ECN  OU3MYECKOE /MUO, TMPUHMMAIOUWIEE  YCNOBMA  HACTOALLENO
COTNAWEHNMA, NPUHUMAET MUX OT WMEHW KOMMAHUWN  WIN UHOTO
FOPMAONYECKOrO NNUA, TO TAKOE ®UM3MYECKOE /INLO MOATBEPXKAAET, YTO
OHO MMEET MPABO CBA3bIBATb TAKOE OPUAMYECKOE /TMLUO OBA3SATE/IbCTBOM
MOAYNHATLCA HACTOAWMM YCIOBUAM, N B 3TOM C/TIYHAE, TEPMUH «Bbl»
BYOET O3HAYATb TAKOE HOPUAMYECKOE /IMUO. HACTOALLEE COIMNALIEHWME
BCTYNAET B CM/1Y B HAMBOJIEE PAHHIOIO 13 CNIEAYIOLWNX JAT: (1) B AATY, KOTAA
Bbl BMEPBbIE MOAYYWUAN AOCTYMN K YCIYTAM WK (2) B AATY BCTYMJ/IEHMA B
CWNY BALLEM NEPBOM ®OPMbI 3AKA3A, KOTOPAS CCbIIAETCA HA HACTOALLEE
COTTALLEHWME («AATA BCTYMNJIEHMA B CUTY»)

1. OnpepeneHna

Bce NoHATUA 1 onpeaeneHuns, MCNob3oBaHHble B AaHHOM CornalleHunm, npuseaeHsi
B [punoxkeHnm A.

2. CornaweHune n coepa ero genicrTema

2.1 HacTosawue Ycnosua Bmecte € N0BbIM COTNACOBAHHBIM U MPUHATHIM
mexay Bamu v Hamm 3akasom npeacTasnsatoT coboit CornaweHne mexay Bamu m
Hamn. OaHnHoe CornaweHue onpenenset ycnosua Bawero goctyna kK Ycayram,
OMMWCaHHbIM B COOTBETCTBYHOLLEM 3aKa3e, W MOMb30BAHUA MMM, U KOTOpble MOryT
BKAto4aTh O6naurbit Cepsuc (Cepsuc 0b6nauHbix AaHHbIx), O6nayHbil CepBuc
oHNalH-06ydeHus, Yenyru Moaaepskkm n/unm MpodeccroHanbHblie Yeayru.

2.2 [ononHuTeNbHble yCNOBUA, N3NOXKEHHbIe B IPUN0KeHUN b, npumeHatoTca
K npegoctasneHnto Hamu MpodeccroHansHbix Yeayr, a MpunosxkerHne B asnsetcs
CornaweHnem 06 ObpaboTke [laHHbIX.

3. MpepoctaenenHne goctyna K Yenyram

3.1 Mocne noanucaHua Bamu 3akasa Ha Mcnosb3oBaHne ObnadHoro Cepsuca
Mbl NpefocTaBnum Bam No 3neKTpoHHOW nouTe BClo MHbOpMaLmMio, Heobxoanmyo
ona poctyna Kk O6nayHomy Cepsucy M ero UCNob30BaHMUA.

3.2 B Tex cnyyanx, Koraa Bbl 3akasbiBaeTe O61auHbIN CepBuc TMNa «Lndposble
BnoKkM KoHCynbTaumin» UAM MHOW aHANOMMYHbIA NPoAayKT 6e3 oTAenbHOro 3akasa,
Baw 3aKkas, pasmelleHHbli OHMalH, OyaeT cyMTaTbCs «3aKaszom», U HUKaKue
aBTOMaTMyeckne O6HOBNEHWMA 3akasa cornacHo Pasgeny 9.1 npumeHeHuo He
noanexart.

4, Ycnyru Nopnepxkn n Yposuu Cepsuca

4.1 Mbl npeaocTtasnsem O6nauHbie Cepsuchl B COOTBETCTBMM ¢ CornalleHmem
06 YpoBHe O6cnyKmBaHumA.

4.2 Mbl npegocTtasasem Ycayrm Moaaepkku kKak yacts ObnauHoro Cepsuca, 1
AaHHble Ycnyrn MoaaepXkn onmcanbl B OnucaHum Ycnyr lNoanepskku, Kotopoe
ABNAETCA YacTblo HacToAwero Cornawenuna. B cnyyae, korga Ob6nayHbin Cepsuc
OHnarH-ObyyeHna ynoMmaHyT B 3akase, Ycayru Noaaepskku, npeaoctaBnsaemsie ans
O6nayHoro Cepsuca OHNalH-Oby4YeHMs, ONUCLIBAIOTCA B CBOEM COOTBETCTBYHOLLEN
[JokymeHTaumm.



5. Your Access Rights and Obligations

5.1 You are granted a non-transferable right to use
and access the Cloud Service and any non-Celonis
Application identified in the Order, during the Subscription
Term, for Your own and Your Affiliates” internal purposes
(which specifically excludes any analysis of data from third-
party source systems), unless otherwise stated in the
applicable Documentation for such Cloud Service. Use of
the On-premise Component (where applicable) is limited to
use with its associated Cloud Service, and may not be
modified or altered in any way except by Us; provided,
however, that to the extent any third party content is
included in the On-premise Component and is
accompanied by its own license terms, those terms shall
control with respect to such content. Full functionality and
interoperability of the On-premise Component may not be
attainable without use of the most current version made
available by Us.. You are responsible for all acts and
omissions in breach of the Agreement by Users and
Affiliates. As between You and Us, We are and remain
exclusive owners of all rights (including without limitation
the Proprietary Rights) in and to the Services.

52 Your use of the Services shall be limited in
accordance with the metrics in the applicable Order.
Definitions of the metrics are contained in the Metrics
Definition, which is incorporated by reference. In addition,
You shall comply with the terms of service of any Non-
Celonis Application., as included within the applicable
Order.

5.3 With respect to the Cloud Service and/or any
Non-Celonis Application, You (i) are solely responsible for
making available interfaces to Your Customer Data and for
uploading such Customer Data thereto; (ii) are solely
responsible for procuring and maintaining Your network
connections and telecommunications links and all
problems, conditions, delays and delivery failures arising
from or relating to such network connections or
telecommunications links; and (iii) will maintain adequate
security standards for Your Users’ access and use thereof,
and will use all reasonable efforts to prevent any
unauthorized access or use thereof, and, in the event of
any such unauthorized access or use, promptly notify Us.

5.4 You will not during the course of the use of the
Cloud Service or any Non-Celonis Application, upload,
input, access, store, distribute or transmit any Malware, nor
any material, including without limitation Customer Data,
thatis Inappropriate Content. We reserve the right, without
liability to You and without prejudice to Our other rights, to
(i) disable Your access to any material that breaches the
provisions of this Section; (ii) remove and delete any
content where, in Our sole and reasonable discretion, We
suspect such content to be Inappropriate Content; and/or
(iii) terminate the Agreement for material breach in
accordance with Section 9. You agree to defend, indemnify
and hold Us and Our Affiliates harmless from and against
any and all claims, losses, damages, expenses and costs,
including without limitation reasonable court costs and
legal fees, arising out of or in connection with Your breach
of this Section.

5.5 You will not (i) copy, translate, or otherwise
modify or produce derivative works of all or parts of the
Cloud Service or any Non-Celonis Application, it being
understood that You will be entitled to copy the
Documentation and materials accompanying the Cloud
Service and make use of the Celonis Schema (as defined and
described below) as is reasonably required for Your internal
purposes; (ii) access or use the Cloud Service in breach of
applicable laws or for any illegal activities, including without
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5. Bawwu npaea n 06A3aHHOCTY, CBA3AHHbIE C 4OCTYNOM

5.1 Bbl nonyyaeTe HenepeycTynaemoe Npaso gocTtyna K O61ayHomy Cepsucy
M NpaBO €ero WCMoAb30BaHWA, a TaKXe HemnepeycTynaemoe npaBo AOCTyna M
MCNoNb30BaHUA K Nt0BOMY yKasaHHOMY B 3akase He lMpuHaanexaliemy KomnaHum
Celonis MpunoxeHuto B TedyeHne Cpoka Moanuncku Ans Balmx cobCcTBEHHbIX HYXA, U
coBCTBEHHBIX HYX/A Bawmx AddunmposaHHbIX /UL, (4TO, B YAaCTHOCTU, WUCKAOYAET
KaKon-NMbo aHann3 AaHHbIX U3 CUCTEM WCTOYHMKOB TPETbUX /IUL), €CU UHOe He
yKaszaHo B JlOKymeHTauuu, npumeHUmMon K Takomy O6nayHomy Cepsucy.
Mcnonb3oBaHue JlokanbHOro KOMNoHeHTa (ecau 3To NPUMEHUMO) OrpaHUYeHo ero
MCNoNb30BaHWEM TONIbKO BMECTe C COOTBETCTBYOWMM emy ObnauHbim CepBUcom m
OH HVMKOMM 06pa3om He MOXKeT ObiTb MOANDULMPOBAH MK UBMEHEH HUKEM Kpome
Hac npun ycnosumu, 4To B TOM CTENEHN B KOTOPOW B JTIOKaNbHbI KOMMNOHEHT BKAOYEH
KOHTEHT 11060V TPeTbe CTOPOHBI U MPK STOM OH 3aLUMLLEH PACNPOCTPAHALWMMUCA
Ha Hero NNLEH3NOHHbIMK YCNOBUAMM, TaKMe YCAOBUA B UX MPUMEHEHUN K TaKoMy
KOHTEHTY MMelT MNpeumyllecTBeHHyto cuny.  MonHaa  GyHKUMOHANbHOCTb W
COBMECTUMOCTb JIoKanbHOro KOMMOHEHTa MOXeT OblTb He AOCTUTHYTa, ecnn He
MCNONb3yeTCA ero camad NocnegHAa NpefocTaBieHHasa Hamu BepcuA. Bbl HeceTe
OTBETCTBEHHOCTb 3a Atobble AelcTBMA u OesfeiicTeMe, NOBAEKLWME HapylleHne
AaHHoro CornaweHuns Kakumu-nnbo TMonbsosatenamu u  AdduampoBaHHbIMK
Jinuamn. B oTHoweHnAx mexagy Bamu u Hamm Mbl ABnaemca - octaemca
3KCK/I03MBHBIMW COBCTBEHHWKAaMM BCeX MpaB (BKAKOYaA, B TOM 4Mcie, npasa Ha
NHTennekTyanbHyto COBCTBEHHOCTL) B OTHOLIEHUM YCAyr.

5.2 Mcnonb3oBaHue Bamu Yenyr orpaHnyeHo B COOTBETCTBMM C NapameTpamm
npuMeHnMmoro  3akasa. OnpefieneHns  TakMX MNapamMeTpoB COAep:KaTcA B
OnpeneneHun [MapameTpoB, KOTOPOE CYMTAETCA BK/IIOYEHHbIM B HaCToALLee
CornalweHve nocpeacTBOM CCbIKM Ha Hero.  Kpome 3Toro, Bbl 0bsA3yeTech
cobntoaatb ycnosma UCnonb3oBaHua Bcex He lMpuHagnexawmx komnavumn Celonis
MPUNOKEHWIA, BKIOYEHHbIX B COOTBETCTBYOLWMIA 3aKas.

53 B oTHoweHnn O6nayHoro Cepsuca mu/mam noboro He MpuHagnesxallero
KomnaHuu Celonis Mpunosxkerus Bol: (i) HeceTe eAMHONMYHYIO OTBETCTBEHHOCTb 3a
noAKAtoYeHve nHTepdeicos K Bawmnm KnneHTckMm [JaHHbIM W 3a 3arpysky B HUX
Takux KnueHTckmx [aHHbix; (i) HeceTe eaMHONMYHYHO OTBETCTBEHHOCTb 3a
obecneyerne " noaaepaHune Bawwnx  ceTeBbIx NoAKNYEHW n
TENIEKOMMYHWKALMOHHbIX CBA3ENM, a TaKKe 3a Bce Npobnembl, YCA0BUA, 3a4EPHKKM,
cbon [L0CTaBKM, MPOUCXOAALLME M3-33 MAM OTHOCALLMECA K NOAOGHBIM CeTeBbiM
NOAKNIOYEHMAM  WAM  TENEeKOMMYHUKALMOHHBIM  cBA3AM; W (i) 0b6A3aHbI
noAfepKMBaTh afeKksaTHble CTaHAapTbl 6es3onacHocTM Ana  goctyna  Bawwux
Monb3osaTteneit M mcnonbosaHua umu O6nauHoro Cepsuca W/WAM yKa3aHHOrO
MpunoxeHna, npunaraTb BCE pasyMHble YCUAWA, ANA TOro 4Tobbl NPeaoTBpaTUTL
NoboVt HeCaHKUMOHMPOBAHHBIA A0CTYN K HWUM WAM WX HEeCaHKLMOHMPOBAHHOE
MCNoNb3oBaHWe, a B C/lydae NOAO6HOrO HecaHKLMOHMPOBAHHOTO AOCTyNa wau
MCNONb30BaHWA, He3ameaNNTeNbHO NPorMHdOpMKpoBaTL 06 aTom Hac.

5.4 B TeueHune Bcero Bpemenu, noka Bel nonb3yetecs O6n1ayHbim CepBrcom,
nnu nobbim He MpuHagnexawmm komnaHum Celonis MpunoskeHnem Bbl He J0XKHbI
3arpy»atb, BBOAMTb, MOAKAOYATb, XPaHWTb, PACMPOCTPaHATb WAW NepenasaTb
HWKakoe BpepoHocHoe [lporpammHoe ObecneyeHve U HWKaKMe MaTepuasnsl,
BK/tOYAA, B TOM 4uncne, KaneHtckune [laHHble, KOTOpble ABAAOTCA HeaonyCcTMmMbim
KoHTeHTOM. Mbl ocTaBnfem 3a coboit NpaBo, He HecA HUKAKOW OTBETCTBEHHOCTU
nepea Bamu v He yuwemnas Haww npoyve npasa (i) 3a610KkMpoBaTh Baw AocTyn K
NtoboMy maTepmany, KOTOpbI HapyLaeT NoNOKeHWA AaHHoro Pasgena; (ii) ybpatb u
yAanuTb Ntoboi KOHTEHT, B KOTOpOM Mo Hawemy coBCTBEHHOMY pasymHOMY
ycmoTpeHutio Mol npeanonaraem Haaudve Heponyctumoro KowtedTa; m/wnum (iii)
pacToprHyTb CornalleHue ns-3a ero CywecTBEHHOro HapylweHWs B COOTBETCTBUM C
Pasgenom 9. Bbl cornalaerecs 3aLmiath Hac, npuHMMaTh Ha ceba 0TBETCTBEHHOCTb
nepes TpeTbUMM AML@MK 3a Hac, ocBoboxKAaTb Hac OT OTBETCTBEHHOCTU B Cayyae
NoBbIX NpeTeH3uit, yObITKOB M yuepba, pacXxo4oB W U3LEPXKEK, BKAOYaA, B TOM
ynucne, pasymHble cyaebHble WM34EPXKKM WM pacxodbl Ha topuandeckue ycayru,
NpouCTeKatoLLMe 13 AN B CBA3M C Bawmm HapyweHnem aaHHoro Pasaena.

5.5 Bbl He b6yaeTe (i) KonupoBaTb, MepeBOAWTb MAWM KaKMM-TO obpasom
MOAMPULMPOBATL WAM  CO34aBaTb MPOM3BOAHbIE MPOAYKTbI  NMtobbIX  YacTeit
O6nauyHoro Cepsuca n He MpuHaanexauiero komnanum Celonis MpuaoxkeHus, npu
3TOM npeanonaraetcs, 4to Bbl BysneTe BNpaBe KONMPOBaTb COMPOBOAMTENBHYIO
[lokymeHTaumio 1 matepuansl gna ObnayHoro Cepsuca v Mcnonb3osaTb Cxemy
KomnaHuu Celonis (Kak TOT TepMUH OnNpefeneH W ONUCaH HWKe) pPasyMHo
HeobxoanMmyto ana Balwmx BHYTPeHHUX npoueccos; (i) noakntouateea k O6nayHomy
CepBuCy UMM MCMNOAB30BATL €70 B HapYLLIEHWE MPUMEHVMMbIX NPABOBLIX HOPM UAW ANA
NoboVt He3aKOHHOM AEeATEeNbHOCTU, BKKOYAA, MOMMMO MpPOYero, nepemelleHue



limitation to transfer data and information which is illegal
or in breach of third-party Proprietary Rights; (iii)
disassemble, reverse engineer, decompile, place at risk or
circumvent the functionalities, performance, and/or the
security of the Cloud Service; (iv) access all or any part of
the Cloud Service in order to build a competitive and/or
similar product or service; or (v) determine whether the
Services are within the scope of any patent.

5.6 We will have the right to temporarily restrict
Your access to the Cloud Service, if We in Our reasonable
judgment deem it likely that Your use of the Cloud Service
will have negative effects on the Cloud Service, and that
immediate action is required in order to limit or prevent
damage. We shall promptly inform You of any such
restriction and, where reasonable to do so, We shall
provide such information in advance.

5.7 We may, at our discretion, make available to You
Cloud Service-related scripts, schema and/or code that can
be used to create process analysis implementations for the
Cloud Service platform (collectively, the “Celonis Schema”).
Where Celonis Schema are made available to You, You are
granted for the relevant Subscription Term a limited, non-
exclusive, revocable license to use and modify the Celonis
Schema for purposes of implementing Your permitted use
of the Cloud Service. As between You and Celonis, You will
be owner of all right, title and interest in and to any
modifications You make to the Celonis Schema, subject,
always, to Our underlying ownership interest in and to all of
the Services from which Your modifications derive.

5.8 We are entitled to integrate technical features
into the Cloud Service which allow Us to verify Your
compliance with the limitations in this Agreement and/or
Your Order. For clarity, no Customer Data shall be visible to
Us in this context. Further, We may audit Your use of the
Cloud Service in order to establish whether the use of the
Cloud Service is in accordance with this Agreement, at Our
own cost, by providing You seven (7) days’ prior written
notice. We may ask a qualified third party, who will be
obliged to maintain confidentiality, to perform the audit.
Where We notify You of a non-compliance with the
Agreement and/or Your Order limitations, including any
overuse, We may work with You to seek to reduce Your
overuse so that it conforms to Your Order. If You are unable
or unwilling to abide by the Order limitations, You will pay
any invoice for excess usage or execute an Order for
additional Services. Our acceptance of any payment shall be
without prejudice to any other rights or remedies We may
have under the Agreement or applicable law.

6. Fees and Payment

6.1 Where your Order is directly with Celonis,

i (a) We will invoice the Subscription Fees annually
in advance; and (b) unless otherwise agreed upon in the
Order, all payments are due in full without deduction or set-
off within 30 (thirty) days of the date of Our invoice.

il The Subscription Fees are non-refundable and
do not include Taxes and You are responsible for all Taxes.
If We are required to pay Taxes based on the Services
provided under these Terms, then such Taxes shall be billed
to and paid by You. If a deduction or withholding is required
by law, You shall pay such additional amount and will
ensure that the net amount received by Us equals the full
amount which We would have received had the deduction
or withholding not been required. This Section shall not
apply to Taxes based on Our income.
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OaHHBIX WM MHOOPMALMKM, eciu 3TO He3aKOHHO WAM HapyllaeT npasa Ha
NHTennekTyanbHyto CobcTBeHHOCTb TpeTbux auuy; (i) npoussoguts pasbopky,
obpaTtHoe MPOeKTUPOBaHWE, AEKOMNUAALMIO, NOABepraTb PUCKY WaM 06X04UTb
bYHKLUMKM, NPOU3BOAUTENBHOCTL M/Man 3aumty ObnadHoro Cepsuca; (iv) noaydats
[0CTyn M 06palaThCa K KakUM-NMBO oTaenbHbiM Yactam O6nayHoro Cepsuca c
LLeIbl0 MOCTPOEHUA KOHKYPUPYIOWETO WM/UAW CXOMKero NpoAyKTa waun ycayru; (v)
onpeaenaTb, HaXOAATCA M YCYTN NOJ, OXPaHOM Kakoro-ambo nateHTa.

5.6 Y Hac ecTb nNpaBO BpeMeHHO orpaHuyMBaTb Baw goctyn k Ob6nayHomy
Cepsucy, ecnn no Hawemy 060CHOBaHHOMY CyKAeHMIO Mbl CO4TEM BEPOATHBLIM, HTO
Bawe ncnonb3osaHne ObnayHoro Cepsuca byaeT UMeTb HeraTUBHOE BO3AENCTBUE
Ha O6nauHbIt CepBuIC, U YTO TPeBYIOTCA HEOTNOXKHbIE AENCTBUA C LLeNIblo OrPaHUYnTb
WAW  NpefoTBPaTUTL  COOTBETCTBYIOWMI  yuiepb. Mbl  HesameaUTeNbHO
npouHdopmmpyem Bac o nwbom nogobHOM orpaHuyeHun, a Tam, rae 3To
060CcHOBaHHO, Mbl NpeAoCTaBUM TaKyto MHGOPMaLMIO 3apaHee.

5.7 Mbl BMpaBe, NO HalweMmy YCMOTPEHMIO, MpeaocTaBnaTb Bam wpudThl,
CXEMbI W/WAW KOAbI, KOTOPbIE MOTYT MCMOb30BATLCA A4/15 BbINOJHEHWSA NPOLLECCHOMO
aHanmza gns nnatdopmbl ObnauHoro Cepsuca (Bmecte — «Cxema KomnaHum
Celonis”). Ecam Bam npepoctasnsetca Cxema KomnaHum  Celonis, To Ha
COOTBETCTBYHOLWMIA Cpok Moanucku Bbl nonyyaerte OrPaHUYeHHy!to,
HEMCKOUNTENbHYIO OT3bIBHYIO INLEH3UIO HA UCMONb30BaHWE U M3MeHeHue Cxembl
KomnaHum Celonis ana uenei peanvsaummn Bawero paspeweHHOro ncnoab3osaHms
O6nayHoro Cepsuca. B Bawwx oTHoweHuax ¢ komnaHuein Celonis Bbl byaete
coBCTBEHHMKOM BCEX NPaB Ha Ntobble n3meHeHus, npousseaeHHble Bamu B Cxeme
KomnaHwuw Celonis, c y4eTom coxpaHeHusa Hawero 6a3oBoro npasa cobCcTBEHHOCTU Ha
Bce YCNyru, oT KOTOPbIX Ballm 3MeHeHWn ABAAIOTCA NPOU3BOAHbIMM.

5.8 Mbl ynofHOMOuYeHbl MHTerpupoBaTb B ObnayHblit CepBMC TEXHUYECKMe
XapaKTEPUCTMKK, KOTOpble NO3BONAIOT Ham NposepATb cobatogeHne Bamu nMmnTos,
cozepsKalmxca B HactoAlem CornaleHnn u/wam B Bawem 3akase. Bo n3bexaHue
COMHeHWI, B faHHOM cayvae Bce KnueHTckne [laHHble ocTaHyTca ana Hac
HeBuaMMbIMK. [lanee, Mbl BnpaBe 33 CBOM CYeT MPOBOAMUTL MPOBEPKY
ncnonbsosaHua Bamu ObnayHoro Cepsuca, YTOObLI YCTAHOBWUTL, COOTBETCTBYET N
nonb3osaHve ObnayHbim Cepsucom gaHHomy CornalleHuto, Hanpasus Bam
COOTBETCTBYIOLEE yBeAOMeHMe 3a 7 (cemb) AHEN A0 Hayana nposepku. [na
nposefeHna npoBepkM Mbl  BMpaBe NPUrAacUTb  UMelowyto  Heobxoanmyio
KBannuKaLMio TpeTblo CTOPOHY, KoTopaa 6yaeT cBa3aHa obA3aTenbCTBaMu
cobnofienuna KoHouaeHumansHocT. B cnyyasax, Koraa Mbl yBegomnaem Bac o
HecobtoAeHUN NMMKUTOB HacToAwero Cornawenus n/wamn Bawero 3akasa, Bk/toYas
npesbllEHNe AMMUTOB MCNOAb30BaHWA, Mbl Bnpase paboTaTb BMecTe ¢ Bamu ¢
LUenbld  CHU3UTb  MpeBblEeHWe  JWMWUTOB  WUCMOAb30BaHWA A0  YPOBHA,
COOTBETCTBYIOWEro AMmnTam Bawero 3akasa. Ecaum Bbl He B cOCTOAHMM WK He
wenaeTe cobntofaTb MMMUTLI Balwero 3akasa, Bel 6yaeTe AONKHbBI ONAATUTL Halw cyeT
33 MpeBblleHWe JIMMUTOB  UCNOMb30BaHMA MO0  pasmecTMTb 3akas  Ha
OONONHWUTENbHbIE Ycnyrn.  Tpuem Hamu noboro nnateka He 6yaeT ymanatb
HWKaKMe WHble NpaBa WK CPeACTBa 3allMTbl NPas, KOTOPble MOryT nmeTtbea y Hac
cornacHo CornaleHunio v NPYMeHMOMY Npasy.

6. BosHarpamxaeHune n naaterxn

6.1 Ecnun Baw 3akas pasmelleH Hanpsamyto y komnaHum Celonis:

i (a) Mbl eskerogHO aBaHCOM BbICTaB/AAEeM cyeTa Ha ynaaTy ABOHEeHTCKOW
Mnatel 1 (6) ecnn B 3akase He OroBOPEHO WMHOE, BCE MAATEXKW AO/KHbI ObiTb
npousBeeHbl NONHOCTbIO 6e3 BbIYETOB MK 3a4eToB B TedeHue 30 (Tpuauat) gHew
C AaTbl Hawero cyeTa.

ii. ABOHeHTCKasa [naTa He NOANEXWT BO3BpaTy M He BKAoYaeT Hanoru;
OTBETCTBEHHOCTb 3a BCe Hanorn nexut Ha Bac. Ecam ot Hac Tpebyetca ynnatuts
Hanorn B oTHOWeHMKW YCayr, NpefoCTaBNeHHbIX COr1IaCHO HAaCTOALLMM YCNOBUAM, TO
pacxoabl Ha ynnaTy Takumx Hanoros byayT npeabasneHbl Bam u nognexar onnate
Bamu. Ecnm no 3akoHy noTpebyeTca Npon3BeCcTU Kakon-1nbo BbIYET AN yaepKaHve
Hanora, Bbl L0NKHbI ByAeTe ynnaTUTb Ham Takyto LONOAHUTE/IbHYIO CYMMY, C yHETOM
yNAaTbl KOTOPOW YMCTad Cymma, NoayvyeHHas Hamu, pasHanack 6bl NONHON cymme,
KoTopyto Mbl nonyunawm 6bl, ecav 6ol NPOU3BECTM TaKOW BbIYET WK YAEPKaHWE He
Tpebosanock. [aHHbIl Paspen He npumeHsetca K Hanoram, 6asolt 4na KOTopbIx
Aasnaetca Haw goxoAa,.



iii. Without prejudice to any other rights We may
have, if We have not received payment for any overdue
invoice, We shall be entitled to (a) by giving You thirty (30)
days’ prior written notice and without liability to You,
disable Your password, account and access to all or part of
the Cloud Service and We shall be under no obligation to
provide any or all of the Cloud Service while any such
invoice remains unpaid; and/or (b) suspend Professional
Services until all payments due have been made in full.

iv. Without prejudice to any other rights We may
have, if We have not received payment for any overdue
invoices, We may charge You interest at the rate of 1% per
month or lesser if such amountis required by applicable law
on any overdue sums from the due date until the date of
receipt of payment by Us (inclusive).

V. We shall be entitled to adjust the Subscription
Fees with effect from Your next Renewal Term. Where We
increase the Subscription Fees, such increase shall not
exceed 7%.

6.2 If Your Subscription is purchased through an
Authorized Reseller, We may, upon written notice, suspend
Your right to use the Subscription in the event We fail to
receive payment for such Subscription or We confirm that
You have not paid the Authorized Reseller for such
Subscription.

7. Customer Data; Data Protection

7.1 You own all right, title and interest in and to
Customer Data and shall have sole responsibility and
liability for (i) the legality, appropriateness, and integrity of
Customer Data; (ii) the completeness, reliability, accuracy
and quality of Customer Data; (iii) obtaining and
maintaining all necessary licenses and consents required to
use Customer Data, if any; and (iv) Your entering of
Customer Data into the Cloud Service. You acknowledge
that (i) We will not be held responsible in any way for any
Proprietary Right or other rights’ infringement or violation
or the violation of any applicable laws, arising or relating to
such Customer Data and/or communications; and (i) that
any Personal Data contained in Customer Data has been
collected and is maintained in compliance with applicable
Data Protection Laws.

7.2 You grant to Us and Our Affiliates a right; (i) to
use, host, transmit, monitor, manage, replicate, access,
store, and cache Customer Data in connection with
performing our rights and obligations under the
Agreement; and (ii) where necessary, to transfer Customer
Data, to any third parties used by Us but only as required
for the provision of the Services.

7.3 During the Subscription Term, You will be
entitled to access and export (where available) Customer
Data at any time. Export may be subject to technical
limitations; in which case We will find a reasonable method
for You to access Customer Data. Within 30 days of
termination of an Order, We will delete or destroy
Customer Data remaining on the Cloud Service unless
applicable law requires retention for a specified period. Any
such retained data is subject to the confidentiality
provisions of these Terms.

7.4 We will maintain appropriate administrative,
physical, and technical safeguards for protection of the
security, confidentiality and integrity of Customer Data, as
further described at https://www.celonis.com/trust-
center/. Those safeguards will include, but will not be
limited to, measures designed to protect against the
unauthorized access to or disclosure of Customer Data.

7.5 Each party shall, in connection with the exercise
of its rights and the performance of its obligations under
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iii. Be3 yuiepba ana nobbix MHbIX NPaBs, KOTOpble MOryT y Hac numeTbea, ecnmn
Mbl He NoAyYMAM onnaTy No KakMm-anbo npocpoyeHHbIM cyeTam, Mol Bnpase (i)
yBesoMMB Bac B nucbMeHHOM Buae 3a 30 (TpuAuaTh) AHEN u, He Hecs nepes Bamu
HWKaK1X 06A3aTeNbCTB, 3a610KMPOBaTh Ball Napob, akkayHT 1 AocTyn kK O6nayHomy
CepBMCY MONHOCTBIO WAM 4YaCTMYHO, M Npu 3Tom Mbl He 6Gyaem o06a3aHbl
npeaocTaBNATb HUKaKme ycayrn ObnavHoro Cepsuca HM MOMHOCTBIO HX YaCTUYHO, A0
TeX Mop noka Takve cyeTa He OyayT onnayedbl; u/wan (i) npuocTaHoBWTbL
npeaocTtasneHune MpodeccmoHanbHbIX YCayr 4o Tex nop, NoKa BCe MPOCPOYEHHbIE
naaTexu He 6yayT NOSHOCTBIO NPOU3BEAEHbI.

iv. bes yuiepba ans nobbix MHbIX MMetolmxca y Hac npas, eciv Mbl He
nosy4aem onnaaTy no Kakum-1nmbo npocpoveHHbIM cyeTam, Mbl BNpase HauyUCAUTb
Bam npoueHTbl No cTaBke 1% B mecaAl, M no bonee HW3KOM CTaBKe, ecnu Takas
CTaBKa npeanucaHa NPMMeHVMbIM NPaBOM, Ha /tobble He ynaayeHHble BOBpems
CYMMbI C AaTbl HACTyM/JeHWA CPOKa oniaTtbl A0 AaTbl NoayyYeHua Hamu onnatbl
(BKAtOYanA Takyto Aaty).

V. Mbl BNpase KoppekTnposaTb ABoHeHTCKyto [naTy, HaumHas ¢ Bawero
cneaytouero Cpoka lNpoanexma. B cnydasx ysenmyenma Hamm AboHeHTcKo MnaTbl
Takoe yBennyeHue He byaeT npesbiwaTb 7%.

6.2 Ecnu Bawa lMoanucka KynaeHa yepes YnonHomoyeHHoro Mepenpoaasua,
Mbl  BMpaBe, HanpasuMB  COOTBETCTBYIOWLEE  MUCbMEHHOEe  yBeJom/eHune,
npuvocTaHoBUTL Bale npaBo nonb3oBaTbcA [ognuckon, ecan Mbl He nonyunam
onnaty Takon MNoanuckn nnm ecnn Mol y3Haem, 4To Bbl He onnatnam Takyto Mognucky
YnonHomo4veHHoMy lNepenpoaasuy.

7. Knunentckue JaHHbie; 3awmTa JaHHbIX

7.1 Bbl Bnageete BCcemMM MpaBamMu B OTHOWEHWW KAneHTCKMX [aHHbIX U B
NoHON Mepe oTBevaeTe 3a (i) 3aKOHHOCTb, YMECTHOCTb U LEOCTHOCTb KAMEHTCKMX
[OanHbix; (i) NONHOTY, HaAEKHOCTb, TOYHOCTb M KayecTBo KameHTckmx JaHHbix; (iii)
nosyyeHne u NoOALEPHKAHNE B CUAE BCEX HEODXOAMMbIX NNLLEH3NIA U paspeLleHnit,
TpebyembIxX AN8 MCNONb30BaHUA KaneHTCKMx [JaHHbIX, (eCNn TakoBble MmetoTca); a
Take (iv) BBoa Bamu KnmeHTckmx JaHHbix B ObnavuHblit Cepsuc. Bbl npusHaeTe, 4To
(i) Mbl HuKOMM o0bpasom He oOTBEYaemM 3a MOCAraTeNbCTBO Ha nNpasa Ha
NHTennekTyanbHyto CobCcTBEHHOCTb UM ApYrve NpaBa, UK 3a HapyLlweHne 3TUX Npas
MW 33 HapyLleHWe NtobbiX NPYMEHUMbBIX 3aKOHOB, BO3HMKAIOLLMX MW OTHOCALLMXCA
K TakuM KAMEHTCKMM [laHHbIM WM/MAM K KOMMYHMKaumam; w (i) 4to nobble
MepcoHanbHble [JaHHble, coaepKalmeca B KNMeHTCKux JaHHbiX, 6blin noayyeHbl 1
XPaHATCA B COOTBETCTBMM C NPMMEHMMbIM 3aKOHOAATEIbCTBOM O 3aLimTe JaHHbIX.

7.2 Bbl npegocTasnsete Ham v Haumm AddunanposaHHbiM JInuam npaso (i) Ha
MCNONb30BaHMeE, pasmeLleHve, nepecbInky, KOHTPO/Ib, ynpasnexue,
BOCMpOU3BELEeHMNEe, MOMyYeHMe AOCTyNa, XpPaHeHue W KaWmpoBaHue KAMEHTCKMX
[laHHbIX B CBA3W peanmsaumert Halmnx npas U UCNoSHEHUEM HaLMX 06A3aTeNbCTB No
CornaweHwuto u (i) npu HeobxoaMmocTu, Ha nepegady KnmeHTckmx [JaHHbIX Ato6bim
ncnonblyembiM Hamu TpeTbMM AuMuam, HO /Wb B TOW Mepe, HACKONbKO 3TO
TpebyeTcA ANA NpefocTaBneHns YCayr.

7.3 B TeueHmne Cpoka Mognucku Bol byaeTte Bnpase 06paLlaTbcs K KAMEHTCKUM
[laHHbIM W 3KCMOPTUPOBATL UX (MPW HaAUYUKM BO3MOXKHOCTM) B Nt0b6oe Bpems.
IKCNOPT A@HHbIX MOXKET 3aBUCETb OT TEXHUYECKMX OrPaHNYEHWI, 1 B 3TOM Cayvae Mbl
n3bllem 4na Bac npuemnemblin cnocob foctyna k KaveHTckum JaHHbiM. B TeyeHue
30 fHel nocne nNpekpalleHns CpoKka AencTBuA 3akasa Mbl yAaanm UAN YHUUTONKUM
KnunenTckme [aHHble, ocTatowmeca B ObnayHom Cepsuce, 33 UCKIIOHEHMEM Tex
CNy4aes, KOrAa COXpaHEeHWe AaHHbIX Ha ONpeAeneHHbI nepuog TpebyeTca cornacHo
npumeHumomy npasy. Jltobble Nogo6HbIe COXpaHeHHble AaHHble NMOoANaAalT NoA,
AeNCTBNE NONOKEHNN HACTOALLMX YCNOBUI O KOHOUAEHUMANBHOCTH.

7.4 Mbl 0becrnedynmm COOTBETCTBYIOWIME ALAMUHUCTPATUBHBIE, GU3MYECKME U
TEXHWYECKME  Mepbl  MPeAOCTOPOXHOCTM — A1A  COXpaHeHus  6e3onacHocTH,
KOHOUAEHUMAABHOCTU M LENOCTHOCTM KaneHTekmMx JaHHbix, Kak 6osee noapobHo
onucaHo no agpecy:  https://www.celonis.com/trust-center/. 3T  mepsbl
NPeaoCTOPOMKHOCTM By ayT BK/IKOYATh, CPeAM NPOYEro, Mepbl, MPU3BaHHbIe 3alUUTUTL
OT HECaHKLUMOHMPOBAHHOTO A0CTYMa K KAMEHTCKUM [aHHbIM ¥ OT UX PaCKPbITUSA.

7.5 B cBAsun ¢ peanmsau,mel?i CBOMX NpPaB M BbINOJ/IHEHNEM CBOUX obs3aTensCcTs
no Hacroawemy CornaweHuto Kaxzaa w3 CTOpPOH O6ﬂ3y6TCﬂ CO6}'HO,EI,aTb BCe



the Agreement, comply with all applicable Data Protection
Laws. We acknowledge that You are acting as a data
controller in respect of any Customer Data which contains
Personal Data. To the extent that We process any such
Personal Data in the provision of the Services, the Data
Processing Agreement in Annex C shall apply.

7.6 For the purposes of this Section the terms "data
controller", "process" and "processing" shall have the
meaning given under applicable Data Protection Laws.

8. Use of Data for Cloud Service Development

We and Our Affiliates may collect data derived from Your
use of the Cloud Services for development, benchmarking,
and marketing, and for creating analyses. All such data is
collected in an aggregated or anonymized form that does
not contain Customer Data or permit direct association
with You, any specific User or other individual or third party.

9. Term and Termination of Subscription for Cause

9.1 Your Subscription commences on the effective
date of the Order unless otherwise specified therein. Your
Subscription continues for the Initial Subscription Term
stated in the Order. Thereafter, each Subscription will
automatically renew for successive periods of 12 months
(each a “Renewal Term”) unless a party gives at least 30
days’ prior written notice to the other party of its intention
not to renew the Subscription. Unless otherwise agreed in
the applicable Order, and subject to Your rights to
terminate under this Section, Your Subscription may only
be terminated in accordance with Section 9.2.

9.2 Without prejudice to any other rights or
remedies to which We or You may be entitled, either party
may terminate an Order without liability to the other at any
time with immediate effect upon written notice if the other
party:

i.is in material breach of any of its obligations under the
Agreement or an Order and, in the case of a breach which
is capable of remedy, fails to remedy such breach within
thirty (30) days of notice of the breach; or

i voluntarily files a petition under bankruptcy or
insolvency law; has a receiver or administrative receiver
appointed over it or any of its assets; passes a resolution for
winding-up or a court of competent jurisdiction makes an
order to that effect; becomes subject to an administration
order; enters into any voluntary arrangement with its
creditors; ceases or threatens to cease to carry on business;
or is subject to any analogous event or proceeding in any
applicable jurisdiction.

9.3 Upon termination or expiration of an Order, You
shall immediately cease any and all use of and access to the
applicable Service and any Non-Celonis Application, and
destroy (or at Our request return) any of Our Confidential
Information related thereto. Except where an exclusive
remedy is specified in the Agreement, the exercise by either
party of any remedy under the Agreement, including
termination, will be without prejudice to any other
remedies it may have under this Agreement, by law, or
otherwise.

9.4 Termination of any Order shall have no effect on
any other Order.
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npumeHnMmoe 3aKoHOoAaTeNbCTBO O 3awmTe JaHHbIX. Mbl noAaTBepKaaem, 4To Bbl
AeNcTByeTe Kak KOHTpoNep AaHHbIX B OTHOWeEHWW Bcex KameHTckux [aHHbIX,
cofepxalmx TepcoHanbHble [aHHble. B TOIM cTeneHu, B KOTOpOWA Mbl
obpabatbiBaem ntobble Takne MNepcoHanbHble JaHHble Npy NpeaocTaBneHnn Yenyr,
noanesuT npumeHeHuto «Cornalernne 06 ObpaboTke JaHHbix» (MpunoxeHue B).

7.6 Ona uenen paHHOro Pasgena TepMWHbI  «KOHTPOAAEP  AaHHbIXY,
«obpabaTbiBaTb» M «0OpaboTKa» WMCNONBL3YIOTCA B TOM CMbIC/IE, B KaKOM OHM
MNCNO/b3YIOTCA COrNAacHO 3aKOHOA4ATENbCTBY O 3alnTe [JaHHbIX.

8. Mcnonb3osaHmne [aHHbIX gns Passutusa ObnayHoro Cepsuca

Mbl » Hawwn AddunmpoBaHHbie JlMua BnpaBe OCYyLLECTBAATL CHOP AaHHbIX,
npoucxoaawmx n3 Bawero nonb3osanma ObnayHbiMmy CepBucamu, O pas3BUTUA,
CPaBHEHMA U MAapPKETUHIa, a TaKXKe 417 CO34aHUA aHaUTUYECKUX maTepranos. Bce
TaKkue AaHHble cobMPatoTCA B arpernpoBaHHON nan obesnnyeHHoin dopme, KoTopas
He cofepXkuT KnneHTckux [aHHbIX M He NOo3BOAAET NPOCAeAnTb MPAMYIO CBA3b C
Bamu, KakMm-nnbo KOHKpeTHbIM [lonb3oBaTeNem WA WHbIM YesI0BEKOM WU
TPETBUM INLLOM.

9. Cpoku u O6ocHoBaHHOe MNpekpateHue MNoanucku

9.1 Bawa Moanuncka HauMHaeT AeCcTBOBaThL C AaThl HaYana AencTBmns 3akasa,
eCc/v B HemM He npeaycMoTpeHo MHoe. Balwa MognucKka NpoAoKaeT feicTBoBaTh B
TeyeHne HavyanbHoro Cpoka Moanucku, ykazaHHoro B 3akase. Mocne atoro Moanucka
Kaapli  pa3  aBTOMATMYeCcKM BO30OHOBAAETCA Ha noc/iedylolme nepuois
OAMTenbHOCTbI0 12 mecAues  (Kaxkabld  Takow nepuos  sBasetca  «Cpokom
Mpoa/fieHna»), 3a UCKNOYEHWEM C/y4aeB, Koraa Kakaa-ambo n3 CTOpoH He meHee
Yyem 3a 30 aHel nUCbMeHHO yBegomaaeT Apyryto CTopoHy o cBoem HamepeHun He
B0306HOBNATL  [Moanucky. [lpyM  OTCYTCTBMM  MHbIX  [OrOBOPEHHOCTEN B
COOTBETCTBYIOLWEM 3aKa3e M € y4eTom Balumx npaB npekpatuTb MNoANMCKY COrnacHo
naHHomy Paspeny, Bawa MMognucka MoeT ObITb MpekpaleHa ToAbKO B
cooTBeTCcTBMM C Pasgenom 9.2.

9.2 bes yuwepba ana Mobbix MHbIX NpaB WUAW CPEACTB MPaBOBOMN 3aliWThbl,
umetowmxca y Bam mam y Hac, ntobas cTopoHa BNpase HeMeLNeHHO NPeKpaTUTb
3aKa3, He HecA 33 3TO HWMKaKOW OTBETCTBEHHOCTW nepes, APYrol CTOPOHOW,
MUCbMEHHbIM YBEOM/IEHNEM, €CNM APYran CTOPOHa:

i CYLLLECTBEHHO HapyLwaeT Kakue-nnmbo oba3aTenbCTa, NpoMcTeKatoLlLme 13
nanHoro CornaweHus mam Kakoro-nvbo 3akasa, U B CNyyae HapylweHus, KoTopoe
Morno BbiTb MCNpaBaeHo, He ucnpasnset ero B Teyenne 30 (TpUAUATV) AHeR c
MOMEHTa NoAYYeHUA YBEAOMNEHNS O HAPYLWEHUM, UK

ii. 006p0BO/LHO nogaet 3anBneHne o 6aHKpoTCTBE nnm
HenaaTe}ecnocobHOCTM  COMacHO COOTBETCTBYIOLEMY 3aKOHOAATENbCTBY, B
OTHOLLIEHUW HEE U/IN KaKMX-TMBO ee aKTMBOB HazHauYeH BHELUHWI yNpaBAsoLwmil Uam
AAMMUHUCTPATUBHbIN YNPaBAAIOWMMA; NPUHUMAET peLleHne O CBOeil AMKBMAAUMM;
B0 UMetoLLMI HeOBXOAVMMYIO OPUCAUKLUMIO CYA, U3AAET C 3TOM Ke LieNblo NprKas o
TaKoM NUKBMAAUMM; NOANAAAET NOA AeMCTBME MPWMKA3a O BHEWHeM ynpaBaeHuu;
3aK/t04aeT Kakoe-Ambo cornatueHne o6 yperynmpoBaHunm co CBOMMM KpeamTopamu;
npekpawaeT WAM yrpo)KaeT NpekpaTWTb BecTu 6usHec; nubo nognagaer noA
OencTBre Kakoro-1mbo aHanorMyHoro cobbiTua nam pasbumpatenscTsa B Kakmx-ambo
opraHax, MMELLMX 415 3TOro HeoBX0ANMMYH0 KOMMNETEHLMIO.

9.3 Mo npekpaweHUn UAM  UCTEYEHUM CPOKa [AencTBMA 3akasa Bbl
Hemea/leHHO npeKkpaTuTe NHoe UCNOoNb30BaHWe COOTBETCTBYOWEN Ycayrn wu
[OCTYN K Hel, a Takxe MCnonb3oBaHWe W AocCTyn Ko Bcem He lMpuHagnexalmm
KomnaHuu Celonis MpunoxeHnam u yHuuTOoNKUTE (NMbO No Hawemy TpebosaHuto
Bo3BpaTuTe Ham) Bcto Hawy KoHduaeHuManbHyto MHGOPMaLMIO, Kacatolwyocs mx.
Kpome cnyyaes, koraa HacToAwmMm CornalieHnem npeaycMoTPeHO UCKNoUUTEIbHOE
CPEe/CTBO 3alUMTbl NPaB, MCNOb30BaHWeE 060 U3 CTOPOH Nt0HOro CPeacTBa 3aLLMThI
npas B COOTBETCTBUMM C HacToAwMM CornalleHnem, BKIKOYAA PacTOpXKeHue
CornaweHxus, byaeT nmeTs mecto 6e3 yuepba AtobbIM Apyrum cpeacTBam 3alimTbl
npas, KOTOPbIE MOTYT UMETHCA Y TaKOV CTOPOHbI COTNIAaCHO HacToALemMy CornatieHuto,
NPYMEHUMOMY NpPaBy UM NtOObLIM MHBIM 06pa3oM.

9.4 MpekpaleHe AencTBMA Kakoro-ambo 3akasa He OKasbiBaeT HWMKAKOro
B/MAHMA HM HA KaKoW Apyroit 3aKas.



10. Limited Warranties

10.1 Subject to limitations in this Section, We warrant
that the Cloud Service shall substantially perform as
specified in the Documentation during the Subscription
Term, when used in accordance with the terms of the
Agreement. Support Services will be rendered with due
care, skill and ability, and in accordance with recognized
standards of industry practice.

10.2 We do not warrant any specifications other than
those set out in the Documentation, including without
limitation statements made in presentations of the Cloud
Service, Our public statements or advertising campaigns.
You acknowledge and are aware that, in accordance with
the current state of technology, the Cloud Service cannot
be fully error-free, or operate entirely without interruption.

10.3 We do not warrant:

i against problems caused by Your use of the
Cloud Service with any third-party software, misuse,
improper testing, unauthorized attempts to repair,
modifications or customizations to the Cloud Service by You
or any other cause beyond the range of the intended use of
the Cloud Service;

i against any Malware, data breaches and data
losses which could not have been avoided by adequate,
state-of-the art security in accordance with Our then-
current security infrastructure; or

ii. that the Cloud Service will achieve Your intended
results, nor that the Cloud Service has been developed to
meet Your individual requirements.

10.4 During the Subscription Term, if the Cloud
Service does not conform with the warranty provided in
Section 10.1, We will at Our expense correct any such non-
conformance or provide You with an alternative means of
accomplishing the desired performance. If We cannot
reasonably make such correction or substitution, as
determined in Our sole discretion, We will refund You (or,
in the case Your Subscription is purchased through an
Authorized Reseller, arrange through such Authorized
Reseller, the return of) any prepaid fees covering the
remainder of the Subscription Term for the affected Cloud
Service and terminate Your access to and use of the
affected Cloud Service for which You have received the
refund. Such correction, substitution, or refund constitutes
Your sole and exclusive remedy, and Our sole and exclusive
liability for any breach of the warranty.

10.5 Warranty claims asserted under one Order shall
have no effect on any other Orders or other contracts that
are in place between You and Us.

10.6 To the maximum extent permitted by applicable
law, the warranties and remedies provided in this Section
10 are exclusive and in lieu of all other warranties, express,
implied or statutory, including warranties of
merchantability, accuracy, correspondence with
description, fitness for a purpose, satisfactory quality and
non-infringement, all of which are, to the maximum extent
permitted by applicable law, expressly disclaimed by Us,
Our Affiliates, sub-contractors and suppliers.

10.7 You agree that Your purchase of the Cloud
Service is not contingent on the delivery of any future
functionality or features, or dependent on any oral or
written public comments, statements or representations
We made regarding future functionality or features.
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10. OrpaHuyeHHble rapaHTumn

10.1 C y4eTom OrpaHuYeHuit cornacHo aaHHomy Paszeny, Mbl rapaHTUpyem,
yto B TeueHnme Cpoka Moanucku O6nayHbii Cepsuc byaeT paboTtaTb BO BCex
CYWeCTBEHHbIX aCrneKTax, ecAu Mpu 3TOM OH MCMNONb3YeTCA B COOTBETCTBMM C
[okymeHTaumen w ycnosuamm CornaweHus. Yenyrn  MNopaepkkm  6yayt
£06pOCOBECTHO OKasaHbl C AO/MKHON 3a60TNNBOCTLIO U YMEHUEM U B COOTBETCTBUM
C NPU3HAHHBIMM CTaHAAPTaMMN YCTaHOBMBLUENCA OTPACNEBOMN NPAKTUKM.

10.2 Mbl He A@aem rapaHTU HX Ha HUKaKu1e cneumduKaLmm Kpome Tex, KoTopble
onucaHbl B JJOKYMeHTaLmMu, BKAOYAs, CPEAM MPOYEro, 3aaBAeHNs, caeNaHHble npu
npeacrasnedun O6nadHoro Cepsuca, Hawm nybandHble 3as8BNEHWUA U pEKNaMHble
KamnaHuu. Bbl nNpusHaeTe n otaaete cebe OTYET B TOM, YTO B COOTBETCTBUM C
TEKYLUMM COCTOAHMEM TexHonornm O6nauHbiit CepBMC HE MOXKET BbITb MONHOCTLIO
6e3 owmnboK nnun paboTatb becnpepbiBHO.

10.3 Mbl He 4@eM rapaHTuii:

i oT npobaem, Bbi3aBaHHbIX BalumMm mcnonbsoBaHnem Obnauroro Cepsuca ¢
NPUMEHEHWEM MPOTPaMMHOrO  ObecrmevyeHusa TPEeTbUX /UL,  HEempaBUabHbIM
MCMNONb30BaHMEM, HEMOAXOAALUMM  TECTUPOBAHWMEM, HECAHKLUMOHMPOBAHHbIMM
MoMbITKAMU ~ YCTPAHUTb  HEUCTIPABHOCTM, U3MEHEHUAMM  WAU  CUTYaTUBHbLIM
HacTpavBaHuem Bamm O6nauHoro Cepsuca Ui Kakumm-ambo nHbIMU NpUYMHamMm 3a
npefenamu nNpeanonaraemoro ncnonb3osaxus O6nauHoro Cepauca;

ii. OT  BO3A4eNCTBMA Kakoro-nmbo  BpegoHOCHOro [porpammHoro
ObecneyeHuna, HapyWeHWA UAK NOTEPb [aHHbIX, KOTOPLIX Henb3a bbino n3bexatb
NpW HaIMYMN a,eKBaATHOW U COBPEMEHHOM cUCTeMbl 6€30MNacHOCTM B COOTBETCTBUM C
Haweit COOTBETCTBYIOLLLEN COBPEMEHHbIM TEXHUYECKMM TpebosaHNAM
NHOpPACTPYKTypOi besonacHocTu, 1

iii. 410 ObNaYHbIN CepBUC AOCTUTHET NAHMPYEMbIX BamuM pe3ynbTaTos, U YTo
ObnauHbii  CepBuc Hbl1  pa3paboTaH TaK, 4TOObI COOTBETCTBOBaTb Balumm
WNHAMBUAYaNbHBIM TPEOOBAHMAM.

104 Ecnn B TeyeHmne Cpoka Mognumcku, ObnayHbii Cepsuc He COOTBETCTBYET
rapaHTMK, NpegoctaBasemon cornacHo Pasaeny 10.1, Mbl 3a Haw cyeT ncnpasum
noboe nopobHoe HeCcOOTBETCTBME WAM MpeAocTaBUM Bam  anbTepHaTUBHbIE
CPeACTBa [OCTVXKEHMA eNaemblx 3IKCMAyaTaLMOHHbIX KavecTB. Ecan Mol npu
Pa3syMHbIX MO HalWeM WCKAYUTENbHOMY YCMOTPEHUIO YCIOBUAX HE B COCTOAHMM
OCYLLLECTBUTb TaKOE UCNPaBaeHMe UK 3ameLlieHne, To Mbl Bo3mecTum Bam (nnm ecnn
Bawa Moanucka 6bina npuobpeTeHa yepes YnonHomoueHHoro Mepenponasua,
obecneynm, 4TOBbI Takoi YnonHoMoueHHbIV [Mepenposasel, Bo3BpaTwa Bam)
npefonnayeHHoe Bamu BO3HarpaxaeHwe 3a octatok Cpoka [Mognucku Ha
cooTseTcTBytOWMiA O6nayHbIn CepBUC M npekpatum Baw poctyn K O6aadHomy
CepBucy, BO3BpaT BO3HarpaKAeHWA 3a UCNONb3OBaHWE KOTOpOro Bbl nmonyyuawu.
Takoe wcnpaBneHwe, 3amelleHne WAM BO3MeLLeHVe ABNAETCA eAMHCTBEHHOW WU
MCKNOUUTENBHON MepoW 3almTbl Bawux npas v Hawum eauHCTBEHHBIM 1
MCKMOUUTENbHBIM  BUAOM OTBETCTBEHHOCTVM 33 HapylweHue npefoCcTaBNeHHOwM
rapaHTuu.

10.5 MpeTeH3nMn no rapaHTUitHbIM 06sA3aTenbCTBAM, 3aABJEHHbIE B PamKax
0AHOTO 3aKasa, He BNVAIOT Ha Apyrue 3aKasbl UKW KOHTPAKTbI, 3aKI0YEHHbIE MeX Y
Bamun 1 Hamu.

10.6 B Hanbonblelt paspelweHHON NPUMEHNMbIM NPABOM CTEMEHU rapaHTUM 1
CpeacTBa MpPaBOBOM 3aliWTbl, OMMCaHHble B AaHHOM pasaene 10, asaswoTcA
MCYEpPnbIBAOLWMMM M NOJHOCTLIO 3aMELLAIOT COBOI BCE AAPYr1e rapaHTUK, Kak ABHbIe,
TaKk M NoApPasyMeBaeMble WAM 3aKOHOAATEbHO NPeAyCMOTPEHHbIe, BKAOYas
rapaHTMM TOBAPHOCTW, TOYHOCTWM, COOTBETCTBMSA OMWCAHWIO, COOTBETCTBUA LENM,
YA0BNETBOPUTENBHOTO KAaYeCcTBa M HEHAPYLWEHUA HOPMATUBHbBIX MPABWA, U NPU 3TOM
BCE TaKue 3amelllaemble TapaHTUM CYUTAIOTCA HEAENCTBYIOWMMM U HE MPUHATbIMK
Hamu, Hawmmn AbduanposaHHbIMK STuuamu, cybnoapaaymKamm U NocTaBLLMKaMU B
MaKCUMa/bHO Pa3peLleHHOM NPUMEHUMbIM NPaBOM CTEMEHM.

10.7 Bbl cornawaetecb, 4To npuobpeteHne Bamum Ob6bnauHoro Cepsuca He
0bycn0BNEHO NpefocTaBNeHWemM Kakon-nnbo byayuwiei dyHKUMOHAAbHOCTU WAW
XapPaKTEPUCTUK U He 3aBUCUT OT KaKMX-IMBO YCTHBIX UAU MUCbMEHHbIX NyBaNYHbIX
KOMMEHTapUEB, 3afABNEHWUI UNN Pa3bACHEHWI, KOTOpble Mbl Aenanu 8 OTHOWEHUN
byayuien GyHKLMOHANbHOCTU AN By AYLLMX XaPaKTEPUCTUIK.



1. Intellectual Property Indemnity

111 Subject to Sections 11.3 and 11.4, We undertake
at Our own expense to defend You or, at Our option, to
settle any third-party claim or action brought against You
alleging that Your use of the Services (or any part thereof)
in accordance with the terms of the Agreement infringes
the Proprietary Rights of a third party (“Infringement
Claim”) and shall be responsible for any damages awarded
against You or agreed upon in settlement by Us as a result
of or in connection with any such Infringement Claim.

11.2 Subject to Sections 11.3 and 11.4, in the event of
an Infringement Claim, We shall, at Our sole option and
expense, (i) modify the infringing Services so that they
cease to be infringing without loss of substantial
functionality; (ii) replace the infringing portion of the
Services with non-infringing software or services; or (iii)
procure a license to enable You to legally continue using the
Services.

If We do not provide You with one of the options above, We
may, at Our sole discretion, terminate Your Order for the
affected Services with immediate effect and reimburse You
any prepaid Fees covering the remainder of the
Subscription Term and terminate Your access and use of the
affected Services.

11.3 We shall only be liable for any Infringement
Claim provided You:

i provide Us with prompt written notice of the
Infringement Claim;

i do not enter into any settlement of the
Infringement Claim without Our prior written consent; and
do not undertake any other action in response to any
Infringement Claim that is prejudicial to Our rights;

ii. permit Us to exclusively control the defence,
negotiations and any settlement of the Infringement Claim;

V. provide Us with reasonable information and
assistance for the Infringement Claim; and

V. use all commercially reasonable efforts to
mitigate against any of Your losses, damages or costs
related to the Infringement Claim.

11.4 We shall not be liable to You for Infringement
Claims where the infringement is caused by:

i unauthorized changes You have made or that
have been made on Your behalf to the Services or output
thereof;

ii. Your use of the Services or output thereof
outside the scope of the Agreement, Your Subscription, the
applicable Order or the materials accompanying the Cloud
Service.

11.5 This Section constitutes Your exclusive remedy
and Our entire liability with respect to Infringement Claims.

12. Limitation of Liability

12.1 Subject to Section 12.4, Our aggregate liability to
You for or in respect of any loss or damage suffered by You
under or in connection with the Cloud Service provided
under the Agreement (whether due to breach of contract,
tort (including negligence) or otherwise) shall be limited to
the total amount of Subscription Fees payable in the twelve
(12) months preceding the date of the event for which the
liability arises.
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11. FapaHTMA KOMMeHcauuu 3a HapyweHue npas WHTennektyanbHon
CobcTBEHHOCTH

111 C yueTom nonoxkeHun Pasgenos 11.3 n 11.4 Mbl 06s3yemcs 3a CBOM cyeT
3aWMaTe Bac imbo no Hawemy ycMOTpeHUIo yperyimpoBaTb NPeTeH3nmn Uamn Ucku
TPETLUX UL, NPOTHB Bac c 06BMHEHWEM B TOM, YTO UCMO/b30BaHKe Bamu Yeayr (uam
YacTu Ycayr) B COOTBETCTBMU C YCIOBUAMM AaHHOro CornalleHunsa HapyllaeT npasa
NHTennekTyanbHo CoBCTBEHHOCTM TPETbUX AWl Ha TeppuTopumn («lpeTeHsus o
HapyweHnn») 1 oTeeyaTb 3a BCe YObITKM, KOTOpble Bbl AOMMKHbLI BO3MECTUTH MO
peweHuto cyaa AMbo No 3aknyeHHoMmy Hamu cornaleHunto ob yperyamposaHum
npeTeH3unin B pe3yabTaTe UK B CBA3W C Ntoboit Takoi MpeTeH3nel o HapyweHnu.

11.2 C yyetom nonoxkewuit Pasgenos 11.3 n 11.4 B cnayyae npeabssaeHUs
MpeTeH3nm o HapyweHun Mebl, no Hawemy ycmoTpeHuto 1 3a Halw cyeT, ob6a3yemca
(i) U3MeHUTbL Hapywatowme npasa TPETbUX AWL, YCAyrn, Tak 4yTobbl OHW nepecTanu
HapylaTb TakMe npaea, He yTpauuMBas MpW 3TOM CBOEN CyLLeCTBEHHON
dYHKLMOHANbHOCTY; (ii) 3aMeHUTb Ty 4acTb YCAyr, KOTOpasa HapyLuaeT NpaBa TPETbUX
UL, NPOrPammHbIM OBecneyeHnem WAM CePBUCAMM, HE HapPYLUAOWMMU HUYbUX
npas; nau (i) NnprobpecTn NULEH3NIO, NO3BONAIOWYIO Bam neraabHO nNpoao/KaTh
no/ab30BaThCA YCayramu.

Ecnu Mbl He peanusyem ana Bac HM O4HOrO M3 BbileyKa3aHHbIX BapuaHTOB, Mbl
BNpase, No Halwemy MONHOMY YCMOTPEHWIO, HeMeaNeHHO NpeKpaTuTb AeicTeue
Bawero 3aka3a B OTHOLWEHWW COOTBETCTBYIOWMX YCAYr M BO3MeCcTUTb Bam
npegonnayeHHoe Bamu BosHarparkaeHue 3a octatok Cpoka MNognnckn n npekpaTmnTtb
Balw 40CTyN K yNOMAHYTbIM YCayram v Npaso Ha UX UCMob30BaHKe.

11.3 Mbl Hecem OTBETCTBEHHOCTb Mo [1peTeH3nn o HapyweHun, TONbKO ecnm
Bbi:

i 6e3 npomeaneHna npegocTasnaeTe Ham NUCbMeHHOe yBeAOMIEHWE O
Hannymm MpeTeHsnn o HapylweHuu;

ii. He 3aK/to4aeTe HUKaKoe cornalleHue ob yperyamposaHun MpeTeHsun o
HapyweHun 6e3 Hawero npeABapUTENbHOTO MUCbMEHHOMO COrlacusd; U He
npeanpuvHUMaeTe HUKaKWX APYrUX AeMCTBMM, pearvpys Ha [peTeHsuio o
HapyLeHuu, KoTopble HaHOCAT yulepb Halwmm npasam;

iil. nossosfetTe Ham MNOAHOCTbIO KOHTPO/NIMPOBATb 3aLLMUTYy, NeperoBopbl u
nobble cornaweHna ob yperynvpoBaHWM NpeTeHsuin B cBA3W c [lpeTeHswuel o
HapyweHunu;

iv. npegoctaensete Ham pasymHo Heobxoanmyto MHGOPMaLMIO 1 MOMOLLb B
cBA3n ¢ MpeTeH3nelt o HapyweHun; n

V. npeanpuvHUMaeTe BCe KOMMepYeckM OBOCHOBAHHble YCWAWMA, YTOObI
YMEHbLNTL Nt06ble CBOM YObITKM, yepb namn n3aepKku, oTHocALLmecs K MpeTeHsnm
0 HapyweHuu.

114 Mbl He Hecem OTBETCTBEHHOCTb nepes Bamu B cBA3M c [peTeH3namm o
HapylweHuu B cnyyasnx, Koraa HapyLeHne BbI3BaHO:

i HECaHKLMOHMPOBAHHBIMWU U3MEHEHNAMM B YCNYrn nmMbo mx pe3ynbTaThl,
BHECeHHbIMW Bamu nan ot Bawero umenw;

ii. Bawwmm mcnonbaoBaHMemM YCayr nam pesynbTaToB MCNOAb30BaHMA Ycayr
BHe pamok CornalweHusa, Bawei MoanWCcKM, COOTBETCTBYIOWEro 3akasa uau
conpoBoAMTENbHbIX MaTepuanos kK O6nayHomy CepBucy;

11.5 [MonoxeHna AaHHOro Pasgena wvcyepnbiBatolwle onpenenatoT sce Bawm
CpeAcTBa NPaBOBOM 3alUWTbl M MaKCMMasbHbIM 06bem Hallei OTBETCTBEHHOCTM B
cBA3u ¢ lMpeTeH3nammn o HapyleHuu.

12. MNpepgenbl OTBETCTBEHHOCTU

121 C yyeTom nonoskeHuin Pasaena 12.4 Hawa coBOKynHaa OTBETCTBEHHOCTb
nepes Bamun 3a uan B OTHOWEHUM KakMx-IMbO noTepb nan yulepba, NOHECEHHbIX
Bamn B cBA3M c 3kcnnyaTaumen Ob6nayHoro Cepsuca, NpeAoCTaBAEHHOrO Mo
AaHHomy CornaweHuto (byab TO M3-33 HapyleHWA [JOrOBOPHbIX YCNOBUM,
NpaBoHapyLWeHNA (BKNtOYAA NPaBOHAPYLLEHWE NO HEOCTOPOXKHOCTU) UAN MO UHBIM
06CTOATENLCTBAM) OrpaHMyeHa pasmepom ABoHeHTCKoM MnaTbl 3a 12 (4BeHaguaTh)
MeCALEB, NpeaecTByOWMX AaTe cobblTUA, M3-3a KOTOPOro HacTynaeT Takas
OTBETCTBEHHOCTb.



12.2 To the maximum extent permitted by applicable
law and subject to Section 12.4, in no event will We be liable
for special, consequential, incidental, or other indirect
damages, including, but not limited to, loss of profits,
anticipated savings, business opportunity, goodwill, loss of
revenue, or costs of procurement of substitute goods or
services arising out of the Agreement, however caused and
under any theory of liability (including contract, tort,
negligence or otherwise), even if We have been advised of
the possibility of such damages.

12.3 We both acknowledge that the Fees are based in
part on the limitations in this Section.

12.4 The limitations in this Section shall not apply to
Our IP indemnification obligations under Section 11; liability
for death or personal injury caused by Our negligence or
that of Our officers, employees, contractors or agents;
fraudulent misrepresentation; or any other liability which
cannot be limited or excluded by applicable law.

13. Confidentiality

13.1 Each party retains all rights in its Confidential
Information. Both parties undertake to treat as confidential
all of the other party’s Confidential Information acquired
before and in connection with performance of the
Agreement and to use such Confidential Information only
to perform the Agreement. Confidential Information shall
not be reproduced in any form except as required to
accomplish the intent of the Agreement. Any reproduction
of Confidential Information of the other party shall contain
any and all confidential or proprietary notices or legends
which appear on the original. With respect to the
Confidential Information of the other party, each party: (a)
shall take all those steps the receiving party takes to protect
its own similar proprietary and Confidential Information,
which shall not be less than a reasonable standard of care
to keep all Confidential Information strictly confidential;
and (b) shall not disclose any Confidential Information of
the other to any person other than those Representatives
whose access is necessary to enable it to perform the
Agreement and who are obliged to maintain confidentiality
to a similar extent as provided herein. Each party will be
responsible for its Representatives’ compliance with the
provisions of this Section. The parties each shall have the
right to provide the Authorized Reseller with this
Agreement.

13.2 A party which becomes aware of a suspected or
actual breach of confidentiality, misuse or unauthorized
dissemination relating to the other party’s Confidential
Information shall inform the other party in writing without
undue delay.

13.3 Section 13.1 shall not apply to any Confidential
Information that: (a) is independently developed by the
receiving party without reference to the disclosing party’s
Confidential Information, (b) is lawfully received free of
restriction from a third party having the right to furnish
such Confidential Information; (c) has become generally
available to the public without a contractual breach by the
receiving party; (d) at the time of disclosure, was known to
the receiving party free of restriction; (e) the disclosing
party has agreed in writing to be free of such restrictions;
or (f) has to be disclosed pursuant to statutory law or court,
administrative or governmental order. In such event, the
receiving party shall inform the disclosing party of the
applicable provision or order without undue delay, to the
extent legally possible, in order to enable the disclosing
party to seek legal protection or otherwise prevent or limit
disclosure of the Confidential Information.
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12.2 B MaKcMmanbHOW cTeneHu, A03BONEHHON MPUMEHMMbIM MPAaBOM, U C
Yy4eTOM MONONKEHUn Pasgena 12.4 HKM npu Kakmx obctoaTensctsax Mol He Byaem
HEeCTW OTBETCTBEHHOCTb 3@ 0CObble, KOCBEHHbIE, MOBOYHbIE WK ApYyT1e Henpamble
yBbITKM, BKAtOYAA, MOMUMO MPOYEro, YyMNyLleHHYO BbIrody, NOTEPU OXMAIEMOMN
3KOHOMMM CPeacTs8, NOTepu AeN0BbiIX BO3MOMKHOCTEN, yuwepb penyTtaumu, notepu
[,0X04a UK pacxodbl Ha NpuobpeTeHre 3amelLatoLLMx TOBAPOB UM YCAYT B CBA3W C
HacToAwmm CornaweHuem, yem Bbl OHW He OblN BbI3BaHbI M HE3ABUCMMO HUW OT
KaKMX KOHUEeNnuui o6 OTBETCTBEHHOCTM (BK/ItOYAsA [OTOBOPHYHO, AEAMKTHYHO,
HacTynatolylo BCAEACTBME HEOCTOPOMKHOM BUHBLI M T.A4.), BKAtOYas ntobble dopc-
MaXKOpHble 0BCTOATeNbCTBA, [Jaxe eciu Bam  coobwmam o BO3MOXKHOCTU
NPUBAEYEHUA HAC K TaKOW OTBETCTBEHHOCTMU.

12.3 O6e CTOPOHbI MPU3HAIOT, YTO pazmep BosHarpaxxaeHus 4acTMYHO OCHOBaH
Ha OrpaHUYeHmAx, N310XKeHHbIX B JaHHOM Pasgene.

12.4 OrpaHu4eHunn, M3NOXeHHble B AaHHOM Pasgene, He MNPUMEHAITCA K
Hawum obasatenbctBam no 3awmTe npas MHTennektyanbHoi CobCTBEHHOCTM
cornacHo Paspeny 11; K OTBETCTBEHHOCTM 3a CMePTb WAM HaHeceHue Bpeda Mo
npuynHe Hawel HebpexHOCTU WUAM HeBPEeXHOCTM Halux OTBETCTBEHHbLIX /WL,
pabOTHWKOB, NOAPAAYMKOB UM areHToB; K dpakTam MOLIEHHWUYECKOro BBeAEeHUA B
3ab/1yKAEHWE; UM K KaKON-1MBO Apyrolt OTBETCTBEHHOCTH, KOTOPAs HE MOXET bbiTb
OrPaHMYEHA NN UCKKOYEHA COMIACHO MPUMEHUMOMY NpaBy.

13. KoHduaeHumanbHOCTb

13.1 Kax/aan M3 CTOPOH COxXpaHAeT Bce Mpasa Ha CBO KoHduaeHUmManbHyo
NHdopmaumio. Obe cTopoHbl 06a3ytoTCA 06palLaThca Kak ¢ KOHOUAEHLMANbHOM CO
Bceit KoHdmaeHumanoHo MHdbopmaumein apyroit CTOpOoHbI, KoTopas bbina paHee
nosny4yeHa MnepsBOM CTOPOHOW ANA WCNONHeHMA HacToAwero CornaweHua w
Mcnonb3osaTh Takyto KoHouaeHUmanbHyto MHGOpMaLMio TONbKO ANA UCMOAHEHNA
Cornawenusn. KoHduaeHumansHaa MHbGopMaLmMa He NOANEXUT BOCNPOU3BEAEHMIO
HV B KaKoi OpPME, 33 UCK/ItOYEHMEM Cy4aeB, KOraa 3To TpebyeTca ANA AOCTUKEHNA
ueneit Cornawenus. Jltobble konuu KoHduaeHupmansHol VHbopmauum apyron
CTOPOHbI LONIKHbI COAEPKATb BCE YBEAOMNEHNA O KOHPUAEHLUMANBHOCTU U YKa3aHWA
Ha npasoobnagatens, KoTopble COAEp)KaTcA B OpurMHane. B oTHowWweHun
KoHpumaeHumansHom MHGopmaumMm Apyroin CTOPOHbI Ka)4asa CTOpOHa: (a) Ao/KHa
npeanpvHYMaTL BCE Mepbl, KOTOpble NPeANPUHUMAET CTOPOHa-NoyYaTeNnb, YTobbl
3aWMTUTL NoA06HYI0 cobeTBEHHYI0 KOoHMAEHUManbHyo MHdGopmaLmio, KoTopble He
LONKHbI ObITb XyXKe YeM 3TO AOMNYCKAeTCA CTaHAAPTaMM Pa3yMHOW OCTOPOXKHOCTU B
OTHOLWEHWUM coxpaHeHuA KoHdunaeHumansbHowm MHdopmaLmm cTporo
KOHOUAEHUMANbHOM; (6) U He AOMKHA PAcKPbIBaTb HWKaKyto KoHuAeHUManbHyo
MHbopmaumo Apyrolt CTOPOHbI HUKAKMM APYrUM AKLAM, KPOMe Kak TeM CBOWMM
MpeacTaBuUTENAM, KOTOPbIM HEObXoAMM AOCTYN K Hel ANA UCMONHEHWA AaHHOro
CornalleHua u KoTopble 0b6A3aHbl cobAOAATL KOHPUAEHLUMANBHOCTL B TAKOMW e
CTeneHu, B KOTOPOW 3TO YCTaHOBNEHO B HacToALem CornalleHnn. Kaxaas u3 cTopoH
HeceT OTBETCTBEHHOCTb 3a cobntogeHve ee MpeAcTaBUTENAMM NONOKEHNI JaHHOTO
Paspena. Kaxpzas v3 CTOPOH BMpase NpeaocTaswTb HactoAwee CornalweHwe
Mepenpoaatowemy MapTHepy.

13.2 CTopoHa, KoTopas y3HaéT o npeanonaraeMom WAM  GaKTUYECKOM
HapyWweHnn  KOHOWAEHLMANbHOCTW,  HenpaBUAbHOM  WCMONb30BaHUKM UK
HEeCaHKLMOHMPOBAHHOM  pacnpocTpaHeHnn KoHdwuaeHumanbHon MHbopmaLmm
apyroi  CTOPOHbLI,  AO/MKHA  He3aMeaNuTenbHO B MUCbMEHHOM  BMAe
nponH$opmMMpoBaTL 06 3TOM APYryto CTOPOHY.

13.3 Pasgen 13.1 He npumensaetca K KoHduaeHumanbHol WHbopmaumm,
KoTopas: (a) camocToATenbHO paspaboTaHa  CTOpoHOW-nosyyatenem  Hes
MCnonb3oBaHna KoHpuaeHumansHom MHpopmaumm Apyroin cTopoHsl, (6) 6e3 Bcakmx
OrpaHU4yeHuin Ha 3aKOHHOM OCHOBaHWW NOMyYeHa OT KaKoro-Anbo TpeTbero nnua,
obnafatoliero NpaBom NPefocTaBaATb Takylo KoHpuaeHumansHyto MHpopmaumio;
(8) cTana obuieaoCcTyNHOM 6e3 HapyWweHMa Co CTOPOHbI MNOMyYatoLLEN CTOPOHBI; (T) Ha
MOMEHT Nnony4YeHna Bbina N3BeCTHa NOAYyYaloLLel CTOpPoHe 6e3 orpaHMYeHnii NpaB Ha
€e packpbiTMe; (4) B OTHOWEHWM KOTOPOM NpeAoCTaBAAloWas CTOpoHa Aana
MUCbMEHHOe cornacue 06 0CBOBOMKAEHWMMN OT TaKMUX OrpaHUYEHWU; UK (e) ZoNKHA
6bITb packpbliTa Ha OCHOBAaHWM HOPMATUBHOrO aKTa WAM peLleHuA cyga Wan
AAMUHUCTPATMBHOIO UM NPaBUTENLCTBEHHOIO NPUKasa. B Takom cnydae cTopoHa-
nonyyatens AOMKHA 6e3 npomeaNieHna U B TOM Mepe, B KOTOPOW 3TO OPUANYECKH
[0NYCTUMO, MPOMHPOPMMPOBaTL NPEAOCTaBMBLLYIO MHOGOPMALMIO CTOPOHY O
NPYUMEHUMOM MONOXKEHUM HOPMATMBHOMO aKTa WAM NpWKasa, 4Tobbl AaTh
BO3MOXHOCTb NpeaocTasnatoweit CTopoHe 06paTUTbCA K COOTBETCTBYIOWMM MePam
NpaBOBOM 3aLMTbl WM KaK-TO elle NpefoTBPaTUTb WMAM OrPaHUYUTb packpbiTve
KoHdunaeHumansHom Mudopmaumm.



13.4 Upon request, the receiving party shall destroy
or return to the disclosing party all materials containing any
of the Confidential Information and any copies or
derivatives prepared therefrom. However, this obligation
to return or destroy Confidential Information shall not
apply to copies of electronically-exchanged Confidential
Information made as a matter of routine information
technology backup and to Confidential Information or
copies thereof which must be stored by the receiving party
according to provisions of mandatory law, provided that
such Confidential Information or copies thereof shall
remain subject to the confidentiality obligations under this
Agreement.

13.5 The obligations in this Section shall, with respect
to each disclosure of Confidential Information, apply for a
period of 5 (five) years from its first disclosure, provided,
however, that trade secrets shall be protected until they
are no longer trade secrets under applicable law.

14, Feedback

14.1 You may, at Your sole discretion, provide Your
input regarding the Services, products, services, business or
technology plans, including, without limitation, comments
or suggestions regarding the possible creation,
modification, correction, improvement or enhancement of
the Services, products and/or services, or input as to
whether You believe Our development direction is
consistent with Your own business and IT needs
(collectively “Feedback”). We shall be entitled to use
Feedback for any purpose without notice, restriction or
remuneration of any kind to You and/or Your
Representatives.

14.2 You acknowledge that any information that We
may disclose to You related to the Services, Our other
products, services, business or technology plans is only
intended as a discussion of possible strategies,
developments, and functionalities of Our products or
services and is not intended to be binding on Us regarding
any particular course of business, product strategy, and/or
development.

15. Non-Celonis Products and Services

We or third parties may make available (for example,
through a Marketplace or otherwise) third-party products
or services, including, for example, Non-Celonis
Applications and implementation and other consulting
services. Any acquisition by You of such products or
services, and any exchange of data between You and any
non-Celonis provider, product or service is solely between
You and the applicable non-Celonis provider and We
expressly disclaim any liability therefor. We do not warrant
or support non-Celonis Applications or other non-Celonis
products or services, whether or not they are designated by
Celonis as “certified” or otherwise, unless expressly
provided otherwise in an Order.

16. General Provisions

16.1 Sub-contracting. Notwithstanding any further
requirements provided in Annex C, We may subcontract all
or part of the Services to a qualified third party. We may
also at any time involve any of Our Affiliates and successors
in business as sub-contractors under this Agreement. In
such event, We will be liable for any sub-contractors used
in the performance of Our obligations under the
Agreement.

16.2 Assignment. Except as permitted herein, neither
party may assign the Agreement, in whole or in part,
without the prior written consent of the other, not to be
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134 Mo TpeboBaHWUO, MoAyyatoll@s CTOPOHA YHUUTOXKWUT NMOO BO3BPATUT
nepegatoem CTOpOHEe BCe maTtepuansl, coaepxatime Kakyto-nmbo
KoHpuaeHumansHyto MHbGOpMaLmio 1M BCce €e KonuuM M npouyme maTepuasnsl,
npousBoAHble OT Hee. OfHako paHHoe 06A3aTenbcTBo  BO3BPaATUTL  AMBO
YHUUTOXUTL KoHbuaeHumanbHyto MHGopMaumMio He pacnpocTpaHaeTca Ha Konuu
KoHpuaeHupmaneHolt  UHGopmaummn, KoTopas nepefaBanacb  3N1EKTPOHHbIM
cnocobom, 1 KoTopble Bblan cenaHbl B npoLecce 06bI4HOTO 417 MHGOPMALMOHHBIX
TEXHOMOMMA M3rOTOBNEHUA PE3EpBHbIX KOMWIA, a Takke Ha KoHduaeHUuanbHyo
NHbopmaLmio nam ee KONuKM, KOTOPbIe AOMKHbBI XPaHUTLCA NMOAYYatOLLEN CTOPOHOM
COrNacHO MMMNEepPaTUBHbLIM NPABOBbIM HOPMaM, NPU YCA0BUK, YTO 0b6A3aTENbCTBA O
KOHGMAEHLUMANBHOCTU NO HacToAwweMy CornaleHnto NpoLoIKaT PacnpoCTPaHATLCA
Ha TaKyto KoHdmaeHumanbHyto MHbopmauumio 1 Ha ee Konuu.

13.5 Obn3aTeNbCTBa, M30XKEHHblE B AaHHOM Paszaene B OTHOWEHUM KaxKaoro
cnyyan packpbitna KoHdumaeHumansHon MHGopmaLmm, 4encTBUTENbHbI B TedeHne 5
(nATM) NeT Cc MOMeHTa ee MNepBOro NPefoCTaBAEHMA, MNPU  YCNOBUM, YTO
KOMMepYecKas TaiHa NpOoA0/IKUT COXPAHATLCA M 3aLLMLLATLCA 40 TEX NOp, NoKa OHa
He nepecTaHeT PacCMaTPMBATLCA KaK TaKoBaA COrNacHO MPUMEHUMOMY Npasy.

14. O6paTHan cBA3b

14.1 Bbl BNpaBe N0 CBOEMY YCMOTPEHWIO BHOCUTb CBOW MpeaoKeHua
OTHOCUTENBHO YCAYT, NPOAYKTOB, YCAYT, KOMMEPYECKUX MNAHOB UM TEXHUYECKMX
NAQHOB, BK/AKOYaA, MNOMWMO NPOYEro, KOMMEHTapWUU WKW  NPELNOKEHUA
OTHOCUTE/IbHO BO3MOHOTMO CO3AaHWA, U3MEHEHWA, KOPPEKLWWN, YAYHLWEHUA UK
COBEpPLUEHCTBOBAHUA YCAYT, NPOLYKTOB W/UAW YCAYT, UMW MPELOKEHNA NO BONPOCY
0 TOM, cuMTaeTe M Bbl, 4TO Hale HanpaBneHWe PasBUTUA COrnacyeTca ¢ Bawum
cobCTBEHHBIM BM3HECOM W MOTPEBHOCTAMM B MHPOPMAULMOHHbBIX TEXHONOTUAX (B
coBoKynHocTM «ObpaTtHan CBA3b»). Mbl Bnpase ncrnoab3osats O6paTHyto CBA3b A5
nobbix uenet 6e3 yBeOMNEHNA, OTPAHUYEHNA NN KaKOTo-1MbO BO3HarpaxaeHna
Bac v/vnu Bawwux MNpeacrasureneit.

14.2 Bbl noaTsep:kaaeTte, 4to nNtobasa MHbopmaumsa, KOTopyto Mbl MoxKem
pacKpbITb Bam KacaTenbHO Yeayr, Halmx npounx NpoayKToB, YCNYr, KOMMEPYECKMX
WAW TEXHWUYECKMX MNaHOB, NpefHasHayeHa TONbKO A7 OOCYKAEHWUA BO3MOMKHbIX
cTpaTerunit, paspaboTok U GYHKLMOHANbHBIX XapaKTePUCTUK HalumMxX NPOAYKTOB UK
YCNYT, ¥ He paccMaTpMBAETCA Kak co3gatowan ana Hac kakve-nnbo obasatenscrsa
no BbIGopy HanpasneHua BusHeca, NPOAYKTOBON CTPATErMK WU PA3BUTHA.

15. He MpuHagnexawme Komnanum Celonis Mpogyktel n Yeayrm

Mbl MAX TPETbU CTOPOHbI MOXeM NpPenoCcTaBaATb (Hanpumep, yYepes Toprosyto
Mnowanky Man MHbIM 06Pa3oM) CTOPOHHWME MPOAYKTbI WAW YCAYrM, BKAtOYas,
Hanpumep, He MpuHaanexawme komnaHum Celonis MpuaoxkeHUs, a Takxke ycayrm no
BHEAPEHWIO W ApyrMe KOHCY/NbTaLuMOHHble ycnyru. Jlioboe npuobpeTerne Bamu
TaKMX MPOAYKTOB MUAW yCayr U ntoboit 0bMeH AaHHBIMU Mexxay Bamu 1 nobbim He
oTHOCAWMMCA K KomnaHuu Celonis MoOCTaBLWMKOM, MNPOAYKTOM WKW CEPBMCOM
OCYLLECTBNAGTCA  WCKAIOYUTENIbHO  Mexay Bamu M COOTBETCTBYOWMM  He
OoTHOCALWMMCA K KomnaHuu Celonis nocTaslimKkom, M Mbl NPSAMO OTKasblBaemca OT
KaKkol-11bo 0TBETCTBEHHOCTM 33 3T0. ECc/M MHOE NpAMO He yKa3aHo B 3akase, Mbl He
npefocTaBNfem rapaHTuit B oTHoweHun He MpuHagnexawmx komnaHumn Celonis
MPUNOMKEHUI U MHBIX HE OTHOCALLMXCA K KomnaHum Celonis NpoayKToB UAK ycayr 1
He nNpefocTaBaAem Mo HUM NOAAEPHKKY, HE3aBUCMMO OT TOro, 0603Ha4YeHbl 1M OHU
KomnaHwuei Celonis Kak «cepTMOULMPOBAHHbBIE» UM MHBIM 0BPA3OM.

16. 06Lme NonoKeHma

16.1 Cybnoapaa. BHe 3aBUCMMOCTH OT N1t0BbIX LONONHUTENbHBIX TPEBOBAHWMIM,
cogepxauwmxca B [MpunoxkeHnn B, Mbl BnNpase nepenopyyntb OKasaHue Ycayr
NONHOCTBIO UK B NtOBOI YacTU KBaAUPUUMPOBAHHBIM TPETBUM NMUaM. Mbl Takxke
BNpaBe B 060N MOMEHT npusaedb N06bIX Hawux AdduanposaHHbIx Jlnw, K
npaBonpeeMHWKos B OW3Hece B KavecTBe CybnoapAAYMKOB MO  HACTOALLEMY
CornateHuto. B 3tom cnydae Mbl Hecem OTBETCTBEHHOCTb 33 /t0ObIX
cybnoApAAYMKOB, 33eMCTBOBAHHbIX B MCNONHEeHWM Hawux o06a3aTensct8 no
AaHHomy CornateHuio.

16.2 MNepeycTynka. Kpome cnyyaes, Aonyckaembix AaHHbIM CornatleHvem, Hu
0Ha W3 CTOPOH He MOXeT nepeycTynuTb AaHHoe CornaweHne NOAHOCTbIO WMAK
4acTn4Ho 6e3 npesBapUTENbHOrO MMCbMEHHOTO COMIACUA PYrovi CTOPOHbI, B YEM He



unreasonably withheld. Any attempt by either party to
assign or transfer the Agreement without the prior written
consent of the other will be null and void. Notwithstanding
the foregoing, We may at any time upon notice to You
assign or otherwise transfer Our rights and obligations
under the Agreement to any of Our Affiliates or successors
in business.

16.3 Independent Contractors. The relationship
between You and Us is that of independent contractors.
The Agreement does not create a partnership, franchise,
joint venture, agency, fiduciary, employment or any such
similar relationship between You and Us.

16.4 Governing Law. The Agreement shall be
governed by the laws of England and Wales and the parties
submit to exclusive jurisdiction of the courts located in
London, England. The United Nations Convention on the
International Sale of Goods (CISG) shall not apply.

16.5 Amendments. Any amendments or additions to
the Agreement must be made in writing and executed by
duly authorized representatives of both parties.

16.6 Entire Agreement. These Terms, together with
any Order between You and Us, constitute the entire
agreement between the parties with respect to the subject
matter hereof and supersedes all prior agreements
between the parties, whether written or oral, relating to
the same subject matter. In the event of any inconsistencies
between these Terms and an Order between You and Us,
the Order shall take precedence over these Terms. Any
purchase order, purchasing terms, general terms of
business or other document issued by You for
administrative convenience only and will not be binding on
Us.

16.7 Severability. Should parts of the Agreement be
or become invalid, this shall not affect the validity of the
remaining provisions of the Agreement, which shall remain
unaffected. The invalid provision shall be replaced by the
parties with such term which comes as close as possible, in
a legally permitted manner, to the commercial terms
intended by the invalid provision.

16.8 No Waiver. No waiver by either party of any
breach or default or exercise of a right of a party under the
Agreement shall be deemed to be a waiver of any preceding
or subsequent breach or default or exercise of a right.

16.9 Export Control and Compliance with Laws. The
Services are subject to the export control laws of various
countries, including without limit the laws of the United
States and Germany (“Export Laws”). You agree that You
will not submit the Services to any government agency for
licensing consideration or other regulatory approval
without Our prior written consent. You, will not, and will not
allow any third party to, export, re-export or transfer any
part of the Services to countries, persons or entities
prohibited by Export Laws. You are also responsible for
complying with all applicable laws and regulations in the
jurisdictions where You operate.

16.10 Third Party Rights. A person who is not a party to
the Agreement under the Contracts (Rights of Third Parties)
Act 1999 (the "Act") has no rights to enforce, or to enjoy
the benefit of, any term of this Agreement but this does not
affect any right or remedy of a third party which exists or is
available apart from the Act or that is expressly provided for
under this Agreement.

16.11 Notices. Except as otherwise specified in the
Agreement, all notices hereunder shall be in writing and
shall be deemed to have been given upon: (i) personal
delivery, (ii) two business days after sending by e-mail. E-
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MOXeT OblTb HeobOCHOBaHHO OTKaszaHo. Jltobas nonbiTKa NHOM M3 CTOPOH
nepeycTynuTb UAK nepeaats gaHHoe CornalweHune 6e3 npeasapuTesIbHOro cornacus
OPYrof CTOPOHbI HUYTOXHA M HE WMMEEeT PUAMYECKOR cunbl. Hes3aupas Ha
BblLIEN3N0KEHHOE, Mbl Bnpase 8 1060 MOMEHT, NpeasapuTeNbHO yBeaomMmns Bac
06 3TOM, nepeycTynuTb WAKW NepedaTb WHbIM cnocobom Haww npasa
o6s3atenscTBa No gaHHomy CornaweHmio Nto6omy n3 Hawmx AGdruamposaHHbIx Slnu
WK NPaBONPEEMHWKOB B Br3Hece.

16.3 HeszaBucrmble KoHTpareHTbl. OTHOLWEHWA, CyLLLECTBYOWME Mexay Bamu n
Hamu, ABNAOTCA OTHOLIEHUAMM HE3aBUCUMMBbIX KOHTpareHToBs. [JaHHoe CornaweHue
He Co3[3aeT OTHOLWEHMIM napTHepcTBa, GPaHLUIM3bl, COBMECTHOrO NPeanpUATUA,
areHTcTBa, GUAyUMapHbIX OTHOWEHWI, TPYAOBLIX OTHOLWEHWA WKW KaKMx-nmbo
nogo06HbIX OTHOLWEHWUI Mexay Bamu v Hamu.

16.4 Perynupyrowee sakoHogatenbctso. [anHoe CornalleHune peryavpyerca
npaBom AHINK 1 Y3/1bCa, ¥ CTOPOHbI MOAYMHAIOTCA UCKAOYUTENBHON IOPUCAMKLMN
cynoB, HaxoAsawmxca B JloHaoHe, AHrana. KoHeeHuma OpraHm3saumm O6beanHEHHbIX
Haumii 0 [0roBopax MeAyHapoAHOW Kynau-mpodarkM TOBApOB K HacTosALllemy
CornalleHuto He NpumeHaeTcs

16.5 BHeceHWe usmeHeHWn. Jlobble NONpaBkM WK AONONHEHWUA K AaHHOMY
CornaweHuto A0/MKHbI ObITb CAeNaHbl B MUCbMEHHOM ¢opme W NoAnMcaHbl
Haa/eKaLLe yrnoNHOMOYEHHbIMU NpescTaBuTensmm CTOPoOH.

16.6 McuepnbliBalowmil xapaktep forosopa. HactoAwume Ycnosua BmecTe C
NobbIM 3aKasom, opopmaeHHbIM Mexay Bamu u Hamu, npeactasnstoT coboit
NO/HbLIA 06bEM [OTOBOPEHHOCTEN Mey CTOPOHamu B OTHOLIEHWM MNpeameTa
HacToAwero CornaleHus W OTMEHAIOT BCE MPEXHWEe [OrOBOPEHHOCTU MeXay
CTOPOHAMM, KaK MUCbMEHHbIE, TaK U YCTHbIE, OTHOCALLMECA K TOMY Ke npeameTty. B
Cny4Yae Kakmx-1Mbo HECOOTBETCTBUI Mexay YCNOBUAMM U 3aKa3om, 0GOPMAEHHbBIM
mMexay Bamu u Hamu, 3akas vmeeT npermyLLeCTBEHHYIO HOPUANYECKYID CUNY Mo
cpaBHeHuio ¢ Ycnosuamu. Jlio6as 3asBKa Ha MOKYMKY, YC/A0BMA MOKYMKM, oblumne
YC/I0BMA BefleHWA BU3Heca UAM APYrol LOKYMEHT, BbINyLEeHHbIM Bamu anwb ana
yA06CcTBa aAMUHUCTPUPOBaHMA, 06A3aTeNbHOM CUAbl ANa Hac He nmeeT.

16.7 ABTOHOMHOCTb NOJIOXKEHUA CornalleHua. Ecnn Kakve-nmbo yactu
naHHoro CornaleHua ABAAOTCA MAM CTAaHOBATCA HEAEWCTBUTE/IbHbIMMK, 3TO He
NOBAMAET Ha IOPUAMYECKYIO CUAY OCTabHbIX MONOXKeHWI gaHHoro CornaweHus,
KOTOpble NOMHOCTbIO COXPAHAIOT Uy U Aeinctane. CTOPOHbI 06A3YIOTCA 3aMeHUTL
HeAeNCTBUTEIbHbIE  MONOMKEHUA TaKMMK  YCIOBUAMM, KOTOPbIE  HOPUAMYECKM
MaKCMMaNbHO MPUBAMMKAIOTCA K KOMMEPYECKUM YCNIOBUAM, Ha KoTopble Oblan
HaueneHbl HeeNCTBUTENbHbIE NONOKEHNA.

16.8 OTcyTCTBME OTKasa OT npaB. HwKakoe npouieHve nboW U3 CTOPOH
N06Oro HapyLeHNA, M HUKAKOW OTKas UMW OT peanmnsaumm npas B COOTBETCTBUM C
AaHHbIM CornaleHnem He ABNAETCA NPOLLEHNEM KaKUX-TMB0 MMEBLLMX MECTO paHee
WM MOTYLLMX BO3HWKHYTbL B OyAyLlem HapyLeHW Man 0TKa3oMm OT peanusalum npas,
npaBO Ha Peann3aumio KOTOPbIX BO3HWKAO A0 MAM MOCAe TOro, Kak MMes MecTo
YNOMAHYTBIN OTKa3 OT peanusauum npas.

16.9 DKCMOPTHBIN KOHTPOAb M CobnoaeHne 3aKOHOB. YCayrv NoAnagatoT nog,
[eiicTB1e 3aKOHOB 06 3KCMOPTHOM KOHTPO/IE PasHbIX CTPaH, BKAOYaA B TOM yucne
3aKoHbl CoeanHeHHbIX LLITaToB 1 Fepmanum («3akoHbl O6 dkcnopTHOM KoHTpone»).
Bbl cornawaetech, YTo Bbl He nepenaguTe mHbopmaumio o6 Ycayrax HUKaKMM
NpaBUTENbCTBEHHBIM OPraHN3aLMAM C LLeNblo NONYHEHNA KaknX-NMBOOo NULEH3NA Un
LAPYrUX perynatopHbix paspelieHnii 6e3 Hawero npeasapuTenbHOMO NUCbMEHHOTO
cornacua. Bbl He ByaeTe U He NO3BONINTE HUKAKOW TPETbe CTOPOHE 3KCNOPTUPOBATD,
pesKkcnopTMposaTb AMBO nepeaasaTb  Kaky-Anbo YacTb Ycayr B CTpaHbl,
bGU3NYECKMM UK HOPUAMYECKUM NWLAM, B OTHOLIEHUM KOTOPbIX 3TO 3anpeLieHo
3akoHamn 06 dkcnopTHom KoHTpone. Bbl Takke oTBevaeTe 3a cobniofeHue Bcex
[EeViCTBYIOWMX 3aKOHOB M HOPMATUBHbIX aKTOB roCyapcTs, B KOTOPbIX Bbl BeseTe
[eATeNbHOCTb.

16.10 Mpasa TpeTbux AuL. JIMLO, He ABNAIOWEECA CTOPOHON AAHHOMO
CornateHus cornacHo AKTy o KoHTpakTax (Mpasax TpeTbmx JInu) 1999 roaa («AKT»)
He umeeT npasa TpeboBaTb UCMONHEHUA HUKAKMX NOMOXKEHMI AaHHOro CornaleHuns
MW UCNONb30BATh MX B CBOMX MHTEPECAX, HO 3TO HE BAMAET HM Ha Kakue npasa uau
CpeACTBa 3alLMTbl MPaB TPETbUX /UL, KOTOPbIE CYLLECTBYIOT UM LEeNCTBYIOT MOMUMO
AKTa, UM KOTOpPbIE MPAMO NPeAyCMOTPEHbI AaHHbIM CornaleHnem.

16.11 Yseaomnenus. Ecnm nHoe He NnpeaycMoTpeHo B HacToAlem CornalieHnu,
BCe yBeAOMEeHMA NO AaHHOMY CornawweHnto AoMKHbl ObiTb B MMCbMEHHOM BUAE U
cymTaloTeA AocTasneHHbIMM npu: (i) nuHom BpydeHuw; (i) no ucTeveHun AByx
pabouymnx AHEeN nocne oTNPaBKM 3NEKTPOHHOM NOYTOM. DNEKTPOHHbIE NcbMa B Hal
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mails to Us shall be directed CFO/Legal at
(cfo@celonis.com), and e-mails to You shall be addressed
to the administrative contact designated in Your Order.
Notices relating to an Infringement Claim under Section 11
must be sent by registered mail and e-mail.

16.12 Surviving Provisions. The terms which by their
nature are intended to survive termination or expiration of
the Agreement shall survive any such termination and
expiration including without limitation the following
Sections: 7 to 15.
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aZpec [O/MKHbI HanpaBAATbCA Ha agpec MnasHoro ®uHaHcosoro Oduuepa/tOpucta
(cfo@celonis.com), a 3neKTpoHHble nMcbma Bam [O/MKHbI ObITb afpecoBaHbl
AAMUHUCTPATUBHOMY PabOTHUKY, yKasaHHOMy B Balwem 3akase. YsegomneHus
KacatenbHo lMpeTeH3nn 0 HapyweHuu cornacHo Pasaeny 11 nonxKHbl OTNPaBAATLCA
3aKa3HbIM MUCbMOM C yBEAOMIEHWNEM W MO 31EKTPOHHOM NnoyTe.

16.12 CoxpaHsiowme cuny nosoweHua. Ycnosua CornaweHusa, Kotopble no
CBOE CyTU HaueneHbl Ha To, YTOBbl OCTaBaTLCA B CWAe MOC/Ae NpeKpalleHusa uam
ncTeyeHna cpoka aeictema CornalweHns ocTaloTcsa B CUe Nocae NpekpaweHna nm
NCTeYeHUA CPOKa ero AencTBMA, BKIOYadA, B TOM umcne Pasgensl: 7 - 15.



Annex A
Definitions

1. “Affiliate”: any entity that directly or indirectly
controls, is controlled by, or is under common control with
You or Us, as the case may be, but only for so long as the
control exists. "Control," for purposes of this definition,
means direct or indirect ownership or control of more than
50% of the voting interests.

2. “Agreement”: these Terms and any Order
between You and Us.

3. “Authorized Reseller”: a reseller, distributor or
other partner authorized by Celonis to sell Celonis products
or services.

4. “Celonis Materials”: any software, programs,
tools, systems, data, Celonis Confidential Information or
other materials made available by Us to You in the course of
the performance under this Agreement, but at all times
excluding the Cloud Service.

5. “Celonis Schema”: shall have the meaning as set
out in Section 5.6.

6. “Cloud Service”: the Celonis software-as-a-
service platform, the On-premise Component (if
applicable), and the online supporting documents, as
further described in the Documentation, but excluding Non-
Celonis Applications and any links to third-party products or
services contained in the Cloud Service.

7. “Cloud Service Uptime”: has the meaning given in
the Service Level Agreement.

8. “Confidential Information”: any information
disclosed to a party by the other party concerning the
business and/or affairs of the other party, including but not
limited to information relating to a party's operations,
technical or commercial know-how, specifications,
inventions, processes or initiatives, plans, product
information, pricing information, know-how, designs, trade
secrets, software, documents, data and information which,
when provided by one party to the other: a) are clearly
identified as “Confidential” or “Proprietary” or are marked
with a similar legend; b) are disclosed orally or visually,
identified as Confidential Information at the time of
disclosure and confirmed as Confidential Information in
writing within 10 (ten) days; or c) a reasonable person would
understand to be confidential or proprietary at the time of
disclosure, including Customer Data.

9. “Customer Data”: the (i) data and information
provided by You to Us and/or input, uploaded and/or shared
by You, Your Users or Us on Your behalf, for the purpose of
using the Cloud Service or facilitating Your use of the
Services, or (i) data You collect and process through Your
use of the Cloud Service.

10. “Customer Materials”: any materials, data,
information, software, equipment or other resources
owned by or licensed to You and made available to Us
pursuant to facilitating Your use of the Services, including
Customer Data.

11. “Data Protection Laws”: all laws, rules,
regulations, decrees, or other enactments, orders,
mandates, or resolutions relating to privacy, data security,
and/or data protection, and any implementing, derivative or
related legislation, rule, and regulation as amended,
extended, repealed and replaced, or re-enacted, as well as
any applicable industry self-regulatory programs related to
the collection, use, disclosure, and security of Personal Data
including the EU General Data Protection Legislation
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MpunoxeHne A
TepMuHbI 1 onpeaeneHmns

1. AddunmnposaHHoe J/lMuo — noboe topuanyeckoe ML, KOTOPOe NPAMO
MMM KOCBEHHO KOHTPOAMPYET, MNOAKOHTPONbHO WM HaxoAMTCs nof obWmm
KOHTpONem ¢ Hamu uan Bamu, B 3aBUCMMOCTM OT CUTyaLIMKM, HO AWLLIb Ha Nepuoa,
CYLLECTBOBAHMA KOHTPOAA.  «KOHTPO/Mb» A4NA Leneit OaHHOTO onpeaeneHus
03Ha4yaeT NpPAMOE MNM KOCBEHHOE BNaJeHMEe WAM KOHTPOAb Hag 6osnee yem 50%
rONIOCYOLLMX LONIEI Y4ACTUA B COOTBETCTBYIOLLEM ANLE.

2. CornaweHne —HactoAwme Ycnosua u noboit 3akas, oPopmMIEHHbIN
mexay Bamu n Hamu.

3. YnonHomoueHHbI Mepenpoaasel, - nepenpoaasel, AMCTPMOLIOTOP UK
WMHOM MNapTHEep, YNOo/NHOMOYEHHbIM KomnaHwuei Celonis npoaasaTb MPOAyKTbl U
ycnyru komnanum Celonis.

4. Martepmanbl kKomnaHuu Celonis — noboe nporpammHoe obecrieyeHue,
NPUNOXKEHWUA, MHCTPYMEHTbI, CUCTEMbI, AaHHble, KoHbuaeHuManbHas MHdopmauma
KomnaHum Celonis wanM nwbble apyrve maTepuansl, Kotopble Mbl aenaem
OOCTYyMHbIMKM AN Bac B8 npouecce MCnonHeHusa 06s3aTenbCTB8 MO HacToALLemy
CornaweHuto, Ho He BKAtoYan ObnauHbI CepBuc.

5. Cxema KomnaHum Celonis — umeeT 3HayeHne, aaHHoe B Pasgene 5.6.
6. ObnauHbli  CepBnC — nporpammHoe  obecneyeHune B  BUAe
nNaTGOPMEHHOrO  peLieHUs,  JIoKanbHbIM  HeobnayHbll  KomnoHeHT (B

COOTBETCTBYIOWMX C/y4asx) W BCMOMOraTesbHas OHAAWMH-AOKYMEHTAUMS, KaK
[ONONHWUTENbHO OMMCaHO B [lOKyMeHTaUMK, HO He BKatodas He lMpuHagnexalme
KomnaHuu Celonis MpUNOXKeHUa 1 Kakne-nnMbo CCbINKM Ha MPOAYKTbI UAK YCayru
TPeTbUX AnL, cogepxalimecs 8 O6nauHom Cepsuce.

7. Bpema pabotbl O6nauHoro Cepsuca - UMeeT 3HaYyeHue, JaHHoe STomy
TepmuHy B CornawieHnn o6 YposHe O6CnyKmMBaHMA.

8. KoHduaeHumanbHas uHpopmauua — nobas nHopmauua packpbiTas
O/1HOW CTOPOHOW APYroit CTOpoHe KacaTenbHo 6usHeca n/vau aen Apyroi CToOpoHsl,
BK/OYAA, MOMMMO MNpoYero, MHOOPMaLMIO, OTHOCALLYIOCA K AEeATeNbHOCTU 3ToM
CTOPOHbI, TEXHUYECKME UM KOMMEPYECKME CEKPETbI NMPOU3BOACTBA, Cneundukaumm,
M3006peTeHns, NPOLLECChl WA MHULMATMBLI, NAaHbl, MHGOPMALMIO O NPOLYKLMK,
MHbOPMaLMIO O LleHaX, TEXHUYECKMe 3HaHWA, Pa3paboTKK, KOMMEPYECKYIO TaliHy,
nporpammHoe obecneyeHue, AOKYMEHTbI, [aHHble WM WHPOPMaLMIO, KOTopas,
byayun npefocTaBieHHON OA4HOM CTOPOHE APYroi CTOPOHOW: a) ABHbIM 0bpasom
noeHTMduUMpoBaHa Kak  «KoHduaeHumanbsHas»  uam - «na  BHyTpeHHero
Monb30BaHMA», WM NPOMApPKMpPOBaHa WMHbIM NOAOC6HbIM 0bO03HaYeHuem; 6)
pacKpbITa YCTHO MAW HArNAAHO, onpeseneHa Kak KoHdunaeHumanbHaa ViHdopmauma
B MOMEHT ee packpbiTUA W noaTBepxAeHa B KavectBe KoHduaeHumanosHown
MHdopmMaLmK B nUCbMeHHOM BUe B TedeHue 10 (aecATn) AHEN nocne 3Toro, Uan B)
Takaa MHOOPMALMA, B OTHOLIEHWM KOTOPOW Yy PasyMHOro suua cyuiectsyeT
NOHMMaHKe O TOM, YTO Ha MOMEHT e PaCKPbITUA OHa ABNAETCA KOHPUAEHUMANBHOM
NN nHpopmaLmelt 4Na BHYTPEHHErO NOb30BaHMA, BKAOYan KnneHTckme [aHHble.

9. KnueHtckve [aHHble — 1) gaHHble U MHbOPMauMs, NPefoCTaBaeHHble
Ham Bamu, w/Man BBOAHbIE OaHHblE, 3arpyskeHHble Bamu, w/unun Te aaHHble,
KOTOpbiMK ¢ Hamun nogennnucs Bobl, Bawm Monb3zosatenn nam Mel oT Balwero umexu
C Uuenbto ucnonbzoBaHua ObnayHoro CepsBuca wAM  copeictema  Bawemy
Noab30BaHWIO Ycayramu, Uav 2) aaHHble, KoTopble Bbl cobupaeTte n obpabatbiBaeTe
nocpesAcTBOM mcnonb3osaHus ObnayHoro Cepsuca.

10. KnneHtckue Matepuanbl — ntobble matepuansl, faHHble, MHGOpMaLmA,
nporpammHoe obecnevyeHune, obopyaoBaHUe UK ApYr1e pecypcbl, KOTOpbIMK Bbl
BNaZleeTe UK KoTopble NpeaocTaBaeHbl Bam no AnueH3umn 1 npegoctasneHsl Ham
ans Toro, 4tobbl cnocobcTBoBaTh Bam mpu nonb3oBaHWW Yciyramu, BKtoYas
KnuneHtckune JaHHble.

11. 3aKoHoOaTeNbCTBO O 3awmte [JlaHHbIX — BCe 3aKOHbI, NpasBuAa,
NONOXEHWMA, YKasbl UK APYTr1Me HOPMATUBHbIE aKTbl, NOCTAHOBAEHWA, NpeanucaHua
WA Pe30/ItoLMM, OTHOCALLMECH K CEeKpPeTHOCTW, 6e30MacHOCTM AaHHbIX W/uam
3alWmMTe [aHHbIX, a Takke n0boe MMNAeMeHTUpYyloLee, NPOU3BOAHOE UK
CBA3aHHOE 3aKOHOAATENbCTBO, NPABMIO W NOOXKEHME CO BCEMU U3MEHEHUAMMN U
[OONONHEHWAMM, BK/IOYaA aHHY/MPOBaHHOE W  3aMelleHHOoe WAW MNOBTOPHO
BBeAEHHOE B [JelcTBMe, a Takxe ntobble [elCTBylOWME camoperyaupyoLive
nporpaMmbl AeWCcTBUiA, OTHOCALLMECA K cHOpY, MCNONb30BAHUIO, PACKPbLITUIO U
coxpaHHOCTH epcoHanbHbIX JaHHbiX, BKAtoYas «O6wmit PernameHT EC o 3awute
OanHbix» (Monoxenue (EC) 2016/679 Esponeiickoro MapnamerTa (GDPR)).



(Regulation (EU) 2016/679 of the European Parliament
(GDPR).

12. “Documentation”: the then-current product
description of the applicable Services, as made available by
Us on the Celonis website (currently under
https://www.celonis.com/terms-and-conditions/).

13. “Fees”: the fees payable by You for the Services
as set out in an Order.

14. “Force Majeure Event”: acts, events, omissions
or accidents beyond a party’s reasonable control, including,
without limitation, strikes, industrial disputes, failure of a
utility service or transport network, acts of God, war, riot,
civil commotion, malicious damage, compliance with any
law or governmental order, rule, regulation or direction,
accident, breakdown of machinery, act of terror, Internet
service provider failure or delay, denial of service attack,
fire, flood or storm, but excluding (a) financial distress or the
inability of either party to make a profit or avoid a financial
loss, (b) changes in market prices or conditions, or (c) a
party's financial inability to perform its obligations
hereunder.

15. “Inappropriate Content”: content which (a) is
unlawful, harmful, threatening, defamatory, obscene,
infringing, harassing or racially or ethnically offensive; (b)
facilitates or promotes illegal activity; (c) depicts sexually
explicit images; (d) is discriminatory based on race, gender,
colour, religious belief, sexual orientation, disability, or any
other illegal activity; or (e) causes damage or injury to any
person or property.

16. “Initial Subscription Term”: the initial term of
Your Subscription as agreed in the Order or as otherwise
agreed to by the parties.

17. “Malware”: any thing or device (including any
software, code, file or program) which may prevent, impair
or otherwise adversely affect the access to or operation,
reliability or user experience of any computer software,
hardware or network, telecommunications service,
equipment or network or any other service or device,
including worms, trojan horses, viruses and other similar
things or devices.

18. “Marketplace”: an online directory, catalog or
marketplace hosted by Celonis or a third party that features
applications that interoperate with one or more Cloud
Services.

19. “Metrics  Definition”: ~ the  then-current
document(s) made available by Us as “Celonis Definition
license scope / subscription scope” on the Celonis website
(under  https://www.celonis.com/terms-and-conditions/)
describing the subscription metrics for the Cloud Service.

20. “Non-Celonis  Application”: a software
application or functionality that interoperates within the
Cloud Service(s), and that is provided by You or a third party
and/or listed on a Marketplace as being developed and
offered by a third party. Non-Celonis Applications provided
to You by Us will be identifiable as such.

21. “Online Training Cloud”: the access to the online
training courses We provide as described on the Celonis
website (currently at https://www.celonis.com/training), in
the Documentation or other information We may provide.
If You are purchasing Online Training Cloud in an Order,
references in Agreement to “Cloud Service” shall be
deemed to include reference to “Online Training Cloud”.

22. “On-premise Component”: on-premise software
that may be provided with, and that operates in conjunction
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12. LoKymeHTaums — MoCNedHAA Bepcua  MPOAYKTHOrO — OMMcaHus
COOTBETCTBYIOWMX YCAYT, pasmelleHHas Hamu Ha Beb-caitte komnaHum Celonis (B
TeKYLWMII MOMEHT Mo aapecy https://www.celonis.com/terms-and-conditions/).

13. BosHarpaxgeHve — 3TO BO3HarpaxaeHue, ynnavmsaemoe Bamu 3a
Ycnyru, Kak onpefeneHo B 3aKase.

14. dopc-maxopHble O6cToATeNbCTBA — AeicTBKA, cobbiTuaA, besaencTane
WAWM aBapuiiHble CAy4YaW, HaxoAAWMecs BHE MpeAenoB PasyMHOrO KOHTPO/A
CTOPOHBI, BK/IOYAsA, MOMUMO NPOYero, 3a6acToBKM, MPOU3BOACTBEHHbIE KOHPIMKTBI,
HapylweHue paboTbl KOMMYHANbHOMO XO3AMCTBA WAM TPaHCNOpTa, CTUXUIiHbIE
ABNEHWA, BOMHY, MaccoBble HecrnopaiKkM, HapOLHbIE BOAHEHMWA, 3/10yMbllIEHHOe
NpUYvHeHWe Bpeaa, BO3HMKLIYIO 06A3aHHOCTb cobMoaeHUA TpeboBaHMI Kakoro-
6O 3aKOHOAATENbCTBA WM MPABUTENLCTBEHHbLIX MOCTAHOBAEHUI, HOPM MpPaBa,
MONOKEHWUM WM MNPEANUCaHUA, HecyacTHble Cciydaun, HapyweHue paboTbl
MEXaHW3MOB, TEPPOPUCTUYECKMI aKT, COOM MAM 334epXKKy PaboTbl MOCTaBLLMKA
UHTEpHeT-ycnyr, cetesble DDOS-aTaku, nosap, HaBOAHEHWE WM LWTOPM, HO He
BKOYaA: (a) GMHAHCOBbIE 3aTPYAHEHWA WAM HEeCcrmocobHOCTb NtoboW M3 CTOPOH
NoAy4YMTb NPUBLINL UK M3bexaTb GUHAHCOBbLIX NOTepsb, (6) M3MEHEHME PbIHOYHbIX
LeH Waun ycnosuit uau (8) uHaHcoBas HeECNoCOBHOCTb CTOPOHbI BbIMOAHATL CBOM
obs3aTenbCTBa Mo HacToAwemy CornaleHuto.

15. Henpremnembliit KOHTEHT — KOHTEHT, KOTOPbIN ABAAETCA (a) HE3AKOHHbIM,
BPELHbIM, HECYLWMM Yrpo3y, NO30PALMM, HEMPUCTOMHLIM, MPaBOHAPYLUAKOWMM,
coeprKalivm LOMOraTeNnbCTea UAM PacoBO WMAM STHUYECKM OCKOPOUTENbHbIM; (6)
CnocobCcTBYET NMPOTUBO3AKOHHOM AEATENbHOCTY UM NPOABUTaET ee; (B) COAEPHKUT
CeKcyanbHO OTKPOBEHHble M306paeHuns; (r) ABNAETCA AMCKPUMMHALMOHHBIM C
TOYKM 3pPEHMA pacbl, NONa, LBETA KOXMW, PENUMMO3HBIX BEPOBAHMIA, CEKCyasbHOM
OpWEeHTaLMKN, WHBAAUAHOCTM WAM MO NpuUuMHe NtoboN  APYrol He3aKoHHOM
[LeATeNbHOCTU; UAW (4) CTAaHOBUTCA MPUUKMHON yilepba unv spesa Ntobomy uLy nm
MMYLLLECTBY.

16. HauanbHbiit Cpok MMoanucku — HayanbHbI cpok Bawelt Moanwckw,
COrNacoBaHHbIiM B 3aKaze NMbo MHbIM 06Pa3om Mo AOTOBOPEHHOCTU CTOPOH.

17. BpenoHocHoe [MporpammHoe ObecrniedeHne — noboit npeameT uau
YCTPOMCTBO (BKAloYas soboe nporpammHoe obecriedeHne, Kog, odain wan
nporpaMmy) KoTopble MOTyT NPenaTCTBOBaTb, HapywaTb WAW KakMM-IMbo ele
06pa3som HeraTMBHO BO3AEMCTBOBATL Ha AOCTYN K UM Ha paboTy, Ha HaAEeKHOCTb
WU NONb30BATE/IbCKME XapPaKTEPUCTUKM N0BOr0 KOMMbIOTEPHOrO NPOrpammHoro,
annapaTtHoro nnm CeTeBoro obecneyeHus, TeNEKOMMYHWKaUWA,
TENIEKOMMYHMKALMOHHOTO 060pYA0BaHMA UNM TENEeKOMMYHUKALMOHHbLIX CceTel,
160 Ha Ntobble UHbIe CEPBUCHI UK YCTPOWCTBA, BKAKOYAA KOMMbIOTEPHbIX YepBe,
TPOAHCKME NPOrPammbl, BUPYCbl M Npoyme nofobHble NpeameTbl UAn YCTPOMCTBa.

18. Toprosas MaowaaKa — 31eKTPOHHbIN KaTasor UK 31eKTPOHHAA TOprosas
nnowazKka, OpraHWM3oBaHHble KomnaHuel Celonis wWAWM  TpeTbUM AULOM, W
NPeACTaBAAOLME NPUNOKEHUA, COBMECTUMbIE C OAHMM UNK 6onee Yem OAHUM
Ob6nayHbim Cepsrcom.

19. OnpepeneHne [MapaMeTpoB — [EeWCTBYKOLWME Ha TEKyWMUA MOMEHT
[OKYMEHTbI, K KOTOPbIM Mbl OTKPbIAM AOCTYN Nof 3aronoskom «Onpeseneque
KomnaHueit Celonis npenenos NMUEH3MM/NOANUCKM» Ha Beb-caitTe KOMMaHUu
Celonis (no anpecy https://www.celonis.com/terms-and-conditions/),
onucbIBatoLLME NapameTpbl NoANMckM Ha O6nadHbIn CepBuc.

20. He NpuHagnexawee komnaHuu Celonis MpunoxexHne — nporpammHoe
NPUNOXKEHME UAU  MPOrPaMMHbIN  GyHKLUMOHAA, coBmecTUmMble € OBaadHbim
Cepsucom (Cepsrcamm), KOTOpble NPeLOCTaBAEHbI Bamu AU TPETBUM AINLOM /U
npescTaBneHsl Ha Toprosoi lnowanke Kak paspaboTaHHble U npegsiaraemble
TPETBUM  IMLOM. He TMMpuHagnexawme Komnavum Celonis TMpunosxkerus,
npesocrasneHHble Bam Hamu, 6yayT naeHTMoUUMpoBaThCA KaK TakoBbIe.

21. O6naynblii CepBuc OHNANH-O0BY4EHMA — OOCTYN K Kypcam OHAalH-
obyyeHus, KoTopblii Mbl NpeaocTaBasem Kak OnNucaHo Ha Beb-calite KommnaHwu
Celonis (B HacToslee Bpema no agpecy https://www.celonis.com/training), B
JOoKyMeHTauMmn uam apyroin MHGopmaumu, KoTopyto Mbl MOKEM MpesocTaBATh.
Ecnu Bbl npuobperaete npasa nonb3osaHus O6nadyHbim CepBucom OHMaMH-
obyyeHna nocpeacTBOM 3akasa, ccbiikn B CornaweHun Ha «ObnayHbli CepBuc»
CYMTAIOTCA COAEPKALLMMM CCbINKM Ha «Ob61auHbIn Cepanc OHNaMH-00yYeHNA».

22. JloKasibHbIi  KOMNOHEHT —noKanbHOE MporpammHoe obecneyeHue,
KOTOpOoe MOXeT BbITb NpesocTaBneHo BMmecTe ¢ O6nauHbIM CepBrCOM M KoTopoe
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with, the Cloud Service. When made available, On-premise
Component can be downloaded and installed (including
updates) by Customer. Customer is responsible for the
installation and operation of the On-premise Component,
including any updates made available by Us. The SLA does
not apply to On-premise Components.

23. “Order”: a written document executed by You
and Us specifying the Services You have ordered, and the
Fees owed thereunder, and such other terms as are agreed,
including any addenda and supplements thereto. An
“Order” also refers to the executed ordering document
between You and an Authorized Reseller that incorporates
or references these Terms as governing Your receipt and
use of the Celonis products and/or services referenced
therein (though in such case, the Order may not alter or
supplement the Terms without Our express written
approval).

24, “Personal Data”: any data and information
relating to an identified or identifiable living individual
person as defined under applicable Data Protection Laws.

25. “Professional Services”: the consulting and/or
professional services related to the Cloud Service which may
include installation and implementation services for the
Cloud Service, provided by Us to You as described in the
applicable Order.

26. “Proprietary Rights”: rights in patents, utility
models, trademarks, service marks, trade names, other
trade-identifying symbols and inventions, copyrights, design
rights, database rights, rights in know-how, trade secrets
and any other intellectual property rights, anywhere in the
world, whether registered or unregistered, and including
applications for the grant of any such rights.

27. “Renewal Term”: has the meaning set out in
Section 9.1.

28. “Representatives”: of a party are its and its
Affiliates’ employees, directors, advisers and
subcontractors.

29. “Service Level Agreement” or “SLA”: the service
levels for the Cloud Service as set out in the then current
document(s) made available by Us as “Service Level
Agreement for Celonis Software-as-a-Service Offerings” on
the Celonis website (under
https://www.celonis.com/terms-and-conditions/).

30. “Services”: any and all services provided by Us to
You as described in the applicable Order including the
provision of the Cloud Service, Professional Services,
Support Services, and the Online Training Cloud.

31. “Subscription”: the subscriptions You purchase
under an Order for Your use of and access to the Cloud
Service in accordance with the Agreement.

32. “Subscription Fees”: the Fees payable for access
to the Cloud Service as set out in an Order.

33. “Subscription Term”: the Initial Subscription
Term and any subsequent Renewal Terms.

34, “Support Services”: the support services, as
described in the Support Services Description, that We
provide to You in respect of the Cloud Service.

35. “Support Services Description”: the then-current
documents describing in more detail the Support Services
and made available by Us on the Celonis website (under
https://www.celonis.com/terms-and-conditions/).

36. “Taxes”: any applicable sales, use, value added,
duties, assessments, excise, withholding or other taxes
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paboTaeT BMecTe ¢ HUM. B cayvae npegoctaBneHns JlokanbHoro KomnoHeHTa, oH
MOXeT BbITb 3arpy»eH v ycTaHoBieH (BKto4as obHoBAeHWs) KaveHTom. KnneHt
OTBeYaeT 33 YCTaHOBKY JlokanbHOro KomnoHeHTa v ero paboty, BKAtoYas ntobble
npefocrtasneHHble Hamu o6HoBneHuA. K JlokanbHbiM KomnoHeHTam CornalleHune
06 YposHe O6cnyxmBaHua (SLA) He npumeHseTcs.

23. 3aKa3 — NUCbMEHHbIA AOKYMEHT, MNOANUCAHHbIA Mexay Bamu u Hamu,
OroBapuBalOLLMIA 3aKa3aHHble Bamu Ycnyrm u npuymtatoweecs no Hemy K ynnarte
BosHarpaskaeHue, a TakKe Npoyme ycaoBWA COracHO AOrOBOPEHHOCTU, BKtOYas
nobble JOMONHEHMA W MPUAOKEHMA K 3aKkady.  «3akas» TaKKe O3HayaeT
NOAMNMCAHHbIV COAEPMKALLMIM 3aKa3 AOKYMEHT mexay Bamu v YNonHOMOYEHHbIM
MepenpoaBLOM, KOTOPbIA BKAOYAT B CEOA MAM CCbINAETCA Ha HacToALLMe YCnoBus
KaK Ha peryavpytolime nonyyeHune u ncnonb3osaHme Bamm npoayKTos u/vnm Yeayr
Komnanuwm Celonis, yNnoMAHYTbIX B HACTOALLMX YCNOBUAX (NPY 3TOM B AHHOM C/y4ae
3aKka3z He MOXEeT W3MeHATb WAM AO0NONHATb YCNoBMA 6e3 Hawero SABHOMO
NUCbMEHHOTO 0406pEHUs).

24. MepcoHanbHble gaHHble — Atobble AaHHble M MHGOPMaLLMA, OTHOCALWMECA
K YCTaHOBJIEHHOMY MU MOANEKALLEMY UAEHTUOMKALMM DU3MYECKOMY /MLy, KaK
chopmynnpoBaHo B 3aKoHOAATENLCTBE O 3almTe [aHHbIX.

25. MpodeccnoHansHbie Yenyrm - KOHCY/NIbTaLMOHHbIE n/vnu
npodeccroHanbHble ycnyru, otHocawmecs k ObnadHomy Cepsucy, KOTopble MOTyT
BK/MtOYATb  YCAYrM N0 yCTaHOBKe W BHegpenuto ObnauHoro  Cepsuca,
npeaoctasneHHble Bam Hamu B nopasake, NpesycMOTPEHHOM B COOTBETCTBYHOLLEM
3akase.

26. MpaBa Ha WHTennektyanbHyto COBCTBEHHOCTb — MpaBa Ha MaTEHTHI,
NPOMbILLNEHHble 06PasLbl, TOBAPHbIE 3HAKK, 3HAKM OBC/YKUBAHUA, KOMMEPYeCKue
HaVMEHOBaHWA, NPoYMe NAEHTUDMKALMOHHbIE TOPTrOBble CUMBO/IbI U M306pETEHUA,
aBTOPCKMe NpaBa, NpaBa Ha Au3aliH, Npasa Ha 6a3bl AaHHbIX, NPaBa Ha HOy-xay, Ha
KOMMEPYECKyto TaiHy W Npodne npasa Ha WHTENNEKTYyabHYt0 COBCTBEHHOCTL NO
BCEMY MMPY BHE 3aBUCUMOCTW OT HAIMYMA UK OTCYTCTBMA PErUCTPALLMM U BKIKOYAA
3aABKM Ha NoslydeHre Ntobbix TaKMX Npas.

27. Cpok lNpofneHna — sHayeHne 4aHHOTO TepMUHa onpeaeneHo B Pasaene
9.1.
28. MpegctaBuTenM CTOPOHbI — PabOTHWUKW, [AMPEKTOPa, COBETHWKU U

cybnoapaaYMKM 3TON CTOPOHbI U ee AbdUANPOBaHHbIX TnLL.

29. CornaweHuve o YpoeHe O6cnyusaHus (SLA) — ypoBHM 06CnyKMBaHWA B
oTHoweHun  ObnayHoro  Cepsuca, MPELyCMOTPEHHble B [JOKYMEHTaX,
npesfocTaBnfemblx Hamu B KOHKPETHbIA MOMEHT BpemeHu Kak «CornaweHve o6
YposHe O6C/yKMBaHUA B OTHOLIEHWUW Npeaiox)eHua MporpammHoro ObecrneveHus
Kak Ycnyrm komnaHum Celonis» Ha Beb-caitTe komnanum Celonis (agpec
https://www.celonis.com/terms-and-conditions/ ).

30. Ycnyrn — nobble  ycnyrM, okasbiBaemble Bam Hamu, B nopaake,
npeaycMoTPeHHOM B COOTBETCTBYIOLLEM 3aKa3e, BKItOYaA NpeloCTaBNeHme A0CTyna
Kk O6nayHomy Cepsucy, lNpodeccmoHanbHbiM Ycayram, Ycnyram [oaaepskkn m
O6nayHomy Cepsucy OHNaMH-00Oy4eHUs.

31. MoAnuncka — 310 NOANMCKK, KOTOPbIe Bbl NpuobpeTtaeTe B COOTBETCTBUM C
3aKasom Ana nosnydeHus goctyna Kk O6nauromy Cepsucy M NOAb30BAHWA UM B
COOTBETCTBMM C AaHHbIM COornaweHnem.

32. ABoHeHTCKana [nata — 370 BosHarpasaeHue, ynnaymMsaemoe ANA
nonyyerus goctyna k O6nayHomy CepBuCy, KaKk yKkasaHo B 3aKase.

33. Cpok Mognuckm — 370 HavanbHbii Cpok [lMognuckn w  nobble
nocneaywouwme Cpoku NpoaneHua.

34. Yenyrm MoaaepmKy — 310 yCayrv NoaaepKKM, Kak onmcaHo 8 OnucaHum
Yenyr Mopaep»ku, KoTopoe Mol npegoctasnsem Bam B oTHoweHun O6nayHoro
Cepswuca.

35. Onucanune Yenyr Mognepiku — Tekylime LOKyMeHTbl, bonee aetanbHo
onucblBatowme Yenyrm Moanepku, kotopble Mbl npeaoctasnsem Bam Ha Beb-caiite
komnaHuum Celonis (aapec https://www.celonis.com/terms-and-conditions/).

36. Hanorn — niobbie geicTylowme Hanorv Ha NpoAasky, Noib3oBaHue,
[06aBNEHHYIO CTOMMOCTb; MOLWAMHBI, HaNOroBble B3HOCHI, aKUM3bl, Haorm,



assessable by any jurisdiction whatsoever based on the
applicable Order.

37. “Terms”: this Celonis Master  Services
Agreement.
38. “User”:  those employees, agents and

independent contractors of Yours or Your Affiliates who are
authorized by You to access and use the Cloud Service in
accordance with the Agreement, and to whom You have
supplied a user identification and password (if applicable).

39. “We,” “Us”, “Our” or “Celonis”: Celonis SE,
Theresienstr. 6, 80333 Munich, Germany

40. “You” or “Your”: the company or other legal
entity that enters into an applicable Order with Celonis .

MSA (April 2021)

yAepxnBaemble y UCTOYHUKA, AN Apyrne Hanaorun, nognexawme HadyncaeHuo un
ynnate 8 ntobom rocy4apcree Ha OCHOBAHWWM COOTBETCTBYIOLLEro 3aKasa.

37. Ycnosua — Hactosulee eHepanbHoe CornaweHune o6 OkasaHuu Ycnyr
komnaHuwm Celonis.

38. Monb3oBaTeNb — PabOTHUKM, areHTbl 1 He3aBWUCHMMble NoAPAAYMKM Bac
nnm Bawux AdduanposaHHbix /1L, KOTOPbIE YNONHOMOYEHbI Bamu MMeTb 4OCTyN K
O6nauyHomy CepBWCYy M MONb30BATLCA MM B COOTBETCTBMM C CornaweHvem, u
KOTOpbIM Bbl MpefocTasuan uaeHTMOMKATOp MONb30BaTeNA W Naposb (ecau
NPUMEHUMO).

39. «MbI», «Hac», «Haw» nnm «komnaHus Celonis» — Celonis SE.

40. «BbI» MAnM «Baw» — KOMMaHWA WAM Opyroe topuanmyeckoe Nuuo,
3aK/Il0UMBLIEE COOTBETCTBYIOWMIA 3aKa3 ¢ KomnaHuen Celonis.



Annex B
Professional Services Supplement

If You are purchasing Professional Services in an Order, the
following additional terms shall apply to Our provision of
such Professional Services.

1. Our Obligations

1.1 We shall provide Professional Services as
described in each Order. We shall determine the manner
and means of performing and providing the Professional
Services and shall use commercially reasonable efforts to
provide the Professional Services in accordance with any
agreed or estimated time schedules set forth in the
applicable Order. Any estimates in an Order are for
informational purposes only and may change depending on
the requirements of the project.

1.2 Unless explicitly agreed otherwise in an Order,
Our Professional Services are provided as consultancy and
advisory services only, e.g. implementation and
configuration support relating to Our Cloud Service, and
shall in no event be considered a “works made for hire”
engagement.

2. Your Obligations

2.1 Where specified in an Order, You will appoint a
Project Manager, who will coordinate Your activities related
to the Professional Services. You will ensure that the same
person acts as Project Manager for the duration of the
applicable Professional Services engagement; but if You
need to change the Project Manager You must notify Us in
writing of such change.

2.2 If at any time You or We are dissatisfied with the
performance of one or more of Your or Our team members
involved in the project for Professional Services, the
dissatisfied party shall promptly notify the other party in
writing of such dissatisfaction. The other party shall
promptly consider the issue and offer a reasonable remedy
to cure the dissatisfaction, which may include replacement
of such team member. If the issue is still not resolved, the
parties shall escalate the issue to the Project Managers.

2.3 You shall:

2.3.1 cooperate with Us on any matters relating to the
Professional Services as set out in the Order and provide Us
with prompt feedback to Our requests;

2.3.2 in the event Professional Services are provided
on Your premises, provide Us with safe and adequate space,
power, network connections, materials, CPU time, access to
hardware, software and other equipment and information,
and assistance from qualified personnel familiar with Your
hardware, software, other equipment and information as
We reasonably request for the performance of the
Professional Services;

2.3.3 provide Us in a timely manner such Customer
Materials and access as We may request in connection with
the provision of the Professional Services; and

2.34 ensure that the Customer Materials are correct
in all material respects, do not infringe any Intellectual
Property Rights of any third party and do not breach any
applicable law or regulation or any term of the Agreement.

2.4 You acknowledge that Our ability to successfully
provide the Professional Services in a timely manner is
contingent upon Our receipt from You of the materials,
information, and assistance requested. We shall have no
liability for delays or deficiencies in the Professional Services
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Npunoxenune b
MNpunoxerue o MpodeccnoHanbHbIx Yeayrax

Ecnn Bbl npuobpetaeTe B 3akase MpodeccroHanbHble Ycayrn, K okasaHuio Hamu
Takux [podeccnoHanbHbix YCnyr NpUMEHAIOTCA Ccnefylolme AOMNONHUTENbHbIE
ycnosua.

1. Hawwm obssaTtenscrea

11 Mbl npegocTasnsaem MpodeccuoHanbHblie YAy, Kak ONmMcaHo B Kaskaom
cooTeeTcTBylOWEM 3akase.  Mbl onpegenvm cnocob M CpeacTsa OKasaHWA
MpodeccroHanbHbIx Yenyr U npeanpumem KOMMEPYeckn 0BOCHOBaHHbIE yCuaua,
4TO06bI NPEAOCcTaBnTL NpodeccmoHanbHble YCyr B COOTBETCTBUM C COTIACOBAHHbIM
nnm NAaHUPYEMbIM BPEMEHHbIM rpapukom, npeayCcMOTPEHHbIM B
cooTeeTcTBylOlEM 3akase. Jllobble OUEHKM B NtobOM 3akasze UMelT Aulb
MHPOPMALMOHHYIO LLeNb U MOTYT MEHATLCA B 33BUCMMOCTU OT Tpeb6OBaHUI NPoeKTa.

1.2 Ecnrv B 3akase sABHbIM 06pa3om He COrnacoBaHo WHoe, Hawwu
MpodeccroHanbHble Ycnyrn NpefoCTaBAAOTCA TONbKO KakK KOHCYNbTaLMOHHblE
YCNYrn, Hanpumep, Kak noAAep)Ka NO BHEAPEHWIO W KOHOUrypupoBaHWIO B
oTHoweHun Hawero O6nauHoro Cepsuca, M HWM B KOEM C/ly4yae He MOryT
paccMaTpuBaTbCA Kak «paboTbl, BbINOAHAEMbIE MO HaUMY».

2. Bawwu o6sa3atenscrea

2.1 B cnyyadax, Koraa aTo oroBopeHo B 3aKkase, Bbl HazHavyaeTe meHeaKepa
NPOeKTa, KOTOPbIM KOOpAMHMPYeT Bally AEeATeNbHOCTb, OTHOCAWLYKCA K
MpodeccnoHanbHbiMm Ycayram. Bbl obecneuvnsaeTe, YTobbl OLHO WM TO Ke AULO
[EeNCTBOBAZO KaK MeHe[)Xep MpoeKkTa Ha MPOTAXEHUW CpoKa AencTsua
COOTBETCTBYIOWMX [OrOBOPEHHOCTEN O npeaocTaBneHun MpodeccroHanbHbIx
Yenyr; a ecnv Bam HeobXoAMMO 3aMeHUTb MeHedskepa MpoeKTa, Bbl [0/KHbI
NMCbMEHHO YBeA0MMTb Hac 0 Takol 3ameHe.

2.2 Ecan B ntoboe Bpems Bac mam Hac He ycTpavsaeT KayecTBO paboTbl
OAHOM0 MAN HECKONbKMX Bawux mam Halwmx 4neHoB KOMaHAbl, BOBJEYEHHbIX B
NPOeKT Mo OKasaHuto [MpodeccroHanbHbIX YCayr, HeyaoBneTBopeHHasa CTOpoHa
6e3oTnaraTeNlbHO  MWCbMEHHO  YBEAOMAAET  APYryld  CTOPOHY O  TaKoM
HeyposneTsopeHHoctn.  [pyras CTOpoHa B KpaTyaWlMii CPOK paccmaTtpusaeT
npobnemy v npeanaraeT pasymMHbll MeTOZ, YCTPaHeHWs HeyL0BAeTBOPEHHOCTH,
KOTOPbIN MOXET BK/OYaTb 3aMeHy TaKoro YneHa komaHabl. Ecnn npobnema no-
NpexHemy He peleHa, CTOPOHbl HampaBAAT BOMPOC Ha pacCMOTpeHue
MeHeaKepoB NpoeKTa.

2.3 Bbl 06sA3yeTech:

2.3.1 B3aMMO/eicTBoBaTb C Hamm no ntobbiM BOMPOCAM, OTHOCAWIMMCA K
MpodeccnoHanbHbiM  Ycayram, Kak 3TO NpefycMOTpeHO B 3akase, W Hes
npomeaneHua oTeedaTb Ha Halum 3anpocsl;

2.3.2 ecnun MpodeccroHanbHble YCnyrn oKkasbiBatoTca B Balmx nomelieHmsx,
npefocTasnaTb Ham 6e3onacHoe M AOCTaTOYHOE NPOCTPAHCTBO, 3NEKTPONUTAHKE,
ceTeBble  MOAK/JKYEHUA, MaTepuansl, MNPOLECCOPHOE BpemsA, AOCTyn K
KOMMbloTEpHOMY 060pPYAOBaHUIO, MporpammHomy obecneyeHuto w  Apyromy
060pyA0BaHUI0 U MHPOPMALLMK, U COAeNCTBME KBaNMOUUMPOBAHHOTO NepcoHana
3HaKOMOro C  Bawwm  KomnbloTepHbIM  0OOpyLOBaHWEM,  MPOTrPaMMHbIM
obecneyeHnem, npoyrm obopyaosaHMem M MHOOPMaLMEn, B COOTBETCTBUMM C
Hawmmm pasymHbIMK 3anpocamu 4ns okasaHus MpodeccroHanbHblx Yeayr.

2.3.3 CBOEBPEMEHHO MpeAocTaBnATb Ham Takue KnauneHTtcknme Matepuansl u
[OCTyn, Kakne Mbl Bnpase 3anpocuTb B CBA3WM C OKasaHWem [1podeccnoHanbHbIX
Yenyr, n

2.3.4 npvHMMaTb Heobxoaumble Mepbl  Ans  Toro, 4Tobbl  KnueHTckue
MaTepuanbl 6blIM KOPPEKTHBIMM BO BCEX CYLLECTBEHHbIX acneKTax, He HapylaTb
HUKaKMX npas Ha MHTennekTyanbHyto COBCTBEHHOCTb HWMKAKMX TPETBUX UL, U He
HapylwaTb HUKAKWX AENCTBYIOLMX 3aKOHOB, NMOMOXKEHUI AN KaKMX-TMBO yCa0BuMiA
naHHoro CornaweHums.

2.4 Bbl npu3HaeTe, 4To Hawa cnocobHOCTb YCMEWHO W CBOEBPEMEHHO
OKa3blBaTb Bam MpodeccroHanbHble Ycayru 3aBncuT ot noayyedms Hamum ot Bac
3aMNpPOLLUEHHbIX MaTepuanos, WHOOPMaLUM WU  COAEWCTBUA. Mbl He Hecem
OTBETCTBEHHOCTb 33 3aJEPKKM MU HelocTaTku B [MpodeccroHanbHbix Ycnyrax,
KoTOpble ABNAIOTCA Pe3yNbTaToM AeicTsua uam Hesgeiictsna Bac wam Bawwux
areHToB, cybnoapaaYnKoB nav paboTHMKOB.



resulting from any act or omission of You or Your agents,
sub-contractors or employees.

3. Change Process

Either party may request modifications to the Professional
Services (“Change Request”). No Change Request shall be
effective or binding on either party until a writing setting
forth such Change Request is signed by an authorized
representative of each party (“Change Order”). Each
Change Order shall be governed by the terms of this
Agreement.

4. Proprietary Rights

All Intellectual Property Rights in the Cloud Service, Celonis
Materials, Services are owned by and shall remain the sole
and exclusive property of Celonis or its licensors. We have,
and may in the course of performing Professional Services
hereunder, develop certain general ideas, concepts, know-
how, methods, techniques, processes and skills pertaining
to the Cloud Service and Celonis Materials ("Residual
Knowledge"). We shall not be prohibited or enjoined from
using Residual Knowledge, other than Customer Materials
and Customer Confidential Information, for any purpose,
including providing services to other customers. For
avoidance of doubt, all Customer Materials are owned by
You and shall remain Your sole and exclusive property.

5. Professional Services Fees

We will provide all Professional Services on a time and
material basis at Our then-current rates, unless otherwise
agreed by You and Us in an Order. Our daily rates are
calculated based on an 8 (eight) hour working day
(excluding weekends and public holidays). All Professional
Services are billed in arrears on a monthly basis. Unless
agreed otherwise the Professional Service Fees exclude
travel and accommodation costs and reasonable out of
pocket expenses which will be borne by You at a flat daily
rate for on-site Professional Services as set out in the Order.

6. Term and Termination

6.1 Each Order for Professional Services shall take
effect on the Order date and remain in effect until any
agreed end date specified in the Order or until all
Professional Services under such Order have been provided,
unless terminated sooner in accordance with these Terms.

6.2 Unless otherwise stated in an Order, each Order
for Professional Services may be terminated for
convenience by either Party by providing thirty (30) days’
prior written notice to the other Party.

7. Limited Warranty

7.1 We warrant that Our Professional Services will be
performed in a professional workman-like manner with
reasonable skill and care in accordance with industry
standards.

7.2 In the event of a breach of a warranty under
Sections 7.1 of this Annex B, and if You notify Us in writing
within 30 (thirty) days of completion of the Professional
Services of the alleged warranty breach and provide Us with
a precise description of the problem and all relevant
information reasonably necessary for Us to rectify such
warranty breach, We shall, at Our option and expense,
either:

7.2.1 re-perform the applicable Professional Services
so that they conform to the warranty; or
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3. Mpouenypbl NSMEHEHU

Kaxpana M3 CTOPOH BMpase 3anpocuTb M3meHeHue [podeccroHanbHbIx Ycayr
(«3anpoc Ha Vi3ameHeHune»). HrKakue 3anpockl Ha M3meHeHue He BCTynatoT B CUAaY U
He ABNAIOTCA 06A3aTENbHBIMU HU [NA KaKOW M3 CTOPOH, MOKa 3TO He 3aKkpenneHo
NUCbMEHHO B COOTBETCTBYIOLEM 3anpoce Ha V3meHeHune, KOTOPLIN foaxKeH ObiTb
NoAMMCaH YNOMHOMOYEHHbIM MNpeacTaBuTeNnem Kaxaon u3 CTopoH («3akas Ha
N3meHeHne»).

4, Mpaga Ha NHTenneKTyanbHy0 CO6CTBEHHOCTb

Bce MpaBa Ha WHTennektyanbHyto CobcTBEHHOCTh, codepraumecs B ObnayHom
Cepsuce, MaTepnanax Komnanum Celonis u Ycayrax, npuvHagnexkaT KOMMaHuu
Celonis 1 ocTatoTcs HepasaeAMMOon U UCKNOUYUTENbHOW COBCTBEHHOCTBIO KOMMNaHWK
Celonis n ee nuueHanapoB. B npouecce okaszaHuAa lNpodeccnoHanbHbix Ycayr no
naHHomy CornaweHuto Mbl Bnpase pa3pabaTbiBaTb onpeaeneHHble obuime uaeu,
KOHLLENUMM, TEXHONOTMU, METO/bI, MPUEMbI, MPOLLECCHl M KOMNETEHLMN, CBA3AHHbIE
c O6nauHbIMm CepBrcom 1 matepuanamm komnanum Celonis («OcTaTouHble 3HaHUAY).
Ham He Bo3bpaHAeTca M He 3anpewaeTcs Mcnoab3osaTb OCTaTouHble 3HaHWA,
KoTopble He ABasatoTcA  KaveHTckumn  Matepuanamm 1M KoHUAEHUManbHON
NHdbopmaumenn KnnerTa, ¢ Ntoboi Lenblo, BKAOYAA NpefocTaBieHne yeayr Apyrum
KAveHTam. Bo wu3bexaHue comHeHwit: Bbl Bnageete Bcemu  KAMEHTCKUMM
MaTtepuanamum, KoTopble ABAAIOTCA W OcTaloTca Baweln Hepasgenumon w
WNCKNIOYUTENBHON COBCTBEHHOCTBIO.

5. BosHarpaxpeHue 3a NpodeccmoHanbHble Yayru

Mbl OKasblBaem ntobble [podeccroHanbHble Ycnyrn, Mcxoasa W3  CTOMMOCTM
3aTpayeHHOro BpeMeHW W maTepuanos Mo Halwmm TeKywMm pacLeHKam npu
OTCYTCTBMM B 3aKa3e WHbIX [OroBOpeHHoCTer mexay Bamu u Hamum.  Hawwm
NOCYTOYHble TapudHble CTaBKM paccymTaHbl Ha OCHOBe 8-4acoBoro paboyero AHA
(Mckntoyas cyb6b0Tbl, BOCKpeceHbA U oduLManbHble MpasaHudHble aan). Mo dakty
oKasaHwA MNpodeccroHanbHbIx YCNYr eXXeMecAYHO BbICTaBNAIOTCA cHeTa A4/1A ONaaThl.
Ecnu He cornacosaHo mHoe, BosHarpaxaeHue 3a lNpodeccroHanbHblie Ycayrm He
BK/IlOYAET TPAHCMOPTHbIE PAcXoAbl, PACXOAbl HA NPOXMBAHWE U PasyMHble MenKkune
TeKylye pacxodbl, KOTOpble MOKPbIBAOTCA Bamu No GUKCMPOBAHHOM CyTOYHON
CTaBKe 3a okasaHwe MpodeccroHanbHbIx YCAYr No MeCTy HaxoxaeHna KaneHnTa, Kak
3TO NpeAycMOTPeHO B 3aKase.

6. CpoK AeNCTBUA U NpeKpalleHne

6.1 Kaxablh 3aka3 Ha [podeccumoHanbHble YCayr BCTynaeT B CUAY C
YKa3aHHOM B HeM [aTbl M OCTaeTcA B CUAe [0 COrNacoBaHHOM KOHEeYHOWM AaThl,
yKasaHHOW B 3akase, uan Ao Tex nop, noka Bce [podeccuoHanbHble Ycnyru,
onuncaHHble B 3aKase, He ByayT NONHOCTLIO OKasaHbl, KPOME CNyYaeB, KOrAa Takow
3aKka3 nNpeKkpaLlaeTca paHee TaKoOW KOHEYHOW AaTbl B COOTBETCTBMM C HACTOALLMMMU
Ycnosuamu.

6.2 Ecim MHoe He oroBopeHo B 3akase, [AeMcTBME Kakaoro 3akasa Ha
MpodeccroHanbHble Ycayrn moxeT HbITb NpeKpaLleHo B O4HOCTOPOHHEM MopALKe
Ntoboin U3 CTOPOH NyTEM MWCbMEHHOrO YBEAOMIEHWMA APYroi cTopoHbl 3a 30
(TpMALATh) AHEN [0 TaKOro NpekpaweHns.

7. OrpaHu4eHHas rapaHTua

7.1 Mbl rapaHTMpyem,  4To Hawwm MpodeccnmoHanbHble  Ycayrn
NpefocTaBNAeTCA KaYecTBEHHO, C Pa3yMHbIM YMEHMEM W OCTOPOXHOCTbIO B
COOTBETCTBMM CO OTPACTEBbIMM CTAaHAAPTAMM.

7.2 B cnyvae HeBbINONHEHWA rapaHTUIMHbIX 06A3aTeNbCTB cornacHo Pasaenam
7.1 vnan 7.2 panHoro Mpunoxenuna b, n ecnm Bbl nucbmeHHO yBegomnsaeTe Hac B
TeveHme 30 (TpMALATM) AHEN C MOMEHTA OKOHYaHWA OKasaHWA MNpodeccnoHanbHbIX
Ycnyr o npeanonaraéMomM  HapyweHUM  rapaHTUiAHbIX — 06S3aTenbctB U
npefocrasnfete Ham ToyHoe onucaHue nNpobiembl U BCIO COOTBETCTBYIOLLYHO,
YMeCTHO Heobxoaumyto Ham uHbopmaumto, uTobbl MCNPaBuTL NogobHoe
HapyLlleHne rapaHTUIHbIX 06A3aTenbCT8, TO Mbl MO CBOEMY YCMOTPEHMIO U 33 CBOW
COBCTBEHHbIN CYeT:

7.2.1 33HOBO OKasbiBaem [lpodeccmoHanbHble Ycayrn, ¢ Tem 4Tobbl OHM
COOTBETCTBOBA/IN rapaHTUIHbIM 0bA3aTeNbCTBAM, MO0



7.2.2 refund the Fee paid in respect of the non-
conforming Professional Services.

7.3 The remedy stated in this Section 7 of this Annex
B is Our only liability to You and Your sole and exclusive
remedy for a warranty breach. We expressly disclaim all
other warranties, express, implied or statutory, including
the implied warranties of merchantability, title, fitness for a
particular purpose and non-infringement, and any implied
warranties arising out of course of performance or course
of dealing, except to the extent that any warranties implied
by law cannot be validly waived and We do not warrant that
the Professional Services will meet Your requirements.

8. Limitation of Liability

Subject to Section 12.4 of the main body of these Terms,
Our aggregate liability to You for or in respect of any loss or
damage suffered by You under or in connection with
Professional Services provided under the Agreement
(whether due to breach of contract, tort (including
negligence) or otherwise) shall not exceed the total amount
of Fees paid by You for Professional Services under the
applicable Order in which the liability arises. For the
purposes of clarification, Section 12 of the main body of the
Terms shall also apply to the provision of Professional
Services, with the exception of Section 12.1.
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7.2.2 BO3Bpallaem Bam BosHarpaxaeHue, ynaadeHHoe 3a [podeccmoHanbHble
Ycnyr, KOTOpble OKas3anucb HEeCOOTBETCTBYIOWMMM MPEeAbABASEMbIM K HMM
TpeboBaHUAM.

7.3 BocctaHoBneHne Bawwux npas, cnocobamu, OMNWUCaHHbIMKM B AaHHOM
Paszpene 7 paHHoro [lpunoxkewuma b, asnAetcAa Hawum  egMHCTBEHHbIM
oba3aTenbcTBOM nepesd Bamu v Bawmm eAMHCTBEHHbIM MPAaBOM  KacaTebHO
MNCMNO/HEHNA HACTYNUBLIEro rapaHTUHOro obasaTtensctea. Mbl ABHbIM 06pasom
OTKa3blBaeMCA NPELOCTaBAATb Ntobble Apyrue rapaHTUiiHble 06A3aTesIbCTBa, ABHbIE,
noapasymesaembie, 3aKOHOAATENbHO npesycMoTpPeHHble, BK/tOYasA
noApasymeBaemble rapaHTUM KOMMEPYECKOM MpWroAHOCTW, YWUCTOTbl Mpas
COBCTBEHHOCTM, TOAHOCTU A/19 ONpeAeNeHHON Lean N OTCYTCTBUA HapyLeHui npas
WNHTENNEKTYaNbHOW COBCTBEHHOCTM, W Kakue-nMbo uHble noapasymeBaemble
rapaHTMK, nNpoucTeKalolMe U3 XOoA4a BbINOAHEHWA WAM MPaKTUKK  [e10BbiX
onepaumii, 3a UCKNOYEHMEM CNyYaeB, KOTAa Heslb3A 3aKOHHbIM 06pPa3om 0TKa3aTbCA
OT TaKWX rapaHTWUii, YCTAHOBNEHHbIX 3aKOHOAATeNbHO, U Mbl He Jaem rapaHTuio
KacaTesibHO Toro, 4to MpodeccroHanbHble Ycayrn 6yayT coOTBETCTBOBATL Balmm
TpeboBaHuAM.

8. Mpegesnbl OTBETCTBEHHOCTU

C yyeToM nonoxeHuin Pasgena 12.4 OCHOBHOTO TEKCTa AaHHbIX Ycnosuid Hauwa
COBOKyMHas OTBETCTBEHHOCTb Nnepes, Bamu 33 MAM B OTHOWEHMU KaKMx-1MbHo
NMOHECEeHHbIX Bamu notepb wAM yObITKOB B pesynbTaTe WAW B CBA3M C
MpodeccnoHanbHbiMU  YCayramu, OKa3aHHbIMW B COOTBETCTBMM C  [aHHbIM
CornaweHvem (6yap TO B CBA3W C HapyLleHMeM 4OroBopa, NpuYnHeHvem speaa (8
TOM YMCNE NO HEOCTOPOXKHOCTA) UM MO UHBIM NPUYMHAM), HE MPEBbILLAEeT pasmepa
obuieit BosHarpaxaeHus, yniayeHHoro Bamu 3a MpodeccroHanbHble Ycnyrm no
COOTBETCTBYIOLLEMY 3aKasy, NPW BbINOJHEHUN KOTOPbIX BO3HWKAO OCHOBaHWe Ans
TaKkol OTBETCTBEHHOCTW. B KayecTBe noscHeHwsA: Pasgen 12 OCHOBHOrO TeKCTa
OaHHbIX YCNI0BUI TaKKe MPUMEHUM B OTHOLUEHMM OKa3aHWA MNpodeccroHanbHbIX
Ycnyr, HO He BKAtoYada Paspen 12.1.



Annex C
Data Processing Agreement

This Data Processing Agreement including its Exhibits (the
“DPA”) details the parties’ obligations on the protection of
Personal Data associated with Our Processing of Your
Personal Data within the scope of the applicable Order or
any agreement between You and Celonis for providing
Services (hereinafter, the “Agreement”).

1. Processing of Personal Data

1.1. With regard to the Processing of Personal Data,
You are the controller and determine the purposes and
means of Processing of Personal Data You provide to Us
(“Controller”) and You appoint Us as a processor
(“Processor”) to process such Personal Data (hereinafter,
“Data”) on Your behalf (hereinafter, “Processing”).

1.2 The details of the type and purpose of Processing
are defined in the Exhibits attached hereto. Except where
the DPA stipulates obligations beyond the Term of the
Agreement, the duration of this DPA shall be the same as
the Agreement Term.

1.3. You shall be solely responsible for compliance
with Your obligations under the applicable Data Protection
Laws, including, but not limited to, the lawful disclosure and
transfer of Personal Data to Us by upload of source data into
the Cloud Service or otherwise.

1.4. Processing shall include all activities detailed in
this Agreement and the instructions issued by You. You
may, in writing, modify, amend, or replace such instructions
by issuing such further instructions to the point of contact
designated by Us. Instructions not foreseen in or covered by
the Agreement shall be treated as requests for changes. You
shall, without undue delay, confirm in writing any
instruction issued orally. Where We believe that an
instruction would be in breach of applicable law, We shall
notify You of such belief without undue delay. We shall be
entitled to suspend performance on such instruction until
You confirm or modify such instruction.

1.5. We shall ensure that all personnel involved in
Processing of Customer Data and other such persons as may
be involved in Processing shall only do so within the scope
of the instructions. We shall ensure that any person
Processing Customer Data is subject to confidentiality
obligations similar to the confidentiality terms of the
Agreement. All such confidentiality obligations shall survive
the termination or expiration of such Processing.

2. Data Security

2.1. We shall implement technical and organizational
measures and safeguards that ensure the adequate
protection of Customer Data, confidentiality, integrity,
availability and resilience of processing systems and
services and shall implement a process for regularly testing,
assessing and evaluating the effectiveness of technical and
organizational measures for ensuring the security of the
Processing, as further specified at
https://www.celonis.com/trust-center/. It shall be Your
responsibility to familiarize Yourself with these measures
and to assess whether they ensure a level of security
appropriate to the risk.

2.2. To demonstrate adequate levels of protection,
We have obtained third-party certification and audits of Our
information security program, e.g. DIN ISO/IEC 27001:2015.

All Our certificates are available at
https://www.celonis.com/trust-center/.
2.3. We reserve the right to modify the measures and

safeguards implemented, provided, however, that the level
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MpunoxeHne B
CornaweHvie 06 06paboTKe AaHHbIX

LanHoe Cornawerne 06 06paboTke AaHHbIX, BKAOYAA [IPUNOKEHUA K Hemy
(cokpaweHHo «DPA») noapobHo onucbiBaeT 06s83aHHOCTM CTOPOH MO 3awuTe
MepcoHanbHbIX [laHHbIX, MMetowmx oTHoweHne K Ob6paboTke Hamum Bawwmx
MepcoHanbHbiX [aHHbIX B pamKax COOTBETCTBYIOLLEro 3akasa WaM Kakoro-nnbo
cornalerus mexay Bamu n komnaHueit Celonis o npegoctasneHunun Yeayr (aanee -
«CornaweHue).

1. O6paboTKka MepcoHanbHbIX JaHHbIX

11 B oTHoweHun O6paboTkm [lepcoHanbHbix [aHHbIX Bbl  ABaseTech
KOHTpONEepoM 1 onpeaenaeTe Lenm u cpeactsa O6paboTku MepcoHanbHbIX JaHHbIX,
KoTopble Bbl Ham npesocTasnseTe, npu 3Tom Bbl («KoHTponep») HasHayaeTe Hac
obpabotunkom («OBbpabotumnk») ana 06paboTkmM Takmx MepcoHanbHbiX [aHHbIX
(manee - «[JaHHble») oT Bawero umenn (aanee - «O6paboTkar).

1.2 MoapobHocT, Kacatowmeca Tvna u uenn OOpaboTKM, W3/M0XKEHbI B
MPUNOXKEHMAX, NPUNOKEHHOM K AaHHOMY [OKYMEHTY. 3a UCK/IOYEeHMeM C/ydaes,
koraa DPA npeaycmaTtpveaeT 065A3aTenbCTBa, UCMOJHEHWE KOTOPbIX BbIXOAMT 3a
npeaensl Cpoka Lencteus CornalleHuns, npoaoakuTenbHocts DPA fomkHa 6biTh
TaKoM e, Kak 1 Cpok lenctauna CornaweHus.

13 Bbl HeceTe eAMHONMYHYIO OTBETCTBEHHOCTb 3a BbIMNOAHEHWe Balwux
06A3aTeNIbCTB COMACHO AeicTaytolemy 3akoHogatenbctsy O 3awwmTe [aHHbIX,
BK/IOYAA, MOMMMO MNPOYero, 3aKOHHOe pacKkpbiTve [lepcoHanbHbiX [aHHbIX K
nepesayy Mx Ham nocpeacTBOM 3arpysku UCXOAHbIX AaHHbIX B O6nayHbln Cepsuc
WN MHBIM 06pa3om.

1.4 ObpaboTKka BK/IOYAET BCHO AEATENbHOCTb, OMWCAHHYD B AaHHOM
CornaweHnn v npefcraBneHHbIX Bamun MHCTPYKUMAX. Bbl MoXKeTe B MUCbMEHHOM
BUAE MOAMPULMPOBATb, U3MEHATb MAM 3amellaTb NOAO0OHbIE MHCTPYKLMMK nyTem
npeaocTaBAeHna AaNbHENLNX MHCTPYKLMA yKa3aHHbIM Bam Hamu KOHTaKTHbIM
nmuam. MIHCTpYKLMKM, He npefycMoTpeHHble B CornalleHnn Uam He coaepskalimeca
B HeMm, paccCMaTpuMBalOTCA KaK 3anpoc Ha WX M3MeHeHue. Bbl A0/MKHbl 6e3
HeoBOCHOBaHHbIX MPOMEeANEeHNI NOATBEPKAATL MUCbMEHHO NtoDOble MHCTPYKLMK,
KoTopble BbIM AaHbl YCTHO. B cnyyasx, Korga, no Hawemy mHeHuto, Kakas-nmbo
WHCTPYKLMA HapyLlaeT NnpMMeHUMmoe npaso, Mbl BnpaBe yBeLOMUTb Bac o Takom
Hawem mHeHnn 6e3 HeobOCHOBaHHbIX NpomeaieHnit. Mbl Bpase NPMOCTaHOBUTL
BbINO/IHEHWE TAKOM WHCTPYKUMM [0 Tex nop, noka Bbl He noaTsepamute AW He
WN3MEHUTE 3Ty MHCTPYKLMIO.

15 Mbl rapaHTMpyem, YTO BeCb MEepcoHan, npusnedeHHbin K ObpaboTke
KnueHTckmx JaHHbIX v Apyrve nofobHble nLa, KoTopble Mory ObiTb NPUBAEYeHb! K
ObpaboTke, 6yayT 3aHMMaTbCA 3TUM Wb B Npedenax COOTBETCTBYHOLLMX
MHCTPYKUMA. Mbl obecneynm, 4tobsl ntoboe nnuo, 3aHumatouteeca O6paboTKon
KnuneHTckmx [aHHblx, 66110 0643aHO cobnogatb ycnosma KOHGUAEHUMANBHOCTH
faHHoro  CornalleHua. Bce nopobHble  obAsatensctBa  cobnoaatb
KOHOUAEHLUMANBbHOCTL OCTAlOTCA B CU/E U MOCAe NPEKPALLEHUA WUAN OKOHYaHWA
CpOKa aencTems Tako ObpaboTKku.

2. BesonacHocTb XpaHEHMA AaHHbIX

2.1 Mbl npeanpuMmMem TeXHUYECKME W OpraHM3alMOHHbIE Mepbl U Mepsbl
NpPeaoCTOPOXKHOCTK, obecneyvBalolme HagNeKallyo COXPAaHHOCTb KAMEHTCKMX
[aHHbIX, KOHOUAEHLMANBHOCTb, LEJIOCTHOCTb, AOCTYMHOCTb M YCTOMYMBOCTb CUCTEM
06paboTKM AaHHbIX M Cepsucos, U Byaem BbINOAHATb MPOLECCHI PeryaspHOro
TECTUPOBaHMA,  OUEHKW UM aHanu3a  IPOEeKTUBHOCTM  TEXHUYECKUX U
OpraHM3auUMoHHbIX Mep C uenbto obecnedeHuns GesonacHocT O6PaboOTKM, O Yem
6onee noapobHO n3noxeHo Ha Hawem Beb-caite (https://www.celonis.com/trust-
center/). Bbl oTBeYaeTe 3a 03HAKOM/IEHME C TAKMMU MEPAMM U 33 OLEHKY TOro, B
[,0CTaTO4YHOM 1M Mepe OHM 06ecneYmBatoT Takoi ypoBeHb 6€30NacHOCTM, KOTOPbIN
COOTBETCTBYET PUCKY.

2.2 YT106bI NPOAEMOHCTPMPOBATL HaNMUME ALEKBATHbIX YPOBHEN 3aliuTbl,
Mbl npoBenu HesaBUCHMYO cepTUdUKauMio M ayauT Hawel nporpammbi
MHGOPMaLMOHHOM 3aWwmTel, B 4actHoctr DIN ISO/IEC 27001:2015. Co Bcemwu

eI cepTndMKaTamm MOXHO 03HaKOMUTbCA Ha Beb-caiiTe:
(https://www.celonis.com/trust-center/).
2.3 Mbl ocTasnsem 3a coboi MpaBO M3MEHATb MNPUMEHAEMbIE MeEpbl

6e3onacHocT! ¥ 3alWn1Tbl, OAHAKO NpKU YyCAOBUKU, HYTO YpPOBEHb 6e3onacHocTn
CYLLLECTBEHHO He NOHM3KTCA B TeyeHne Cpoka Moanucku.
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of security shall not materially decrease during a
Subscription Term.

3. Our Obligations

3.1 We shall notify You without undue delay after
We become aware of any accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or
access to Customer Data, including Personal Data, stored or
otherwise processed by Us or Our sub-processors (“Security
Incident”).

We shall use best efforts to identify the cause of such
Security Incident and take the measures We deem
necessary and within Our control for remediating and
securing Customer Data; We shall coordinate such efforts
with You without undue delay.

4, We shall correct or erase Customer Data if
instructed by You and where covered by the scope of the
instructions permissible. Where an erasure, consistent with
data protection requirements, or a corresponding
restriction of Processing is impossible, We shall, based on
Your instructions, and unless agreed upon differently in the
Agreement, destroy, in compliance with data protection
requirements, all data or return the same to You.

In specific cases designated by You, such Customer Data
shall be stored or handed over. The associated cost for
doing so and protective measures to put in place shall be
agreed upon separately, unless already agreed upon in the
Agreement.

We shall, upon termination of Processing and upon Your
instruction, return all Customer Data, carrier media and
other materials to You or delete the same.

Where a data subject asserts any claims against You in
accordance with Article 82 of the GDPR, We shall, where
possible, support You in defending against such claims, at
Your cost.

5. Your Obligations

5.1. You shall notify Us without undue delay, and
comprehensively, of any defect or irregularity with regard
to provisions on data protection detected by You in the
results of Our work.

5.2. Where a data subject asserts any claims against
Us in accordance with Article 82 of the GDPR, You shall,
where possible, support Us in defending against such
claims, at Our cost.

5.3. You shall notify Our point of contact listed in
Exhibit 1 for any issues related to data protection arising out
of or in connection with the Agreement.

6. Data Subjects Rights

6.1. Where a data subject asserts claims for
rectification, erasure or access to Us, and where We are
able to correlate the data subject to You, based on the
information provided by the data subject, We shall refer
such data subject to You without undue delay. We shall
support You, where possible, and based upon Your
instruction insofar as agreed upon. We shall not be liable in
cases where You fail to respond to the data subject’s
request completely, correctly, or in a timely manner.
Notwithstanding the foregoing, if Your employee submits a
data subject request in relation to Online Training Cloud,
You agree that we can fulfill such request without Your
further approval.

6.2. We shall support You, insofar as is agreed upon
by the parties, and where possible for Us, in fulfilling data
subjects’ requests and claims, as detailed in chapter Il of
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3. Hawwu ObazatenbcTea

3.1 Mbl 6e30TnaraTenbHO yBeAOMMM Bac, nocne Toro kKak Ham craHer
M3BECTHO O J/t0BOM CAY4alHOM WMAM  HE3aKOHHOM  YHWUYTOMKEHUW, MoTepe,
N3MeHeHMM, HECaHKLIMOHMPOBAHHOM PAcKpbITUM KAneHTCKUX JaHHbiX Uan gocTyne
K HWM, BK/toYan MepcoHanbHble [aHHble, KOTOpble XPaHATCA MAU MHbIM 0bpasom
obpabatbiBatoTca Hamu mam Hawumm obpaboTimkamm gaHHbix Ha cybnoapsge
(«Cnyyan HapyweHna Cuctembl 3alumTsl»).

Mbl  NPUNOMKMM  MaKCMMasbHble YCUAUA ANS TOro, 4Tobbl MAEHTUGULMPOBATbL
NPUYMHY Kaxaoro nogobHoro Cnyyas HapyweHns Cuctembl 3aLuThl M Npeanprmem
BCE 3aBMCALIME OT Hac HeobXxoAuMble Mepbl 418 TOro, YTobbl UCMpaBWUTb W
obesonacutb KaneHTckme JanHble; Mbl byaem 6e30Tnarate/IbHO KOOPAMHMPOBaTh
TaKkue ycunusa ¢ Bamu.

4, Mbl 06s3yemca MCNpaBsTb AW yaanaTb KnueHTckue [aHHble, ecau
noayYMm OT Bac COOTBETCTBYIOWLME WMHCTPYKUMM M ecan 3To ByaeT B pamKkax
[ONYCTUMbIX MHCTPYKUMIA. B Tex cnyyasx, Korga yaaneHue AaHHbIX B COOTBETCTBUM
¢ TpeboBaHMAMM 3aLLUMTLI AAHHBIX UKW COOTBETCTBYOLWEE orpaHuyeHne O6paboTkm
ABNAETCA HEBO3MOMHbIM, Mbl, Ha OCHOBaHUM BalumMX MHCTPYKLMIA, €CAN HET MHbIX
norosopeHHocTelt B COrnaleHun, YHUYTOKUM B COOTBETCTBUM C TpeboBaHMAMM
3aLWMTbI MHGOPMALLMM BCE AaHHbIE UM BO3BPATUM MX Bam.

B oTaenbHbix 0603HayeHHbIX Bamu cayyasx Takue KnueHTckve [aHHble 6yayTt
NPOAONKATL XPaHUTLCA UK ByayT nepeaaHbl Bam. CBA3aHHbIe C 3TUM pacxopl v
HeobxoAvMble NPU 3TOM 3aLLMTHbIE MePbI, NOANEXAT OTAENbHOMY COrNaCcoBaHWIO,
€C/IN OHM Y)Ke He COrNacoBaHbl B aHHOM CornalleHnu.

Mo npekpaweHnto O6paboTkM 1 No Bawum ykasaHuam Mbl Bo3Bpallaem Bam sce
KnueHTckue [aHHble, HOCUTENU MHPOPMALMK 1 ApyrMe maTepuanbl UAKN yaanaem
nX.

B cnydvae npeabaBneHus K Bam npeteHsumin cybbekTom AaHHbIX B COOTBETCTBUM CO
cTatbelt 82 GDPR, Mbl, N0 BO3MOXKHOCTU, NoAaeprkiMBaem Bac 3a Baw cyeT B 3awmTe
OT TaKWX NPETEH3UIA.

5. Bawwu o6sa3artenscrea

5.1 Bbl H6e3oTnarateslbHO M BO BCex AeTanAx yBeAOoMAAeTe Hac O /tobbix
0BHapysKeHHbIX Bamu HepocTaTKax MAM HecobN0AeHUU MONONKEHUIA O 3aluTe
[aHHbIX B pe3ynbTatax Hawen paboTbl.

5.2 B cnyyae npeabaBaeHMa K Ham npeTeHsnit cyObekTomM [AaHHbIX B
COOTBETCTBMM CO cTaTbel 82 GDPR, Bbl, N0 BO3MOXHOCTY, NoaAepKmBaeTe Hac 3a
Haw cyeT B 3aLLMTE OT TAKUX NPETEH3UN.

53 Bbl yBegomnaeTe Haw KOHTAaKTHOE AMLO, yKasaHHoe B lpunoxeHun 1,
060 Bcex Npobsiemax, OTHOCALLMXCA K 3alumTe AaHHbIX, MPOUCTEKAOWMX U3 AN B
CBA3M C AaHHbIM CornaleHnem.

6. MpaBa cy6beKToB faHHbIX

6.1 B cnyyasx, Korga cybbekT AaHHbIX BblaguraeT Ham  TpebosaHus
KacaTeNbHO YTOYHEHWA, YAANEHWA AAHHbIX UV NPefoCTaBNeHnA AOCTyNa K HUM U
€C/IN B 3TUX C/lydanx Mbl MOXKeM COOTHeCTV cybbeKTa AaHHbIX C Bamu, Ha OCHOBaHUM
MHGOPMaLMKM, NPenoCcTaBNeHHOM Cy6beKTOM AaHHbIX, Mbl HesameanuTenbHO
nepeHanpasnm AaHHOTO Cy6beKTa AaHHbIX K Bam. M0 BO3MOMKHOCTM M Ha OCHOBaHMK
Balmx MHCTPYKLMIA, NPU HaNUYMKM COOTBETCTBYIOLLErO cOrnacoBaHma ¢ Hamu, Mbi
byaem okasbiBaTb Bam noaaepskKy B 3TOM cuTyaumu. Mbl He HECeM OTBETCTBEHHOCTb
B Cy4anx, koraa Bbl He npegocTaBaseTe NOMHONO MAM CBOEBPEMEHHOTO OTBETA Ha
COOTBETCTBYIOWME 3aMPOChl CyObeKTa AaHHbIX. HeB3upas Ha M3NOKEeHHOe Bbile,
ecnn Baw paboTHMK NpeacTaBnAeT 3anpoc KacaTenbHO CybbeKTa [AaHHbIX,
oTHocALWMItcs K ObnauHomy Cepsucy OHNalH-0by4eHnA, Bbl cornawaeTtecs, YTo Mbl
MOXXEM YA0BNETBOPUTDL AaHHbIN 3anpoc 6e3 Balero 4oNoNAHUTENBHOIO COrnacus.

6.2 Mbl OKaXem Bam noagepskky, eciv ob 3Tom mexay CTOpoHamum
CyLLecTByeT COOTBETCTBYIOW,AA JOrOBOPEHHOCTb, 1 TaM, rAe 3To ANA Hac BO3SMOXHO,
B YA0BNETBOPEHMM 3anpocoB U TpeboBaHMIN CyOBbEKTOB AaHHbIX, Kak nogpobHo
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the GDPR and in fulfilling the obligations enumerated in
Articles 33 to 36 GDPR.

7. Options for Documentation

7.1. We shall document and, upon request, provide
such documentation of Our compliance with the obligations
agreed upon in this DPA by appropriate measures.

7.2. If You require an audit of our compliance under
this DPA, such audits and inspections will be conducted
upon 30 days prior written notice, at most once per
calendar year, during regular business hours, without
interfering with Our operations, and subject to the
execution of a confidentiality agreement. We shall be
entitled to reject auditors that are competitors of Ours. You
hereby consent to the appointment of an independent
external auditor by Us, provided that We provide a copy of
the audit report to You.

7.3. Where a data protection or other applicable
supervisory authority conducts an audit, para. 2 above shall
apply mutatis mutandis. The execution of a confidentiality
agreement shall not be required if such supervisory
authority is subject to professional or statutory
confidentiality obligations whose breach is sanctionable
under the applicable criminal code.

8. Sub-processing

8.1. We shall not sub-process any of Our obligations
under this Agreement except as set forth in this DPA.

8.2. You hereby consent to Our use of the sub-
processors listed in Exhibit 1 to this DPA in connection with
the performance of the Agreement. We shall, prior to the
use of further sub-processors, obtain Your prior approval,
such approval not to be withheld except for important
reasons related to compliance with Data Protection Laws.
In such case, We or the respective sub-processor will enter
into a written agreement with each sub-processor
containing data protection obligations not less protective
than those in this Agreement with respect to the protection
of Customer Data to the extent applicable to the nature of
the Services provided by such sub-processor.

8.3. We shall conclude, with such sub-processors,
contractual terms necessary to ensure an appropriate level
of data protection and information security and in
compliance with all Data Protection Laws.

8.4. We will be liable for the acts and omissions of
Our sub-processors to the same extent We would be liable
if we were performing the Services for each sub-processor
directly under the terms of this DPA, except as otherwise
set forth in the Agreement.

9. Obligations to Inform, Mandatory Written Form,
Choice of Law

9.1. Where Customer Data becomes subject to
search and seizure, an attachment order, confiscation
during bankruptcy or insolvency proceedings, or similar
events or measures by third parties while in Our control, We
shall notify You of such action without undue delay. We
shall, without undue delay, notify all pertinent parties in
such action, that any Customer Data affected thereby is
Your sole property and area of responsibility, that Customer
Data is at Your sole disposition, and that You are the
responsible body under the GDPR.

9.2. No modification of this DPA, including but not
limited to, Our representations and obligations, if any, shall
be valid and binding unless made in writing, and only if such
modification expressly states that such modification applies
to the terms of this DPA. The foregoing shall also apply to
any waiver or change of this mandatory written form.
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onucaHo B rnase |l GDPR, a Tak»e B BbINOJIHEHUN 0065A3aTENLCTB, NEPEYNCIEHHbIX B
cTaTbAx 33 — 36 GDPR.

7. MapameTpbl 4OKYMEHTaLMK

7.1 Mbl  06A3yemcs  COOTBETCTBYIOWMMM  cnocobamn  [LOKYMEHTUPOBaTb
cobntogerHne Hamum o6dA3aTenscT8 cornacHo Hactoawemy DPA w no 3anpocy
nNpesocTaBNATb TaKylo AJOKYMEHTaUMI0.

7.2 B cnyyae Bawero TpeboBaHMA NPOBECTM NPOBEpKY cobntogeHna Hamwm
Hawwnx obasatenscts no DPA, Takoe TpeboBaHWe OyAeT BbINONHEHO NPU YCNOBUM
noayyeHua Hammu cooTBeTCTBYIOLLErO MUCbMEHHOro yBeaomaeHna 3a 30 aHel fo
TaKoW NPOBEPKM W ee NPOBEAEHNA He Yalle YeM OAMH pa3 B KaneHAapHbIN rof, B
obblyHoe paboyee Bpema 6e3 BMellaTenscTBa B Haly paboTy M ¢ 3akatoHeHnem ¢
Hamun gorosopa o cobntofeHnn KoHOUAEHUMAaNbHOCTU. Mbl BNpaBe 0TKa3aTbCA OT
ayAMTOpOB, KOTOpble ABAAIOTCA HalWMmu  KOHKypeHTamu. HacTtoawmum Bbl
cornawaetecb Ha HasHa4eHMe He3aBMCMMOTO BHelHero ayauTopa Hamu, npwu
ycnosuu, 4to Mol npegoctaBasem Bam Konuio oT4yeTa ayauTopos.

7.3 B Tex cnydanx, Koraa HaA30pHbIM OpraH no 3aluTe AaHHbIX AW ApYroi
Ha/30pHbIM OpraH NPOBOAWT ayAnT, NOANEXAT NPUMEHEHUIO NONOXKeHMA Naparpada
7.2 Bblwe mutatis mutandis. Mpn  3TOM  3aKNO4eHUA  [oroBopa O

KOHOUAEHLUMANBbHOCTH He TpebyeTcs, eCcNu TaKoM HaA30PHbIM opraH NoAnNasaeT noj
neiictene  NpodeccroHanbHbIX UK lopuaMYeckMX  obssaTenbcte O
KOHOMAEHUMANbHOCTU, 33 HapylieHWe KOTOPbIX eMy rPO3AT CaHKLUMKM COrNacHo
NPUMEHUMOMY YrONOBHOMY 3aKOHOAATENbCTBY.

8. O6paboTka no cybnoapasy

8.1 Mbl 06s3yemcs HUKOMY He nepenopy4yaTb BbIMOJHEHWE HUKaKMX Hawmx
o6a3aTenbecTB No AgaHHOMy CornalleHunio, eCM MHOe He NpeslycMoTpeHo B DPA.

8.2 Hactoawmm  Bbl  cornawaetecb Ha  WCNoAb3oBaHWe Hamu  Tex
06paboTuMKOB AaHHbIX Ha cybnoapsaae, KoTopble nepeyncieHsl B Mpunoxkenun 1 K
DPA B cBA3M c BbiNnosHeHMem CornaweHuna. Kcnonb3oBaHWe AONONAHUTENbHbIX
06paboTUMKOB AaHHbIX Ha cybnoapaae AOMNycKaeTca TONbKO ¢ Bawero ogobpenus,
B KOTOPOM He MOKET BbiTb OTKa3aHO, KPOME KaK MO YyBaKUTENbHbIM NPUYMHAM,
OTHOCALLMMCA K cobtoaeHMto 3aKkoHoaaTeNbeTsa o 3awmute [laHHbIX. B aTom cnyyae
Mbl MAM COOTBETCTBYIOWMI 0OpaboTyMK AaHHbIX Ha cybnoapsge 3akaloumMm
NUCbMEHHbIE LOrOBOPbI C KA AblM TAKUM AOMNONHUTEIbHBIM 06PabOTYMKOM AaHHbIX
Ha cybnoapsaae, coaepskalime, B TOM CTeNeHU, B KOTOPOM 3TO MPUMEHUMO K CYTU
Ycnyr, OKasbiBaembIX 3TUM  AOMNONHUTENbHbBIM  06PAabOTYMKOM  [AaHHbIX Ha
cybnoapsaae, 06a3aTenbCTBa O 3alUMTe AAHHBLIX HE MEHEE CTPOrMe Yem Te, KoTopble
cosnepkatca B CornaweHnm B OTHOWEHUM 3aLWmnTbl KAneHTCKUX [JaHHbIX.

8.3 Mbl  0bA3yemcs NpeaycMoOTpeTb B AOroBopax C  yKasaHHbIMM
06paboTyMKamm AaHHbIX Ha cybrnioapsae ycnosus, Heobxoanmele ana obecnedeHms
COOTBETCTBYIOLLETO YPOBHA 3aLUMThI AaHHbIX M MHPOPMALMOHHOM 6e30nacHoCTV 1 B
COOTBETCTBMM C 3aKOHOAATENIbCTBOM O 3alunTe [aHHbIX.

8.4 Mbl  0bAasyemca oTBedyaTb 3a [geitcTBua U HesgeitcTeue  Hawmx
06paboTUMKOB AaHHbIX Ha cybrnoapaae B TOM e cTeneHu, B KOTopoi Mbl oTBeYanm
6bl 33 cobcTBEHHbIE AelCTBUA U Be3aelicTBue, Kak ecan Hbl Mbl camu OKasbiBanu
Ycnyrv Ha ycnosumax gaHHoro DPA BMeCTO Kaskaoro Takoro obpaboTymka, ecnm nHoe
He NpeaycMoTpeHo B HacTosAwlem CornaweHum.

9. O6ssarenbcrsa MHGOPMUPOBATL, 06s3aTe/IbHAA NMMCbMEHHaA Gopma,
BblbOp Npaga

9.1 B Tex cnyyadax, korga B oTHOWeHWW KaneHTcKux [laHHbIX BO BpemMAa WX
HaXOoXAeHWs noj Hawum KOHTpoNem TPeTbMMM AWLAMU NPOBOAATCA OBbICKM U
BbleMKa, NPOU3BOANTCA aPECT UM KOHPUCKALMA B Nepnos NpoBeaeHuns npoueayp
BOaHKpPOTCTBA MAW  HECOCTOATeNbHOCTM, Mbl  0bsasyemca  6esoTnaraTenbHo
yBegoMNATb Bac 060 Bcex Takumx AencTsuax. Mbl 06A3yemcs HesameannTebHO
YBEAOM/ATb BCE CTOPOHbI, 334EMCTBOBAHHbIE B TaKMX MEPOMPUATUAX, O TOM, YTO
ntobble KnneHTtckne [daHHble, 3aTparvBaemble TaKUMU MEPOMNPUATUAMM, ABNAIOTCA
Bawwei eAMHONMYHON COBCTBEHHOCTBIO M 06/1acTbl0  OTBETCTBEHHOCTM, YTO
KnneHTtckmne [laHHble HaxoaATcA TONbKO B Baliem pacnopaMKeHWW u 4To COrnacHo
GDPR Bbl ABnAetecb OTBETCTBEHHbLIM /IMLOM B OTHOWEHWM TaKUX KAMEHTCKMX
[aHHbIX.

9.2 Hukakoe nameHeHune HacToAalero DPA, Bkatovan, nommMmo npoyero, Hawm
obelaHnA 1 06A3aTeNbCTBa, €CIN TaKOBbIE UMEIOTCA, HE UMEET 3aKOHHOM CUbI U He
ABNAETCA 06M3aTesbHbIM K MWCMONHEHUIO, €CAM TOJbKO OHO He odopmMaeHo
MUCbMEHHO, ¥ He YKa3blBAaeT OAHO3HAYHO, YTO OHO MPUMEHUMO K YCTOBUMAM AaHHOrO
DPA. BbileynomMaHyTOe TaKKe NpUMeHAeTCA K 1tobomy 0TKasy oT npasa TpeboBsaTb,

21



9.3. In case of any conflict, the terms of this DPA shall
take precedence over the terms of the Agreement. Where
individual terms of this DPA are invalid or unenforceable,
the validity and enforceability of the other terms of this DPA
shall not be affected.

9.4. This DPA is subject to the laws of the Member
State in which the Controller is established (provided this is
within the EEA, Switzerland or the United Kingdom), and for
all other cases subject to the laws applicable pursuant to
Section 15.4 of the Agreement and the parties submit to the
exclusive jurisdiction of those courts for any disputes arising
out of or in connection with this DPA.

10. Liability. The Limitation of Liability Section of the
Terms shall apply except as explicitly agreed otherwise in
this DPA.

11. International Transfers

11.1. We will only transfer Personal Data outside the
European Economic Area where We have complied with
Our obligations under applicable Data Protection Laws in
ensuring adequate safeguards in relation to such transfer.

11.2. The unmodified EU Standard Contractual Clauses
(the “SCCs”) set forth in Exhibit 2 of this DPA shall apply to
any transfers of Personal Data under this DPA from the
European Union, the European Economic Area and/or their
member states, Switzerland and the United Kingdom to
countries which do not ensure an adequate level of data
protection within the meaning of Data Protection Laws of
the foregoing territories, to the extent such transfers are
subject to such Data Protection Laws.

11.3. Where required to ensure an adequate level of
data protection, You herewith grant Us authority to enter
into “controller-to-processor” agreements with Our non-
EEA sub-processors in Your name and on Your behalf. These
agreements must be based on unmodified EU Standard
Contractual Clauses or other templates or mechanisms
approved by the EU Commission for ensuring an adequate
level of data protection between You and Our sub-
processors within the meaning of applicable Data
Protection Laws. Upon Your request, We shall provide You
with a copy of the respective documentation entered into
with Our sub-processor in this regard.

12. Terms For The SCCs

12.1. The SCCs and the additional terms specified in
this Section apply to (i) a customer which is subject to the
Data Protection Laws of the European Union, the European
Economic Area and/or their member states, Switzerland
and/or the United Kingdom and, (ii) its Authorized Affiliates.
For the purpose of the SCCs and this Section, the
aforementioned entities shall be deemed “data exporters”.

12.2. This DPA and the Agreement are Your complete
and final documented instructions at the time of signature
of the Agreement to Us for the Processing of Personal Data.
Any additional or alternate instructions must be agreed
upon separately. For the purposes of Clause 5(a) of the
SCCs, the following is deemed an instruction by You to
process Personal Data: (a) Processing in accordance with
the Agreement and applicable Order(s); (b) Processing
initiated by Users in their use of the Services and (c)
Processing to comply with other reasonable documented
instructions provided by You (e.g., via e-mail) where such
instructions are consistent with the terms of the
Agreement.

12.3. Pursuant to Clause 5(h) of the SCCs, You
acknowledge and expressly agree that (a) Our Affiliates may
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4TO6bl M3MeHeHWe B 06A3aTe/lbHOM MOpAAKE BHOCMIOCH TONMbKO B MUCbMEHHOM
bopme, a TaKKe K U3MEeHEHWI0 TaKoro npasa.

9.3 B cnyuae nwoboro npoTtvBopeuma ycnosus gaHHoro DPA  mmetoT
NPEeVMYLLECTBEHHYIO CWY MO OTHOWeHWo K ycnosuam Cornawexms.  Ecau
OTAEeNbHble MONOKEHUA HacToAwero DPA oKasbiBalOTCA HeAeNCTBUTENbHBIMKU UK
He MoryT 6biTb NPWBEAEHbI B UCMONHEHWE, 3TO HE BAUAET Ha AEeNCTBUTENbHOCTb U
MNCMNONIHUMOCTb APYrMX ero NoaoXKeHuMn.

9.4 JaHnHoe DPA noanafaeT noj AeicTBMe 3aKOHOB locyaapcTBa-YneHa, B8
KoTopom 6bin co3aaH KoHTponep (Mpu yCaoBMM, YTO MECTO CO34aHMUA HAaXOAWTCA B
E33, Weeluapum nan 8 BenukobputaHum), a BO BCEX MHbIX Cayvasx gaHHoe DPA
noanazaeT noa AeNCTBME 3aKOHOB, MPUMEHMMBbIX B COOTBETCTBUM ¢ Paspenom 15.4
CornalweHna, W CTOPOHbI  MOAYMHAIOTCA  WCKAKUYUTENBHOW  HOPUCAMKLMM
COOTBETCTBYIOWMX CYA0B B OTHOWEHMMW Nt0ObIX CMOPOB, BO3HWKAOWMX U3 UAN B
cBAsn ¢ DPA.

10. OTBeTCTBEHHOCTb. Pasgen «[llpefenbl  OTBETCTBEHHOCTU»  YCNOBUMA
NPUMEHAETCA, €CIM MHOE ABHBIM 06Pa30M He yKaszaHo B HacTosAwem DPA.

11. MexagyHaponHasa nepegaya AaHHbIX

111 Mbl nepegaem nepcoHasnbHble AaHHble 3a npeaensbl EBponeickoin
SKOHOMMYECKOM 30Hbl TONBKO MNPU  YCNOBUWM  BbINOAHEHMA Hamu  Hawmx
06A3aTeNbCTB N0 ObecneyeHWto  AOCTAaTOYHbIX Mep NPeaoCTOPONKHOCTM B
OTHOLUEHMW TaKOM Nepesayn cornacHo NPUMeHNMMOMy 3aKOHOAATENbCTBY O 3aluuTe
[aHHbIX.

11.2 HeunsmeHeHHble CraHgapTHble [lorosopHble [MyHKTel EC  («CAM»),
n3N0XeHHble B Tpunoskenun 2 K Hactoawemy DPA, npumeHatoTca K ntoboi
nepegaye [lepcoHanbHbiX JlaHHbIX B COOTBETCTBMM C Hactoswmm DPA wu3
Esponeiickoro Cotosa, EBponeiickoit SKkoHomMyeckon 30Hbl («ED3») u/mam ux
rocygapcrs-yneHos, Lsenuapum 1M BennkobpuTaHUM B CTpaHbl, KOTOpble He
obecneynBaloT  afeKBaTHbIi  ypOBEeHb  3aWMTbl  A@HHbIX B 3HAYeHuwu
3aKkoHogaTenbcTBa O 3awmTe JaHHbIX BbIWEYNOMAHYTbIX TEPPUTOPWUIA, B TOW
CTEeneHW, B KOTOpOW TaKkasa nepejadya noAnafaeT nos [AeWcTBuMe  TaKoro
3akoHoAaTenbCTBa O 3awmTe [JaHHbIX.

11.3. B cnydae HeobxoaumocTv obecneunTb afeKBaTHbIA ypOBEHb 3alLWThI
AaHHbIX, Bbl, HacTOALWMM, ynonHoMouMBaeTe Hac 3akntoyaTth OT Balwero vmeHu v 3a
BalWw cyeT cornaweHus «KOHTponep-o6paboTymk» C Hawummn obpaboTyMkamm
OaHHbIX Ha cybnogpase 3a npegenamm EI3. 3TN cornaweHma OO0MXKHbI
OCHOBbIBATLCA Ha HemsMeHeHHbIx CTaHaapTHbIX JloroBopHbIX IMyHKTax EC nan Ha
Apyrux wabnoHax nnm mexaHunsmax, ofobpeHHbix Komuccunein EC ana obecnevenua
afleKBaTHOrO YPOBHA 3allWTbl AaHHbIX Mexay Bamu v Hawmmum obpaboTinkamm
[aHHbIX Ha cybrnogpaae B 3HaYeHUM NPUMEHMMOrO 3aKOHOAATENbCTBA O 3aluuTe
[aHHbIx. o Bawemy 3anpocy Mbl npefocTaBUmM Bam KOMWIO COOTBETCTBYHOLLLEW
[LOKYMEHTALLMK, NOANUCAHHOW C Hawunm 06paboTinKOM AaHHbIX Ha cybnoapase no
3TOMy nosoAy.

12. Ycnoeua Ona CAN

12.1. CAM v [ononHUTenbHble YCNOBMA, COAEepXallneca B 3TOM pasgene,
NpUMeHsIOTCA K (i) KAMEHTY, Ha KOTOPOro PAcMpPOCTPaHAETCA 3aKOHOAATENbCTBO O
3awuTe [laHHbix EBponeitckoro Cotosa, EBponenckoin SKOHOMMUYECKOWM 30Hbl 1/Unn
WX rocygapcrs-yneHos, Llseiuapun  u/van  Bennkobputanun, w (i) ero
YnonHomoueHHbIM AdodunmposaHHbiM Snuam.  Ona ueneir CAMN M HacToAwero
Pasgena BbileyKasaHHble OpraHM3aLMm CHMTAIOTCA «IKCMOPTEPAMM AAHHbIXY.

12.2. Hactoswmin DPA w CornaweHue SBASIOTCA BalMmKM  MOAHBIMKM 1
OKOHYATeNbHBIMM ~ Ha  MOMEHT  noanucaHua ¢ Hamu  CornaweHus
334,0KYMEHTUPOBAHHbIMK MHCTPYKUMAMM Ha OBpaboTKy lMepcoHanbHbIx JaHHbIX.
Jltobble  AONONHWUTENbHbIE WAW  anbTepHATUBHbIE WHCTPYKUMM  A0MKHbI  BbiTb
cornacoBaHbl oTaensbHo. [ns uenen MyHkta 5(a) CAM, cheaylouiee cymTaetcs
WMHCTpyKUMeln Bam ob6pabaTbieaTb [MepcoHanbHble [aHHble: (a) ObpaboTka B
cooTsetcTBum ¢ CornateHmem v npumeHnmMbiM(K) 3akas-om(-amu); (b) ObpaboTka,
MHULMUPOBaHHaA [loNb30BaTeNaMM NPU  UCMONb30BaHWM umu  Yeayr, u  (c)
ObpaboTka B COOTBETCTBMM C APYTMMWU OBOCHOBAHHLIMM AOKYMEHTAPHbIMM
MHCTPYKUMAMM, NPEfOCTaBNAeHHbIMM Bamun (Hanpumep, no 31eKTPOHHOM nouTe),
€C/IN Takne MHCTPYKLUMM COOTBETCTBYIOT yCA0BMAM CornalleHus.

12.3. B cootsetctBum ¢ MyHktom 5(h) CAfM, Bbl nNpusHaeTe M MNpAMO
cornawaeTech € Tem, YTo (a) Hawwu AddunmposaHHble SlMua MOryT NPUBAEKATLCA B
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be retained as Sub-processors; and (b) Us and Our Affiliates
respectively may engage third-party Sub-processors in
connection with the provision of the Services. We shall
make available to You the current list of Sub-processors.

12.4. Pursuant to Clause 5(h) of the SCCs, You
acknowledge and expressly agree that We may engage new
Sub-processors as described in Section 8 of the DPA.

12.5. The parties agree that the copies of the Sub-
processor agreements that must be provided by Us to You
pursuant to Clause 5(j) of the SCCs may have all commercial
information, or clauses unrelated to the SCCs, removed by
Us beforehand; and, that such copies will be provided by Us,
in a manner to be determined in Our discretion, only upon
request.

12.6. The parties agree that the audits described in
Clause 5(f) and Clause 12(2) of the SCCs shall be carried out
in accordance with the following specifications:

12.7. Upon Your request, and subject to the
confidentiality obligations set forth in the Agreement, We
shall make available to You or Your independent, third-party
auditor information regarding the Our compliance with the
obligations set forth in this DPA in the form of the third-
party certifications and audits set forth in the Celonis Trust
Center Documentation. You may contact
isms@celonis.com to request an on-site audit of the
procedures relevant to the protection of Personal Data. You
shall reimburse Us for any time expended for any such on-
site audit at the Our then-current Professional Services
rates. Before the commencement of any such on-site audit,
the parties shall mutually agree upon the scope, timing, and
duration of the audit in addition to the reimbursement rate
for which You shall be responsible. All reimbursement rates
shall be reasonable, taking into account the resources
expended by Us. You shall promptly notify Us with
information regarding any non-compliance discovered
during the course of an audit.

12.8. The parties agree that the certification of
deletion of Personal Data that is described in Clause 12(1)
of the SCCs shall be provided to You only upon Your request.

12.9. In the event of any conflict or inconsistency
between the body of this DPA and any of its Schedules (not
including the SCCs) and the SCCs, the SCCs shall prevail.
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KavectBe O6paboTUMKOB AaHHbIX Ha cybnoapage; u (b) Mbl u  Hawwm
AbGOUNMPOBAHHBIE NMLE, COOTBETCTBEHHO, MONKEM MPMUBAEKATb CTOPOHHUX
O6paboTuMKOB AaHHbIX Ha cybrnoapase B CBA3M C npedocTasneHvem Ycayr. Mol
npeaocTasMm Bam aemncreytolmnii nepederHb O6paboTymKoB AaHHbIX Ha cybrnoapase.

12.4. B cootsetctum ¢ MyHktom 5(h) CAM, Bbl Nnpr3HaeTte v ABHbIM 06pa3om
COrNaWaeTech C TeEM, YTO Mbl MOXKEM NpUBAeKaTb HOBbIX O6PaboTUMKOB AaHHbIX HaA
cybnoapsaae, kak onucaHo B Pasaene 8 DPA.

12.5. CTOPOHbI COrNalatoTCca, YTo B KOMUAX cornaweHuin ¢ Obpabotinkamm
[aHHbIX Ha cybnoapase, Kotopble Mbl 4OMKHBI NPeAoCTaBUTb Bam B COOTBETCTBUM
c MyHkToMm 5(j) CAT, MosKeT BbITb 3apaHee yaaneHa Bcs KoMmepyeckas nHdopmaums
N NONOMKeHUA, He uMetolme oTHoweHuA K CATN, yaaneHHble Hamu 3apaHee; U YTo
Takue Konuu byayT npegocTasneHbl Hamu B nopagke, onpefeniaeMmom no Hawemy
YCMOTPEHWI0, TOIBKO MO 3anpocy.

12.6. CTOPOHbI COTNaLLAOTCA, YTO NPOBEPKM, OnucaHHble B MyHKTe 5(f) 1 MyHKTe
12(2) CAMN, [OMKHBI  NPOBOAWMTLCA B COOTBETCTBMM  CO  CAEAyHOLLMMM
cneundunKaumamm:

12.7. Mo Bawemy 3anpocy M B COOTBETCTBMM C 00A3aTeNbCTBAMWU O
KOHOMAEHUMANbHOCTH, U3N0XKeHHbIMM B Cornawenun, Mbl npegoctasum Bam mau
Balemy He3aBMCMMOMY CTOPOHHEMY ayauTopy WHOOPMALMIo, Kacatolytoca
cobntoseHnas Hamm 06s3aTenbCTB, U3NOMKEHHbIX B HacToswem DPA, B ¢dopme
NOATBEPXKAEHWUIA U ayAUTOPCKMX OTYETOB, OMNMCaHHbIX B [lokymeHTaumu LleHTpa
[osepusa komnaHum Celonis [Celonis Trust Center]. Bbl BnpaBe cBA3aTbCcA C
isms@celonis.com, 4Tobbl 3anpocuTb NpoBeAeHME NPOBEPKM MpoLesyp 3aLuTh
MepcoHanbHbIX [lJaHHbIX MO MECTy HaxoXAeHWs 0bbeKTa NpoBepKu. Bbl BO3melLaeTe
Ham pacxobl B CBA3WN C BPEMEHHbIMM 3aTPaTaMK Ha NpoBeAeHWe TaKoin NMPOBEpPKM
MO CTaBKam OniaTbl OKasaHua Hamu MpodeccnoHanbHbix YCayr, 4eNCTBYIOWMM Ha
MOMEHT HEeCEeHWA TaKWX BPEMeHHbiX 3aTpaT. [lepesd Hayanom nbOW Takow
NPOBEPKM B AOMONHEHWE K COrNIAaCOBaHMIO CTaBOK OMaTbl CTOPOHbI COrNAcytoT ee
MacLTabbl, CPOKM M NPOAOIKUTENBHOCTD, M Bbl OTBEYaeTe 3a Takoe CoriacoBaHue.
CTaBKM onnatbl OyAyT pasyMHbIMK C y4€TOM WMCMOAb30BaHHbIX Hamu pecypcos. Bbi
HemeaNeHHo byaete coobuw,atb Ham MHGopMaLMIo KacaTesbHO Bcex 0BHapYKeHHbIX
BO Bpems NpoBepKu HapyLweHui.

12.8. CTOpPOHbI COrNaLatoTCA, YTO NOATBEPXKAEHME yaaneHuA epCcoHanbHbIX
[aHHbIx, KoTopoe onucaHo 8 MyHkTe 12(1) CAM, 6yaeT npesoctasieHo Bam ToNbKO
no Bawemy 3anpocy.

12.9. B cnyyae noboro NpoTMBOPEUMA MAKM HECOOTBETCTBMA MENKY TEKCTOM
DPA 1 nobbim m3 ero MpunoxeHuit (He skatodaa CAM) w CAM, CAMN umetoT
NPeVMYLLECTBEHHYIO CUAY.
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Exhibit 1 — Purpose and Scope of Data Processing (as per the
specifications in an Order, which may be in addition to the
below)

1 Scope of data processing

Cloud Service: As directed by the Controller, names and e-
mail addresses may be inserted in the Cloud Service to
automatically send reports relating to process analyses to
the respective persons. Usernames are uploaded into the
Cloud Service which then are pseudonymized. Controller
can upload process data into the Cloud Service. This data
may contain Personal Data of employees and/or customers
of the Controller which Processor will host as part of the
Cloud Service.

Support Services: Processor’s personnel may access
Controller’s instance or be provided Controller's data
excerpted from Controller’s Cloud Service instance on a
case-by-case basis if requested by the Controller in the
context of Support Services (e.g. “shadowing”). In addition,
Personal Data of Controller’'s employees issuing Support
Services requests (“tickets”) may be stored by Processor for
the purposes of administrating the Support Services.

Online Training Cloud: Controller’s personnel contact
details (e-mail addresses) are stored and used for the
transmission of training materials, the execution of
trainings and for its certification.

Professional Services: Processor’s personnel may access
Controller’s instance, or be on Controller’s premises, or be
provided Controller's data excerpted from Controller’s
Cloud Service instance on a case-by-case basis if requested
by the Controller in the context of Professional Services (e.g.
“shadowing”).

2. Procedures of data processing

Cloud Service: The Processor provides the functionalities of
the Cloud Service including the data uploaded and
processed by Controller in a third-party data center.

Support Services: The Support Ticketing Tool used by
Processor is externally hosted in a data center and used by
Processor’s personnel for the purposes of administering the
support tickets. Shadowing of Users or otherwise accessing
of data sets as part of Support Services only occurs where
explicitly requested by the Controller.

Online Training Cloud: Online Training is hosted in a data
center. The training tool may be used to transmit invitations
and certifications and for evidencing its participation.

Professional Services: During the course of providing
Professional Services for implementation, configuration or
evaluation of the Cloud Services, Our personnel may have
access to Customer Data containing Personal Data.

3. Purpose of data processing

Cloud Service: The Cloud Service provides the tools to
analyze processes based on data from IT systems of the
Controller. Personal Data is primarily used to provide the
affected person with information (e.g. the person would like
to receive scheduled reports). If Personal Data is used for
process analysis in which case usernames will be
pseudonymized.

Support Services: Support of the Cloud Service through
provision of Support Services for the Controller.

Online Training Cloud: Execution and administration of
Online Training Cloud Services.

MSA (April 2021)

Mpunoxenue 1. Lenb n obnacte O6paboTkm JaHHbIX (cornacHo cneupdmKaumam B
3aKase, KOTopble MOTYT LOMOJHATL U3/I0KEHHOE HUKE)

1. Mpeaenbi 06paboTKM AaHHbIX

O6nayHblii CepBuc. B nopsgke, ycTaHoBAeHHbIM KOHTposepom, MmeHa M agpeca
3/1eKTPOHHOM NOYTbl MOryT 6biTb BCTaneHbl B8 O6nayHbli CepBuC, 4TOObLI
aBTOMATMYECKM MNOCbINATh COOTBETCTBYIOWMM /AMLAM OTYeTbl, OTHOCALLMEecA K
aHanuM3y npoueccos. VimeHa nonb3osatenei 3arpyskatotca 8 ObnadHblin Cepsuc m
3aTeM MM NPUCBAMBAOTCA NCEBAOHUMbI. KOHTpONEep MOMXKeT 3arpysuTb AaHHble
npouecca 8 O6nauHbIN CepBurc. ITa MHOOPMALMA MOXKET COAEPHKATb [epcoHanbHble
[aHHble paboTHUKOB W/unu  KameHToB KoHTponepa, KoTopble OB6paboTumk
pasmeLllaeT Kak Yactb O6nauHoro Cepsuca.

Yenyru Mogpepku. MepcoHan O6paboTymKa BNpase OT C/yyas K Cy4vato nosnyyaTb
poctyn kK obnactu ObnayHoro Cepsuca KoHTposnepa uau nonydaTb AaHHble
KoHTponepa, BblbpaHHble U3 o6n1actn ObnayHoro Cepsuca KoHTpoaepa, no 3anpocy
KoHTponepa B KOHTEKCTe OKasaHua Ycnyr [logaepsku (Hanpumep, npu
HenocpeacTBeHHOM CONPOBOXKAEHUN AeicTBMIM KoHTponepa [‘shadowing’]). Kpome
aT0ro, MepcoHanbHble [laHHble paboTHMKOB KOHTpONEpa, HanpaBAAOLWLMX 33aABKM Ha
Yenyrv Moadepsku  («3asBKM»), MOryT xpaHuTbcs OBpaboTinkom A uenei
AOMUHUCTPUPOBAHMA YCnyr Moaaep:Ku.

O6nayHblii Cepeuc OHNaitH-06y4eHuA. [JaHHble KOHTaKTOB nepcoHana KoHTponepa
(afpeca 31eKTPOHHOM MOYTbl) XPAHATCA M MCMONL3YIOTCA A7 nepeadn ydyebHbix
MaTepuanos, NpoBeAeHNA 0bydyeHna U Ana ux cepTuduKaumm.

MpodeccnoHansHbie Yenyru. MepcoHan O6paboTumKa MOKET noayyaTb AOCTYN K
obnactn KoHTponepa B O61a4Hom CepBuce UM HaXOAUTLCA B €70 NOMELLEHUAX, Uan
emy MOryT 6biTb MpeaocTasieHbl gaHHble KoHTponepa, BbibpaHHble 13 obnactu
O6nayHoro Cepsuca KoHTponepa, no 3anpocy KoHTpoaepa B KOHTEKCTE OKasaHus
MpodeccroHanbHbIX Ycnyr (Hanpumep, npu HenocpeacTBeHHOM COMPOBOXKAEHUN
nevicteuin KoHtponepa [‘shadowing’]).

2. Mpoueaypbl 06pabOTKM AaHHbIX

O6nayHbiii Cepsuc. O6pabotunk obecneumnsaet dyHkumoHan ObnayHoro Cepsuca,
BK/OYAA AaHHble, 3arpyskaemble 1 obpabaTbiBaemble KOHTPONEPOM B AaTa-LEHTpe
TPeTbein CTOPOHbI.

Yenyrn Nogaepkn. Cpeanctso O6paboTkM 3aABOK Ha oaaepKy, ncnonsyemoe
O6paboTymMKoM, pasmelLaeTca B [AaTa-UeHTpe W WCMONb3YyeTcA MNEepCoHas oM
Ob6paboTunka Ana  ueneit  aAMUHWUCTPUPOBAHMA  3afBOK  Ha  [oALEPIKKY.
HenocpeactseHHoe conpoBoxAeHue aelcteuin [shadowing] Monb3osaTenein wmam
nosydeHve goctyna K Habopam AaHHbIX MHbIM 06pasom, Kak 4acTb Ycayr
NoAfEPsKKM, MOTYT WMMETb MECTO, TONbKO eCiu 3TO OblN0 ABHbBIM 06pasom
3aTpeboBaHo KoHTponepom.

O6nayHblii CepBuc OHMaH-06y4eHns. OHnaliH-0byyeHne pasmeltaeTca B aAaTa-
LeHTpe. [laHHOe cpeacTBO OByYeHMA MOXKET BbiTb MCMOAb30BaHO AA Nepeaaqn
NpUrNaLeHnin u cepTMGUKaTOB 1 418 NOATBEPHKAEHUA y4acTUa B 0OyYeHUN.

MpodeccnoHansHbie Yenyrn. Bo Bpems okasaHua MpodeccmoHanbHbix Yeayr ans
BHeApeHWsA, KOHOUTYpUpoBaHMa nan aHanusa ObnavHoro Cepsuca Haw nepcoHan
BNpase MMeTb A0CTyn K KaveHTckum [aHHbiM, codeprkawmm [lepcoHanbHble
[aHHble.

3. Llenb 06paboTKu AaHHbIX

O6naunblii Cepeuc. ObnauHblit CepBUC NPeAOoCTaBAfET MHCTPYMEHTbI aHaau3a
NPOLLeCCOB Ha OCHOBaHWM AaHHbIX M3 UT-cuctem KoHTponepa. lepcoHasnbHble
[aHHble B OCHOBHOM MCMOMb3YIOTCA, YTOObI NPeaoCTaBAATb COOTBETCTBYHOLLEMY
vy MHGopmaumio (Hanpumep, AULO XOTeno 6Gbl MONYYMTb 3amnnaHWpPOBaHHbIE
oT4eTbl). Ecam MepcoHanbHble JaHHble MCNoNb3YOTCA 418 aHaav3a nNpoLeccos, To
MMeHa nosb3osaTeneit byayT 3ameHeHbl NCeBAOHUMaMMU.

Ycayrm  Noppepwku:  Mopdep)kka — O6nadvHoro
npenoctasneHuna Yenyr MNoaaepxkun ana KoHtponepa.

Cepsuca  NoCpeacTsom

O6nauHbli Cepsuc OHNAMH-06YYEHUA: VcnoaHEHWE U aAMUHUCTPMPOBaHWe Ycayr
O6nayHoro Cepswuca OHNaH-0by4YeHus.
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Professional Service: Implementation, configuration and
evaluation projects regarding the Cloud Service.

4. Categories of data which are processed under
the instructions of the Controller

User account related data. Depending on individual use
case, processed personal data may also include, without
limitation, names, identification numbers, business
addresses, communication data (e. g. phone, cellphone, e-
mail), process log data, usernames from the Controller’s IT
/ ERP system,.

5. Data subjects

Employees, customers, vendors, agents, or consultants of

MpodeccronanbHble Yenyrv: BHeapeHne, KOHOUTYPUPOBaHME W aHaAW3 NPOEKTOB B
oTHoweHun ObnayHoro Cepsuca.

4, KaTteropwmu pganHblx, 06pabaTbiBaembIx N0 MHCTPYKUMAM KOHTpoepa

[aHHble, OTHOCALUMECA K aKKAYHTY Nob30BaTeNs. B 3aBUCMMOCTM OT KOHKPETHOTO
BMAA MCNONb30BaHMA, obpabaTbiBaemble MepcoHasbHble [aHHble MOTyT TaKKe
BK/AOYaTb, 6E€3 OrpaHuyeHu, MMeHa, UAEHTUPUKALMOHHbIE HOMepa, paboune
afipeca, KOHTaKTHble AaHHble ANA CBA3M (Hanpumep, TenedoH, MobUbHbIN TenedoH,
3/1eKTPOHHaA nouTa), JAaHHble MypHana peructpauuMm npouecca, WMeHa
nosb3osaresiei U3 cuctemsl IT/ERP KoHTponepa.

5. Cy6beKTbl AaHHbIX

PabOTHWKM, KAUEHTBI, NOCTaBLMKN, areHTbl WAM KOHCYNbTaHTbl KoHTponepa B

the Controller based on Services provided.

6. Data Protection Officer of the Processor: Dr.

Kraska, Sebastian; +49 89 1891 7360; skraska@iitr.de

7. Contact  for Processor:  security-
incident@celonis.com.
8. Contact for the Controller: To be provided by

Controller via email to Processor at above address.

9. Permitted Sub-processors

Processor may use the following sub-processors (based on

the respective Services according to the relevant Order):

33aBMCMMOCTM OT BMAA NPeAOCTaBAAEMbIX YCAYT.

6. OTBeTCTBeHHbI 3a 3awmTty [JaHHbIX CO CTOpoHbl O6paborumka: Dr. Kraska,
Sebastian; +49 89 1891 7360; skraska@iitr.de

7. KoHTaKTHble gaHHble O6paboTumnka: security-incident@celonis.com

8. KoHTakTHble JaHHble KoHTponepa:

6yayT npesocTaeneHsbl KOHTposepom

O6paboTumMKy 3. NOYTOM NO YKA3aHHOMY Bbile agpecy.

9. PaspeweHHble O6paboTunKkm Ha cybnogpaae

O6paboTumK BNpaBe MCMNoNb30BaTh Creayolmx obpabotinkos Ha cybnoapaae (8
3aBMCMMOCTM OT BMAA YCNYr COrNacHO COOTBETCTBYIOLEMY 3aKasy):

Sub-processor name and

Description of

HasBaHune n MeCTOHaxoxneHune

OnucaHue 06paboTkm

Russia

and processing of data
provided by the
Controller

HappyFox Inc., Frankfurt,
Germany

Operation of the
Support Ticketing Tools

Mail.ru, Moscow, Russia

Hosting of Cloud Service
and processing of data
provided by the
Controller

Salesforce.com Germany
GmbH, Munich, Germany

Operation of the
Support Ticketing Tools

Our Affiliates (as
applicable):

Celonis B.V., The
Netherlands

Celonis, Inc., United States
Celonis K.K., Japan
Celonis Ltd., United
Kingdom

Celonis SE, Germany
Celonis Canada Ltd.,
Canada

Celonis S.L., Spain
Celonis AB, Sweden
Celonis Schweiz GmbH,
Switzerland

Celonis SAS, France
Celonis ApS, Denmark
Celonis L.L.C., Kosovo
Celonis Srl., Italy
Integromat s.r.o., Czech
Republic

Support of the Services
through personnel of
such Affiliate.
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processing location (as processing cybnogpanumka (B 3aBUCUMOCTM OT
applicable) KOHKPETHOIO C/y4an):
AbsorbLMS Technology Hosting  of  Online A6copb/IMC  TekHonoaxu  Jita., | PasmelieHne/XoCTUHT O6nayHoro
Ltd., Dublin, Republic of Training Cloud [y6nuH, VipnaHackas Penybanka Cepsuca OHNanH-06y4YeHns
Ireland

Dataline LLC, Moscow, Russia PasmeleHme/xoCcTuHr ObnavHoro
Dataline LLC, Moscow, Hosting of Cloud Service CepBca ©n  o0b6paboTka  AaHHbIX,

npefocTaBneHHbix KoHTpoaepom

Munich, Germany

Xannudokc WHK., ®paHkdypT, | PasmeleHne/XOCTUHT Cpeactsa
lepmaHua O6paboTkum 3aaBoK Ha MoaaepkKy
Mail.ru, Moscow, Russia PasmeleHme/xoCTUHT O6nayHoro
CepBca ©n  o06paboTka  AaHHbIX,
npenocTaBaeHHbIX KoHTponepom
Salesforce.com  Germany  GmbH, | PasmelieHne/xocTvHr CpeacTBa

06paboTkm 3aaBOK Ha MoaaepHKy

Hawun AdduanposaHHbie Jlnua (8
3aBMCMMOCTM OT KOHKPETHOrO CyYan):

CenoHuc bu. Bu. Hnaepnanapl
CenoHuc NHk., CLLA

Cenonuc K.K., AnoHuna

Cenonuc /1Ta., BenvkobputaHua
CenoHuc CE, FfepmaHua

Cenonuc KaHaga /174, KaHaga
Cenonuc C.J1., UcnaHusa

CenoHuc Ab, Lseuns

Cenonuc Wsenu MmbX, Weenuapmsa
CenoHuc CAC, PpaHuma

CenoHuc AnC, laHna

Cenonuc /1.71.Cn., Kocoso
CenoHwuc Srl., ltaly

MHTerpomar c.p.o., Czech Republic

Moaaep»Ka okaszaHma YCayr C NTOMOLLbIO
nepcoHana faHHoro AgdunnposaHHoro
Nnua
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Exhibit 2— STANDARD CONTRACTUAL CLAUSES (Controller
to Processor)

For the purposes of Article 26(2) of Directive 95/46/EC for
the transfer of personal data to processors established in
third countries which do not ensure an adequate level of
data protection

Name of the data exporting organisation:

Address: ...

Tel. ...; fax ...; e-mail: ...

Other information needed to identify the organisation:

(the data exporter)

And

Name of the data importing organisation:

Address: ...

Tel. ...; fax ...; e-mail: ...

Other information needed to identify the organization:
(the data importer)

each a ‘party’; together ‘the parties’,

HAVE AGREED on the following Contractual Clauses (the
Clauses) in order to adduce adequate safeguards with
respect to the protection of privacy and fundamental rights
and freedoms of individuals for the transfer by the data
exporter to the data importer of the personal data specified
in Appendix 1.

Clause 1 Definitions
For the purposes of the Clauses:

(a) ‘personal data’, ‘special categories of data’,
‘process/processing’, ‘controller’, ‘processor’, ‘data subject’
and ‘supervisory authority’ shall have the same meaning as
in Directive 95/46/EC of the European Parliament and of the
Council of 24 October 1995 on the protection of individuals
with regard to the processing of personal data and on the
free movement of such data;

(b) ‘the data exporter’ means the controller who transfers
the personal data;

(c) ‘the data importer’ means the processor who
agrees to receive from the data exporter personal data
intended for processing on his behalf after the transfer in
accordance with his instructions and the terms of the
Clauses and who is not subject to a third country’s system
ensuring adequate protection within the meaning of Article
25(1) of Directive 95/46/EC;

(d) ‘the sub-processor’ means any processor engaged by
the data importer or by any other sub-processor of the data
importer who agrees to receive from the data importer or
from any other sub-processor of the data importer personal
data exclusively intended for processing activities to be
carried out on behalf of the data exporter after the transfer
in accordance with his instructions, the terms of the Clauses
and the terms of the written subcontract;

(e) ‘the applicable data protection law’ means the
legislation protecting the fundamental rights and freedoms
of individuals and, in particular, their right to privacy with
respect to the processing of personal data applicable to a
data controller in the Member State in which the data
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Npunosxkenue 2 - CTAHOAPTHBIE 4OTOBOPHbIE MYHKTbI
0O6paboTumk)

(KonTponep —

[nsa uenen ctatbi 26(2) Anpektmsbl 95/46/EC 0 nepeaaye NepcoHanbHbIX AaHHbIX
06paboTinkam M3 TPeTbMX CTpaHax, KOTopble He obecneumBaloT afeKBaTHbIM
YPOBEHb 3alLMThl AaHHbIX

HassaHuWe aKkcnopTupytoLLei AaHHble OpraHn3aLmm-:

Anpec: ...

TenedoH ...; dakc...; In. agpec: ...

Lpyras nHdopmauma, Heobxoanumasn Ana naeHTUGUKaLMM OpraHn3aLmum:

(aKcnopTep AaHHbIX)

HasBaHue opraHusaumm, UMNoPTUPYIOLLEN AaHHbIE:

Appec: ...

TenedoH ...; dakc...; 1. agpec: ...

Opyras nidopmaums, Heobxoanmas ANa aeHTUOUKaLMM opraHmM3aumm:
(MMnopTEp AaHHbIX)

Kaxaas no oTaenbHOCTM - «CTOPOHa», a BMecTe "cTopoHb!",

COMNACUINCE o Huskecneaytowmx [orosopHbix MyHkTax  (MyHKTbI), 4TO6bI
obecneynTb afeKBaTHble rapaHTUM B OTHOWEHMM 3aLUTLI KOHOUAEHLMANBHOCTH
YaCTHOW XM3HM, @ TaKXKe OCHOBHbIX Npas v cBob0A, GU3NUECKMX UL, NpW Nepesade
SKCMOPTEPOM  AaHHbIX WMMMOPTEPY [AaHHbIX, YKa3aHHbiX B [lpunoxeHwun 1
NepcoHaNbHbIX AaHHbIX,

Myrkm 1 Onpepenexns
[nsa ueneit MNMyHKTOB:

(a) «NepcoHasbHble OaHHbIEY, «ocobble KaTeropum OAHHbIX»,
«npouecc/obpaboTka», «KOHTPONEP», «06pPaboTUMK», «CYyBBEKT MAaHHbIX» U
«HAZ30pHbIA OpraH» MMEIT Te e 3HadyeHud, 4to u B [upexktnse 95/46/EC
EBponelickoro MapnameHTa n EBponeiickoro CoseTa oT 24 okTA6ps 1995 r. 0 3almTe
bU3nYECKMX 1L, B OTHOLIEHUKN 06PabOoTKM NEePCOHaNbHbIX AaHHbIX 1 O CBOBOAHOM
nepemeLLeHNN TaKUX AaHHbIX;

(b) «3aKcnopTep AaHHbIX» 03HaYaET KOHTPO/IePa, KOTOPbIN NepeaeT NepcoHabHble
[laHHble;

(c) «MMNOPTEP [AaHHbIX» O3Ha4YaeT 0b6paboTyMKa, KOTOpPbLIM cornawaercs
No/ly4aTb OT 3KCMopTEpa AaHHbIX NepCOHaNbHbIE AaHHble, NpeAHasHaYeHHble ana
06paboTKM OT €ro MMeHM MNocne Wx MOJyYeHWs W B COOTBETCTBMM C €ro
WUHCTPYKUMAMM U yCNnoBMAMM [lyHKTOB, M Ha KOTOPOro He pacnpocTpaHaercs
OEeNCTBME CUCTEMbI Kakon-Mbo TpeTbel cTpaHbl, obecnedymBatollen ageKkBaTHYHO
3alWMTy B 3HaYeHnn ctatbn 25(1) Aupertmsbl 95/46/EC;

(d) «obpaboTumk AaHHbIX Ha cybnogpage» o3HadaeT noboro 06paboTymKa,
NPVBAEYEHHOTO MMMOPTEPOM AAHHbIX WU NOBBIM APYrUM 06PaboTUMKOM AaHHbIX
Ha cybnoapaae vmnopTepa AaHHbIX, KOTOPbIV COraLlaeTca NoyyYaTb OT UMNOPTEPa
OaHHbIX MAM  OT ntboro apyroro o6paboTyMka AaHHbIX Ha cybnoapsaae
NepcoHanbHble AaHHble, NpeAHasHa4YeHHble WCKAOUNTENbHO A7 COBEPLUEHUA
LencTsuit No nx obpaboTke OT MMEHU IKCMopTepa AaHHbIX MOCAE UX NONYYEHMA B
COOTBETCTBUM C €r0 UHCTPYKLMAMM, YCAOBUAMM MYHKTOB U YCNOBUAMMU MUCBMEHHOTO
cybnoapaaa;

(e) «NPUMEHMMOE NPaBO O 3alMTe JaHHBIX» O3HAYaeT 3aKOHOAATE/bCTBO,
3almuatolee OCHOBHblE Npasa M cBoboabl NOAEN M, B YaCTHOCTM, UX MPaBO Ha
KOHOUAEHUMANbHOCTb YAaCTHOM KM3HWM B OTHOWEHUM 06pPabOTKM NepCoHasbHbIX
[aHHbIX, MTPUMEHUMbIX K KOHTPOAEpy AaHHbIX B ocyaapcTBe-YneHe, B KOTOPOM
YYpeKAeH 3KCNopTep AaHHbIX;
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exporter is established;

(f) ‘technical and organisational security measures’ means
those measures aimed at protecting personal data against
accidental or unlawful destruction or accidental loss,
alteration, unauthorised disclosure or access, in particular
where the processing involves the transmission of data over
a network, and against all other unlawful forms of
processing.

Clause 2 Details of the transfer

The details of the transfer and in particular the special
categories of personal data where applicable are specified
in Appendix 1 which forms an integral part of the Clauses.

Clause 3 Third-party beneficiary clause

1. The data subject can enforce against the data exporter
this Clause, Clause 4(b) to (i), Clause 5(a) to (e), and (g) to
(j), Clause 6(1) and (2), Clause 7, Clause 8(2), and Clauses 9
to 12 as third-party beneficiary.

2. The data subject can enforce against the data
importer this Clause, Clause 5(a) to (e) and (g), Clause 6,
Clause 7, Clause 8(2), and Clauses 9 to 12, in cases where
the data exporter has factually disappeared or has ceased
to exist in law unless any successor entity has assumed the
entire legal obligations of the data exporter by contract or
by operation of law, as a result of which it takes on the rights
and obligations of the data exporter, in which case the data
subject can enforce them against such entity.

3. The data subject can enforce against the sub-processor
this Clause, Clause 5(a) to (e) and (g), Clause 6, Clause 7,
Clause 8(2), and Clauses 9 to 12, in cases where both the
data exporter and the data importer have factually
disappeared or ceased to exist in law or have become
insolvent, unless any successor entity has assumed the
entire legal obligations of the data exporter by contract or
by operation of law as a result of which it takes on the rights
and obligations of the data exporter, in which case the data
subject can enforce them against such entity. Such third-
party liability of the sub-processor shall be limited to its own
processing operations under the Clauses.

4, The parties do not object to a data subject being
represented by an association or other body if the data
subject so expressly wishes and if permitted by national law.

Clause 4 Obligations of the data exporter
The data exporter agrees and warrants:

(a) that the processing, including the transfer itself,
of the personal data has been and will continue to be
carried outin accordance with the relevant provisions of the
applicable data protection law (and, where applicable, has
been notified to the relevant authorities of the Member
State where the data exporter is established) and does not
violate the relevant provisions of that State;

(b) that it has instructed and throughout the
duration of the personal data-processing services will
instruct the data importer to process the personal data
transferred only on the data exporter’s behalf and in
accordance with the applicable data protection law and the
Clauses;

(c) that the data importer will provide sufficient
guarantees in respect of the technical and organisational
security measures specified in Appendix 2 to this contract;

(d) that after assessment of the requirements of the
applicable data protection law, the security measures are
appropriate to protect personal data against accidental or
unlawful destruction or accidental loss, alteration,
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(f) «TexHwyeckme u oOpraHM3aUMOHHbIE Mepbl HEe30MacHOCTM» 03HAYalT Mepsbl,
HanpaBieHHble Ha 3aLMTY JIMYHbIX A@HHbIX OT CAYY4alMHOrO WMAM HE3aKOHHOro
YHUUTONKEHWUS WAM  CAY4aliHOM NOTEpW, WU3MEHEHWSA, HEeCaHKLMOHMPOBAHHOTO
pacKpbITUA WKW A0CTyna, B OCOBEHHOCTM ecnn 0bpaboTka BKAOYaeT nepepady
[@aHHbIX N0 CeTU, U OT BCEX APYrMX HE3aKOHHbIX Gopm 06paboTKM.

IyHkm 2 TMoppobHOCTU Nnepeaayn

MoapoBbHOCTN Nepeaayn v, B HaCTHOCTH, OCOBbIE KaTeropumn NepCoHanbHbIX AaHHbIX,
rfie 3TO NPUMEHUMO, YKa3aHbl B [1IpuN0XKeHUN 1, KOTopoe ABNAETCA HEOTbeMNEMOW
4acTbto MyHKTOB.

IyHkm 3 Tlono¥eHne 0 CTOPOHHEM Bbirogonpuobpetarene

1. CybbekT  pAaHHbIX — BMpaBe,  BbICTYNas B KayecTBe  CTOPOHHEro
BbirogonpuobpeTaTens, NPUMEHNUTL K SKCNOPTEPY AAHHbLIX MONOXKEHUA HAaCTOALLErO
MyHkTa, MyHkTa 4(b)-(i), NyHkTOoB 5(a)-(e) 1 (g)-(j), MyHKTOB 6(1) M (2), MyHKTa 7,
MyHKTa 8(2) u MyHKTOB 9-12.

2. Cy6beKT faHHbIX MOXET NPUMEHUTb K UMMOPTEPY AaHHbIX MOOMKEHNUA
HacToawero MyHkTa, MyHKTOB 5(a)-(e) v (g), MyHKTa 6, MyHKTa 7, MyHKTa 8(2) U
MyHKTOB 9-12, B CAy4yasx, KOrAa 3KCMOPTEp AaHHbIX GaKTUYECKU Wcyes uam
IOpUAMYECKM NPEKpaTUA CBOe CyLLeCTBOBaHWE, eciu Kakas-nmbo opraHusauus-
NpaBoNpPeemMHuK He NpuHANa Ha cebs BCe lopuanyeckme 06a3aTensCTaa akcnopTepa
[laHHbIX Ha OCHOBaHWM JOrOBOPA UM B CU/Y 3aKOHa, B PE3Y/IbTaTe Yero OHa NMPUHAO
Ha ceba coOTBETCTBylOWME NpaBa M 06A3AHHOCTU 3KCMOpTepa AaHHBIX, M, Kak
cneacteve, CyObeKT AaHHbIX BrpaBe MNPUMEHATb WX B OTHOLEHUW TaKoM
opraHusaLmn.

3. CybbeKT AaHHbIX MOXET NPUMeHWTb K 06paboTumKky AaHHbIX Ha cybnoapssae
noaoxeHusa aaHHoro MyHkTa, MyHkToB 5(a)-(e) v (g), MyHKTa 6, MyHKTa 7, MyHKTa 8(2)
n MyHKTOB 9—12, B CNy4anx, KOrAa Kak aKCnopTep AaHHbIX, Tak M UMNOPTEP AaHHbIX
baKTUYECKM MCYe3NU, PUAMYECKM NPEKPaTUAM CBOE CyLLecTBOBaHME WMAM CTanu
HenaaTex)ecnocobHbIMK, eCAn TONbKO KaKas-Ambo opraHM3aums-npasonpeemMHmnK
He MpuHAna Ha cebsa Bce topuanyeckre o0b6A3aTeNbcTBa IKCMOPTEPA AaHHbLIX Ha
OCHOBAHWW 40rOBOPA MW B CU/Y 3aKOHa, B Pe3y/ibTaTe Yero OHa NPUHAN0 Ha cebs
npasa M 065A3aHHOCTM 3KCMOpTEpa AaHHbIX, W, Kak CNeAcTBMe, CYBbeKT AaHHbIX
BNpaBe MPUMMEHATb MX B OTHOWEHMWM TaKoM opraHM3aumu. Mpu  3TOM
OTBETCTBEHHOCTb 06paboTYMKa AaHHbIX Ha cybnoapsaae COrlacHO HacTosAuemy
naparpady 3 orpaHuMuYeHa TO/IbKO OTBETCTBEHHOCTbIO, MPOWCTEKalolei u3 ero
cobCcTBEHHbIX Onepaumii no obpaboTke B COOTBETCTBUM C [TyHKTaMM.

4, CTOPOHbI He BO3paskaloT MPOTUB TOro, YTOObI CYOBLEKT AaHHbIX 6bin
NpesCcTaBieH accoLmaLmet Uau MHbIM KakKUM-IMB0 OpraHoM, eciun CyObekT AaHHbIX
ABHbI 06Pa30M BbIPa3W/ TaKoe HAMEPEHWE W eNn 3TO [03BOJIEHO HALMOHAIbHbIM
npaBom.

MyHkm 4 06a3aHHOCTY 3KCNopTepa AaHHbIX
IKCNOPTEP AaHHbIX CONALIAeTCA U rapaHTUpyeT:

(a) uyTo 06paboTKa, BKAKYAA M camy nepegady NepcoHaNbHbIX AAHHbIX,
OCYWeCTBAANACh M MNPOLOIKWUT OCYLLECTBAATLCA COMMACHO COOTBETCTBYHOLLMM
NONIOKEHMAM MPUMEHMMOTO 3aKOHOAATENbCTBA O 3aliMTe AaHHbIX (M, ecin 3To
npumeHnMmo, 06 3Tom 6biNn yBEAOMAEHbI COOTBETCTBYIOWME BAAcTM [ocyaapcTsa-
YneHa, B KOTOPOM 3KCMOPTEP [JaHHbIX Obln  ydpexaeH) w He Hapywaert
COOTBETCTBYIOLLME MONOKEHNSA ITOrO [OCYAAPCTBA;

(b) 4YTO OH NPOUHCTPYKTUPOBAN U B TEUEHMWE BCEro CPOKa OKasaHuAa ycayr no
06paboTke nepcoHanbHbIX AaHHbLIX OYAET MHCTPYKTMPOBaTbL MMMOPTEpPa AaHHbIX O
TOM, YTObbI TOT 06pabaTbiBan NePCOHaNbHbIE AaHHbIE TONBKO OT UMEHM 3KCnopTepa
[AAHHbIX U B COOTBETCTBMM C MPUMEHMMbIM 3aKOHOAATENBCTBOM O 3alUMTe AAHHbIX U
MyHKTamu;

(c) 4YTO  MMMopTep AaHHbIX MNPeAoCTaBUT  [AOCTaTo4Hble rapaHTUM B
OTHOLIEHUN TEXHUYECKUX W OPraHM3aUMOHHbIX Mep 6e30MacHOCTU, YKasaHHbIX B
[MpunoxeHnn 2 K HacToALemy AOroBopY;

(d) YTO Mocae ero oueHKM TpeboBaHUI NMPUMEHMMOrO 3aKOHOAATeNbCTBA O
3alWMTe AaHHbIX Mepbl 6e30MacHOCTV ABAAIOTCA [LOCTAaTOYHBIMK ANA 3alUWThbl
NepPCOHa/bHbLIX AaHHbIX OT CNYY4aMHOTO WM HE3aKOHHOTO YHWUUTONKEHUA Wan
CNy4aiHOM NoTepu, N3MEHEHWA, HECaHKLMOHUPOBAHHOTO PAcKPbITUA UAK A0OCTYNa,
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unauthorised disclosure or access, in particular where the
processing involves the transmission of data over a
network, and against all other unlawful forms of processing,
and that these measures ensure a level of security
appropriate to the risks presented by the processing and
the nature of the data to be protected having regard to the
state of the art and the cost of their implementation;

(e) that it will ensure compliance with the security
measures;
(f) that, if the transfer involves special categories of

data, the data subject has been informed or will be
informed before, or as soon as possible after, the transfer
that its data could be transmitted to a third country not
providing adequate protection within the meaning of
Directive 95/46/EC;

(g) to forward any notification received from the
data importer or any sub-processor pursuant to Clause 5(b)
and Clause 8(3) to the data protection supervisory authority
if the data exporter decides to continue the transfer or to
lift the suspension;

(h) to make available to the data subjects upon
request a copy of the Clauses, with the exception of
Appendix 2, and a summary description of the security
measures, as well as a copy of any contract for sub-
processing services which has to be made in accordance
with the Clauses, unless the Clauses or the contract contain
commercial information, in which case it may remove such
commercial information;

(i) that, in the event of sub-processing, the
processing activity is carried out in accordance with Clause
11 by a sub-processor providing at least the same level of
protection for the personal data and the rights of data
subject as the data importer under the Clauses; and

(j) that it will ensure compliance with Clause 4(a) to (i).
Clause 5 Obligations of the data importer
The data importer agrees and warrants:

(a) to process the personal data only on behalf of the
data exporter and in compliance with its instructions and
the Clauses; if it cannot provide such compliance for
whatever reasons, it agrees to inform promptly the data
exporter of its inability to comply, in which case the data
exporter is entitled to suspend the transfer of data and/or
terminate the contract;

(b) that it has no reason to believe that the legislation
applicable to it prevents it from fulfilling the instructions
received from the data exporter and its obligations under
the contract and that in the event of a change in this
legislation which is likely to have a substantial adverse effect
on the warranties and obligations provided by the Clauses,
it will promptly notify the change to the data exporter as
soon as it is aware, in which case the data exporter is
entitled to suspend the transfer of data and/or terminate
the contract;

(c) that it has implemented the technical and
organisational security measures specified in Appendix 2
before processing the personal data transferred;

(d) that it will promptly notify the data exporter about:

i any legally binding request for disclosure of the
personal data by a law enforcement authority unless
otherwise prohibited, such as a prohibition under criminal
law to preserve the confidentiality of a law enforcement
investigation;

i any accidental or unauthorised access; and
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1 B 4aCTHOCTK, B CAyYanx Koraa obpaboTka BKAOUAET Nepesady AaHHbIX Yepes ceTb,
a TaKKe OT BCeX [APYrMX He3akoHHbIX Gopm 06paboTKM, M 4YTO 3T Mepsbl
obecneynBatoT ypoBeHb 6E30MacHOCTM, COOTBETCTBYIOLLMA PUCKAM, CBA3AHHbLIM C
06paboTKOM, M XapaKTepy AaHHbIX, NOANEXKALLMX 3aLUMTE, C YYETOM COBPEMEHHOTO
YPOBHA Pa3BUTUA TEXHONOMMIM 1 CTOMMOCTM UX peannsaLum;

(e) 41O OH 0becneynT cobntoaeHe mep 6e30MacHoOCTH;

(f) 4TO, ecNu nepenaya BKAOYAET 0CObble KAaTeropum AaHHbIX, TO CyObEeKT
OaHHbIX 6bl1 NpoMHGOPMMPOBaH MK ByaeT NPoMHGOPMMPOBAH L0 TaKoW Nepeaayn
WM Kak MOXHO CKOpee MoC/ie Hee O TOM, YTO ero AaHHble MOryT 6bITb NepeaaHbl B
TPeTbIO CTPaHy, He 06ecneynBaloLLyIo Haexallell 3aLMTbl B 3HaYEeHUN AMpeKTUBbI
95/46/EC;

(g) 4TO OH NepeHanpasuT Ntoboe yBeLOMAEHUE, NONYYEHHOE OT MMMNopTEPa
OaHHbIX WA ntoboro obpaboTumka AaHHbIX Ha cybnoapane B COOTBETCTBUM C
MyHkTom 5(b) n MyHkTOM 8(3), B OpraH HaA30pa 3a 3alWMTON AaHHbIX, eciu
3KCNOpPTEP AaHHbIX PELWNUT NPOAO/IKMUTL Nepesady UM OTMEHUTb €€ MPUOCTAHOBKY;

(h) YTO OH NPeAoCTaBUT CybbEKTaM AaHHbIX MO MX 3aNpPoCy Konwuto MyHKTOB,
3a UCKAoYeHneMm MprUnosKeHns 2, 1 KpaTKoe onuncaHme mep 6e30nacHOCTY, a Takxe
Konuto Ntoboro 0roBopa Ha oKkasaHue ycayr 06paboTkuM no cybnoapaay, KoTopbii
[OMKEH ObITb 3aKNtOYEH cornacHo MyHKTam, Kpome cnyyaes, Koraa MyHKTbl wam
TaKoW 40roBOP COAEPHAT KOMMEPUECKYIO MHDOPMaLMIO, M TOTAa OH BNpase yaauTb
13 HUX TaKyt0 KOMMEPYECKYI0 MHPOPMaLLMIO Nepea UX NpesocTaBaeHUeMm;

(i) YTo B C/nydae 06paboTKM AaHHbIX MO cybrnogpady AeATeNbHOCTb Mo
obpaboTke 6yaeT ocylWwecTBAATbCA 06paboTYMKOM AaHHbIX Ha cybnoapsge 8
cooTsetcTeuu ¢ MyHKToM 11, ¢ 06ecrneyeHnem, no KpaiHen mepe, TaKoro e ypoBHA
33LUMTBI MEPCOHANbHbIX AaHHbIX M NPaB CyGbekTa AaHHbIX, Kakue obecneynsatoTca
MMNOPTEPOM [@HHbIX B COOTBETCTBUM C [TyHKTamu; 1

(j) uTO OH 0BecneumnT cobntoaeHne TpebosaHuit MyHKTOB 4(a) - (i).
MyHkm 5 0O6A3aHHOCTM UMMNOPTEPA AaHHbIX
MMnopTep AaHHbIX COTNalaeTca U rapaHTUpyeT:

(a) 0bpabaTbiBaTb NepcoHaabHble AaHHble TONbKO OT MMEHM 3KcnopTepa
[laHHbIX 1 B COOTBETCTBUM C €r0 UHCTPYKLMAMM W [YHKTaMU NpU 3TOM, €C/iM OH He
MOXET 06ecneynTb TaKOe COOTBETCTBME MO KAKUM-IMBO MPUUMHAM, OH COTNaLLaeTcA
HesameMTeNbHO  NpouHbOPMMPOBaTL  3KCMOpTepa  AaHHbIX O CBOeit
HecnocobHOCTM obecrneunTb TaKoe COOTBETCTBME, M B 3TOM C/y4ae IKcmopTep
[aHHbIX MMeeT MnpaBo MPUOCTAHOBWUTL Mepegady AaHHbIX W/WAKM PacToOprHyTb
COOTBETCTBYIOLLMI OrOBOP;

(b) uTo 'y Hero HeT OcCHOBaHWIM nonaratb, 4YTO MNPUMEHUMOE K Hemy
3aKOHOAATENbCTBO He MO3BOMAET emy BbINOMHATb UHCTPYKLUMM, MONyYeHHble OT
IKCmopTepa AaHHbIX, U ero 0b6A3aTenbCcTBa Mo JOroBOpY, M YTO B CAyvae TaKoro
M3MEHEHUA 3TOTO 3aKOHOAATENbCTBA, KOTOPOE MOMKET MMETb CyllecTBEeHHOe
HebnaronpuATHOE BO3AENCTBME Ha rapaHTUM U 06A3aTesIbCcTBa, NPeayCMOTPEeHHbIe
MyHKTamMK, OH YBELOMUT 06 TAKOM U3MEHEHWU IKCNOPTEPA AAHHBIX, KaK TOJIbKO emy
cTaHeT 06 3TOM M3BECTHO, M B 3TOM C/ydae 3KCMopTep AaHHbix OyaeT Bnpase
NPVOCTaHOBUTL Nepeady AaHHbIX U/WAN PacTOPTHYTb COOTBETCTBYIOLLMIA A0TOBOP;

(c) UTO OH peasn3oBan TeXHUYECKMe U  OpraHM3alUMOHHble  Mepbl
6e30MacHOCTM, NepeyncneHHble B [IPUNOKEHUN 2, Nepes TEM Kak HavyaTb 06paboTKy
NOy4EHHbIX NEPCOHANbHbIX AAHHbIX;

(d) 4TO OH HE3aMEeaNUTEeNbHO YBEAOMMT 3KCNOPTEPA AAHHbIX O:

i. nobom  umetowem 06A3aTeNbHY0  HOPUAMYECKYIO  CWAy  3anpoce
NPaBOOXPaHUTE/IbHLIX OPraHOB Ha PACKPbITUE NEPCOHasIbHbLIX AaHHbIX, €C/IM Ha 3TO
He YyCTaHOBAeH 3anpeT, Hanpumep, 3anpeT B COOTBETCTBMM C  YrOAO0BHbLIM
3aKOHOAATENbCTBOM KacaTenbHo coxpaHeHus KOHOUAEHUMANBHOCTH
paccnenoBaHus, BeAyLLEroca NpaBooXpaHUTEIbHbIMU OpraHamu;

ii. N0BOM CYHaMHOM UM HECAHKLMOHWPOBAHHOM LOCTYME; U
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iii. any request received directly from the data
subjects without responding to that request, unless it has
been otherwise authorised to do so;

(e) to deal promptly and properly with all inquiries
from the data exporter relating to its processing of the
personal data subject to the transfer and to abide by the
advice of the supervisory authority with regard to the
processing of the data transferred;

(f) at the request of the data exporter to submit its
data-processing facilities for audit of the processing
activities covered by the Clauses which shall be carried out
by the data exporter or an inspection body composed of
independent members and in possession of the required
professional qualifications bound by a duty of
confidentiality, selected by the data exporter, where
applicable, in agreement with the supervisory authority;

(g) to make available to the data subject upon request a
copy of the Clauses, or any existing contract for sub-
processing, unless the Clauses or contract contain
commercial information, in which case it may remove such
commercial information, with the exception of Appendix 2
which shall be replaced by a summary description of the
security measures in those cases where the data subject is
unable to obtain a copy from the data exporter;

(h) that, in the event of sub-processing, it has
previously informed the data exporter and obtained its
prior written consent;

(i) thatthe processing services by the sub-processor will be
carried out in accordance with Clause 11;

() to send promptly a copy of any sub-processor
agreement it concludes under the Clauses to the data
exporter.

Clause 6 Liability

1. The parties agree that any data subject, who has
suffered damage as a result of any breach of the obligations
referred to in Clause 3 or in Clause 11 by any party or sub-
processor is entitled to receive compensation from the data
exporter for the damage suffered.

2. If a data subject is not able to bring a claim for
compensation in accordance with paragraph 1 against the
data exporter, arising out of a breach by the data importer
or his sub-processor of any of their obligations referred to
in Clause 3 or in Clause 11, because the data exporter has
factually disappeared or ceased to exist in law or has
become insolvent, the data importer agrees that the data
subject may issue a claim against the data importer as if it
were the data exporter, unless any successor entity has
assumed the entire legal obligations of the data exporter by
contract of by operation of law, in which case the data
subject can enforce its rights against such entity.

The data importer may not rely on a breach by a sub-
processor of its obligations in order to avoid its own
liabilities.

3. If a data subject is not able to bring a claim
against the data exporter or the data importer referred to
in paragraphs 1 and 2, arising out of a breach by the sub-
processor of any of their obligations referred to in Clause 3
orin Clause 11 because both the data exporter and the data
importer have factually disappeared or ceased to exist in
law or have become insolvent, the sub-processor agrees
that the data subject may issue a claim against the data sub-
processor with regard to its own processing operations
under the Clauses as if it were the data exporter or the data
importer, unless any successor entity has assumed the
entire legal obligations of the data exporter or data
importer by contract or by operation of law, in which case
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iii. nobom 3anpoce, NOAYYEHHOM HEMOCPEACTBEHHO OT CYObEKTOB AaHHbIX,
6e3 NpeAoCcTaBNeHNsa OTBETa Ha TAaKOM 3anpoc, eC/IM TONIbKO OH He Bbii Kakum-n1mbo
MHbIM 0B6Pa30OM YNOAHOMOYEH NPEAO0CTaBUTL TaKOW OTBET;

e) HesameoNUTeNbHO WM AOMKHBIM 0OPa3oM  pearvpoBaTb Ha BCe 3amnpockl
JKCnopTepa [faHHbIX, Kacalowwmeca 06paboTkM MM  noganesalmx nepesade
NepCcoHabHbIX AaHHbIX, M CObM0AaTb PEKOMeHAaumMu Haa30pHOro opraHa B
OTHOLLEHUN 06PabOTKM NepeaaHHbIX AaHHbIX;

(f) M0 3aNpocy IKCNopTepa AaHHbIX NPeaoCTaBUTb CBOM CpeacTBa 06paboTKK
[aHHbIX O NPOBEPKM peryavpyemoit MyHKTamu aeaTensHocTu no obpaboTke,
NPOBOAMMOM SKCMOPTEPOM AAHHbIX MM UHCMEKLIMOHHLIM OPraHOM, COCTOSALLMM U3
UNEeHOB, KOTOPble ABAAIOTCA HE3aBUCMMbIMKM W 0bBnadaloWwmMmmn Heobxoanumoi
npodeccnoHanbHoMn KBanndUKaumen, CBA3AHHbIMM 0653aTe/1bCTBOM o
KOHOUAEHUMANbHOCTM U BbIGPAHHLIMM  3KCMOPTEPOM  [aHHbIX, WM €CNu  3TO
NPUMEHMMO, - MO COTNACOBAHMIO C COOTBETCTBYIOLMM HaA30PHBIM OPraHOM;

(8) ecnm cyBbEKT AaHHbIX HE MOXET MONYyYMTb OT 3IKCMopTepa AaHHbIX KOMuio
[YHKTOB MM KaKOrO-1MB0 AEMCTBYIOLLErO B €r0 OTHOLIEHUM A0roBopa Ha 06paboTKy
[aHHbIX MO cybnogpsay MMNopTep AaHHbIXx 06A3yeTcs NpefoCTaBUTb CYyObEKTy
[aHHbIX MO €ero 3anpocy WX KOMWW, HO TONbKO ecau [yHKTbl MAM O0TOBOP He
cofeprKaT KOMMEpPYECKOM MHPOPMaLMK; B NPOTMBHOM C/ly4ae OH BMpaBe yaAanuTb
M3  TaKMX KOMWUM TaKyld KOMMEPYECKyld WHbOPMaLMio, 3a WCKAOYeHWeM
MpUNOXeHUA 2, KOTOpOe [O/MKHO ObiTb 33aMEHEHO KpPaTKMM  OonucaHuem
NpUHUMaeMbIx Mep 6e30MNacHoCTH;

(h) yTo B C/ydyae 06paboTKM AaHHbIX No cybnoapagy OH 3apaHee
NPOMHGOPMMPOBAN 3KCMOPTEpa JAaHHbIX W MOAYYWa ero npeABapuTeNbHoe
NUCbMEHHOE Cornacwe;

(i) yto ycnyrm 06paboTkM, npepocTaBafemble 0O6PAbOTUMKOM  [aHHbIX  Ha
cybnoapsaae, byayT oKasbiBaTbCA B COOTBETCTBMM C MyHKTOM 11;

(j) HesaMea/IMTeNIbHO HaMpaBAATb 3KCMOPTepy AaHHbIX Konuto noboro
foroBopa ¢ 06paboTiMKoM AaHHbIX Ha cybnoapsde, KOTOPbIM OH 3akalunn B8
COOTBETCTBMM C yHKTaMM.

Cmamesn 6 OTBETCTBEHHOCTb

1. CTOpOHbI cornallatoTcsa, 4To Ntoboi cyObeKT AaHHbIX, KOTOpomy 6bin
HaHeceH yuepb B pesynbTate N06Oro HapylweHus ob6a3aTeNnbcTs, yKasaHHbIX B
MyHkTe 3 mam B MyHKTe 11, N0OON CTOPOHOM MAM 0OPAbOTYMKOM AAHHBIX Ha
cybnoapsaae, MMeeT NpaBo MONYYMTb KOMMEHCAUMIO 33 MOHECeHHbIN yuepb oT
3KCnopTepa AaHHbIX.

2. Ecnu cyObekT faHHbIX He MOXKET B COOTBETCTBMU C Naparpadom 1 npeabasuTb
SKCMOPTEePY AaHHbIX MPEeTeH3W0 O KOMMeHcauuMu B CBA3W C HapyleHuem
MMMNOPTEPOM [aHHbIX UK ero 06paboTinKOM AaHHbIX Ha cybnoapaae noboro ns3
cBOMX 06A3aTeNbCTB, YNOMAHYTLIX B TyHKTE 3, unun 8 MyHKkTe 11, No npuymHe Toro,
4TO 3KCMOPTEP AaHHbIX aKTUYECKM UcHe3, HOPUAMYECKM NpPeKpaTun cBoe
CYLLLEeCTBOBAHME UMW CTal HenaaTexKecnocobHbIM, UMNOPTEP AaHHBIX COrnallaeTca,
4TO CYOBEKT AaHHbIX BNpasBe NpPeAbABUTb TaKylo NPeTeH3MI0 MPOTUB MmMopTepa
[aHHbIX, KaK ecnn Bbl OH Oblil 3KCMOPTEPOM aHHbIX, 33 UCK/IOYEHUEM CNyYaEes,
Korga Kakaa-nnbo opraHuM3aLma - NPaBoNpeeMHMK SKCNopTepa AaHHbIX NPUHANG Ha
ceba BCe lopuanYeckme 06A3aTENbCTBA IKCNOPTEPA AaHHbIX NO LOFOBOPY MU B CUNY
3aKOHa, TaK 4TO CYOBEKT AaHHbIX MMeeT BO3MOXKHOCTb obecneynTb cobniofeHne
CBOWX COOTBETCTBYIOLLMX NPaB B OTHOLIEHWW TaKOW OpraHn3aumu.

MMnopTep AaHHbIX He BNpaBe, C Le/blo M3bekaHna 0TBETCTBEHHOCTU, CCbINATLCA Ha
HapyLueHne cBomnx 06a3aTeNbeTs 06paboTUMKOM AaHHbIX Ha cybnoapaae.

3. Ecnv cyObeKT [aHHbIX He MOMKET MpeabaBUTb MNPETeH3W0 NpPoTUB
3KCMopTepa AaHHbIX UAK UMMOPTEPa AaHHbIX, YNOMAHYTbIX B nNaparpadax 1 v 2, B
CBA3W C HapyleHnem 06paboTUMKOM AaHHbIX Ha cybrnoapsaae Kakoro-1mbo n13 ceomx
0b6s3atenbcTB No [yHKTY 3 mam MyHKTy 11, NOCKO/AbKY M 3KCNopTep AaHHbIX, U
MMNOPTEP  [aHHbIX  GaKTUYECKM UCYEe3NU, tOPUAMYECKM MpeKpaTuaM  CcBoe
CyWecTBOBaHME WAM CTaAM HemnnaTexecnocobHbiMu, 06paboTUMK AaHHbIX Ha
cybnoapsaae cornawaetca C Tem, YTo CybbekT AaHHbIX BNpase npeabsBuTb
NPeTeH3nio K TakoMy 06paboTumKy AaHHbIX Ha cybrnoapsne B OTHOWEHWMU ero
CcOBCTBEHHbIX AeNCTBMIM N0 06paboTKe AaHHbIX COrnacHo MyHKTam, Kak ecan bl OH
Obin 3KCNOPTEPOM AAHHBIX UM MUMMOPTEPOM AaHHbIX, 33 UCKIOYEHUEM C/yvaes
Korga Kakas-nmbo  opraHusauma-npaBoNpeemMHuK npuHAna Ha ceba  Bce
topuamnyeckme o0basaTenbcTBa 3KCMoOpTepa AaHHbIX WMAM MMMopTepa AaHHbIX Mo
[OrOBOPY WAWM B CUJIY 3aKOHa, W, Kak CneacTBue, CyObeKT [AaHHbIX umeeT
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the data subject can enforce its rights against such entity.
The liability of the sub-processor shall be limited to its own
processing operations under the Clauses.

Clause 7 Mediation and jurisdiction

1. The data importer agrees that if the data subject
invokes against it third-party beneficiary rights and/or
claims compensation for damages under the Clauses, the
data importer will accept the decision of the data subject:

(a) to refer the dispute to mediation, by an independent
person or, where applicable, by the supervisory authority;

(b) to refer the dispute to the courts in the Member
State in which the data exporter is established.

2. The parties agree that the choice made by the data
subject will not prejudice its substantive or procedural
rights to seek remedies in accordance with other provisions
of national or international law.

Clause 8 Cooperation with supervisory authorities

1. The data exporter agrees to deposit a copy of this
contract with the supervisory authority if it so requests or if
such deposit is required under the applicable data
protection law.

2. The parties agree that the supervisory authority
has the right to conduct an audit of the data importer, and
of any sub-processor, which has the same scope and is
subject to the same conditions as would apply to an audit
of the data exporter under the applicable data protection
law.

3. The data importer shall promptly inform the data
exporter about the existence of legislation applicable to it
or any sub-processor preventing the conduct of an audit of
the data importer, or any sub-processor, pursuant to
paragraph 2. In such a case the data exporter shall be
entitled to take the measures foreseen in Clause 5(b).

Clause 9 Governing law

The Clauses shall be governed by the law of the Member
State in which the data exporter is established, namely ...

Clause 10 Variation of the contract

The parties undertake not to vary or modify the Clauses.
This does not preclude the parties from adding clauses on
business related issues where required as long as they do
not contradict the Clause.

Clause 11 Sub-processing

1. The data importer shall not subcontract any of its
processing operations performed on behalf of the data
exporter under the Clauses without the prior written
consent of the data exporter. Where the data importer
subcontracts its obligations under the Clauses, with the
consent of the data exporter, it shall do so only by way of a
written agreement with the sub-processor which imposes
the same obligations on the sub-processor as are imposed
on the data importer under the Clauses. Where the sub-
processor fails to fulfil its data protection obligations under
such written agreement the data importer shall remain fully
liable to the data exporter for the performance of the sub-
processor’s obligations under such agreement.

2. The prior written contract between the data
importer and the sub-processor shall also provide for a
third-party beneficiary clause as laid down in Clause 3 for
cases where the data subject is not able to bring the claim
for compensation referred to in paragraph 1 of Clause 6
against the data exporter or the data importer because they
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BO3MOXHOCTb 0becneynts CcobBAlOAEHME CBOMX COOTBETCTBYIOWMX MNpas B
OTHOLEHUM TaKoM opraHusaumu. OTBeTCTBEHHOCTb 06paboTYMKa AaHHBIX Ha
cybnogpage  cornacHo — Hactoswemy naparpady 3 orpaHuyeHa  TONbKO
OTBETCTBEHHOCTbIO, MPOUCTEKAIOLLEH 13 ero cOBCTBEHHbIX onepaLuii no 0bpaboTke
B COOTBETCTBUM C MyHKTaMU.

lyHkm 7 Meanauma v iopucamkuma

1. VIMnopTep AaHHbIX COTNAWAETCA C TEM, YTO, EC/IM CYOBEKT AaHHbIX PELNT
MCNO/Nb30BaTb MPOTUB HEro CBOM Mpasa CTOPOHHEro Bbirogonpuobperatens no
[L0roBOpY W/unu TpebosaTb KOMNEHCALMM 3a yLiepb B COOTBETCTBMM C MyHKTaMK, TO
MMMNOPTEP AAHHbIX COMNACcUTCA C pelleHnem cybbeKTa AaHHbIX:

(a) nepegatb cnop 48 MeAMaUMM HE3ABUCUMBIM ULOM WK, CAW MPUMEHUMO,
YNOHOMOYEHHbBIM HaA30PHbIM OPraHoOM;

(b) nepegatb cnop B cyh [ocygapcTsa-YneHa, B KOTOPOM yupexaeH
3KCMOpPTep AaHHbIX.

2. CTOpPOHbI COTNaWatoTCa, YTO BbIGOP, CAeNaHHbIi CyEbeKTOM aaHHbIX, He
NOMeLaeT ero MaTepuanbHbIM MM MPOLECCYabHbIM NPaBam Ha UCNOb30BaHWE
CPeACcTB MpaBoOBOM  3aWWTbl B COOTBETCTBMM C  APYTMMM  MONOMKEHUAMM
COOTBETCTBYHOLLENO HALMOHANbHOMO MM MEKAYHAaPOAHOrO Npasa.

lyHkm 8 CoTpyAHNYEeCcTBO C HaA30PHLIMKU OpraHammn

1. IKCNOpPTep AaHHbIX COrNallaeTca nepeaaTtb KOMMIo HacTOALLLEro A0roBopa
B COOTBETCTBYIOWMIA HAA30PHbIM OpraH, ecin 3To noTpebyeTca B COOTBETCTBUM C
NPUMEHUMbIM 3aKOHOAATE/ILCTBOM O 3aLLMTE AAHHbIX.

2. CTOPOHbI COMNAWAlTCA, YTO TaKOW HAA30PHbIM OpraH MMeeT npaso
NpOBOAMTL MPOBEPKY MMMOPTEPa AaHHbIX M N6oro 06pabotumKka AaHHbIX Ha
cybnoapaae, B TaKOM e obbeme v Ha TEX XKe YCN0BKAX, KOTOPble AeNCTBOBaNM Obl
B OTHOLEHWM MNPOBEPKM 3KCMNOpTepa AaHHbIX  COMAacHO  MPUMEHUMOMY
3aKOHOAATENIbCTBY O 3aLLMTe AaHHbIX.

3. VimnopTep AaHHbIX [LO/MKEH He3ameannTesbHO NPOUMHGOPMMPOBATL
IKCMopTepa faHHbIX O CYLLECTBOBAHUM NPUMEHMMOTO K HEMY UK K 1to6oMy K3 ero
06paboTUMKOB AaHHBIX Ha Ccybnoapaze 3aKOHOAATENbCTBA, MPENATCTBYIOLLErO
NpoBesieHNI0 B COOTBETCTBMUM C Maparpadom 2 NpoBepky MmnopTepa AaHHbIX UAK
Takoro o6paboTumnKka AaHHbIX Ha cybrnoapsage. B aTom ciaydae aKcnopTep AaHHbIX
BMpaBe NPUHATL Mepbl, NpeaycMmoTpeHHble B MyHKTe 5(b).

IyHkm 9 TprmeHnmoe npaso

MyHKTbI  peryavpyloTca npasom [ocyaapcTsa-YneHa, B KOTOPOM  yypexzaeH
9KCMopTep AaHHbIX, @ UMEHHO...

lyHkm 10 N3meHeHue aorosopa

CTOpoHbl 06A3YI0TCA He M3MEeHATb MyHKTbl. ITO He NPenaTCcTByeT CTOPOHaM Mpu
HeobxoAMMocTM [06aBNATb B HWX MyHKTb MO KOMMEPYECKMM BOMpOcam, mpwu
YC/I0BMU, YTO OHM He NpoTMBOpeYaT MyHKTam.

MyHkm 11 O6paboTKa AaHHbIX Ha cybnoapsaae

1. VimnopTep AaHHbIX He BMpaBe MepenopyyaTb Kakue-nMbo onepaumm no
06paboTKe AaHHbIX, BbINONHAEMbIE OT UMEHM 3KCNOPTEPa AaHHbIX B COOTBETCTBUM C
MyHkTamn 6e3 nNpeaBapuTeIbHOMO MUCbMEHHOMO COrAacuA 3KCnopTepa AaHHbIX.
Ecam vmnopTep AaHHbIX Nepeaaet cBok 06A3aTeNbCTBa B COOTBETCTBUM C [TyHKTamm
C cornacua aKcnopTepa AaHHbIX, OH BMpaBe CAenaTb 3TO TONbKO MOCPeACTBOM
3aK/I0YEHNA MUCbMEHHOTO A0roBopa ¢ 06paboTUMKOM AaHHbIX Ha cybnogpsae,
BO3/Maratolero Ha obpaboTumKka AaHHbIX Ha cybnoapsaae Takue ke 06sA3aTeNbCTsa,
KOTOpbIE BO3/M0XEHbI HA MMNOpTepa AaHHbIX MyHKTamu. Ecam 06paboTumk AaHHbIX
Ha cybnoapsaae He BbINOMHAET CBOM 06A3aTe/IbCTBa MO 3alMTe AaHHbIX MO TaKOMY
NUCbMEHHOMY A0rOBOPY, MMMNOPTEP AaHHbIX B MONHOM o6beme oTBevaeT nepej
3KCMOPTEPOM [aHHbIX 33 Hag/exaliee BbiNnoAHeHWe o0b6A3aTenbcTB 06paboTymka
[aHHbIX Ha cybnoapsaae nNo Takomy A0roBopy.

2. TakoM  3apaHee  3aKIHOYEHHbIM  MUCbMEHHbIM  OOrOBOP  MeXay
MMNOPTEPOM AaHHbIX M 00paboTYMKOM AaHHbIX Ha cybnoapade Takke AOMKeH
npeaycmMaTpuBaTh TaKOe e NONOKEHWE O TPETbe CTOpoHe-BbirogonpuobpetaTtene
no TaKoOMy AOroBOpPY, Kak M TO, YTO comeputca B MyHKTe 3, AnA cnyyaes, Koraa
CyObEKT AaHHbIX He MMeeT BO3MOXHOCTU NPEAbABUTL NPETEH3NIO O KOMMEHC ALK,
ynomsaHyTyto B8 naparpade 1 lyHKTa 6 B OTHOLIEHMM 3KcnopTepa AaHHbIX WK
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have factually disappeared or have ceased to exist in law or
have become insolvent and no successor entity has
assumed the entire legal obligations of the data exporter or
data importer by contract or by operation of law. Such
third-party liability of the sub-processor shall be limited to
its own processing operations under the Clauses.

3. The provisions relating to data protection aspects for
sub-processing of the contract referred to in paragraph 1
shall be governed by the law of the Member State in which
the data exporter is established.

4. The data exporter shall keep a list of sub-
processing agreements concluded under the Clauses and
notified by the data importer pursuant to Clause 5(j), which
shall be updated at least once a year. The list shall be
available to the data exporter’s data protection supervisory
authority.

Clause 12 Obligation after the termination of personal
data-processing services

1. The parties agree that on the termination of the
provision of data-processing services, the dataimporter and
the sub-processor shall, at the choice of the data exporter,
return all the personal data transferred and the copies
thereof to the data exporter or shall destroy all the personal
data and certify to the data exporter that it has done so,
unless legislation imposed upon the data importer prevents
it from returning or destroying all or part of the personal
data transferred. In that case, the data importer warrants
that it will guarantee the confidentiality of the personal data
transferred and will not actively process the personal data
transferred anymore.

2. The data importer and the sub-processor warrant that
upon request of the data exporter and/or of the supervisory
authority, it will submit its data-processing facilities for an
audit of the measures referred to in paragraph 1.

On behalf of the data exporter:

Name (written out in full): ...

Position: ...

Address: ...

Other information necessary in order for the contract to be
binding (if any):

Customer’s Stamp

Customer’s binding signature:

On behalf of the data importer:

Name: Wolfgang Doéring
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MMMNopTepa AaHHbIX, MOTOMY YTO OHM (GAKTUYECKM WCYe3nu, WAM nepectanu
CyLLecTBOBaTb tOPUAMYECKM, WAWM CTAaAW HENNaTeXkecnocobHbIMW, WM HW OAHa
OpraHM3aumMa-NnPaBoNpPeemMHUK He npuHANa Ha ceba Bce topuaMYeckue
06A3aTeNIbCTBa 3KCNOPTEpPa AaHHbIX MAM MMMIOPTepa AaHHbIX MO A0rOBOPY UAM B
cuNy 3aKkoHa. [pu 3TOM OTBETCTBEHHOCTb 06paboTyMKa AaHHbIX Ha cybnoapsaae
COrnacHo HacToAwemy naparpady 2 orpaHuyeHa TONbKO OTBETCTBEHHOCTBIO,
npoucTeKatoLen M3 ero cobcTBeHHbIX onepaumii no 0b6paboTke B COOTBETCTBUM C
MyHKTamu.

3. MonoxeHunsa, 40rosopa, YNOMAHYTOro B naparpade 1, KacatollMeca acnekTos
3aWMTbl  A@HHbIX  ANA  OOMNONHWTENbHOW  06paboTku,  peryaupytoTcs
3aKOHOAATENIbCTBOM [0CYAapCTBa-YieHa, B KOTOPOM YUPEKAEH IKCMOPTEDP AAHHbIX.

4. IKCNOpTep AaHHbIX AOMKEH BECTU NMepeyeHb A0roBopoB 06 obpaboTke
[aHHbIX No cybnoapAaay, 3aKIKYEeHHbIX B COOTBETCTBMM C [yHKTamMu, yBeAOMAEHNA
0 KOTOPbIX HaNPaBAAANCb MMNOPTEPOM AaHHbIX B COOTBETCTBMM C [TyHKTOM 5(j), 1
0BHOBANATL TAKOW NepeyeHb He Peske 0AHOro pasa B rod. JaHHbll NepeyeHb 40MKeH
6bITb 4OCTYNeH ANA HAaA30PHOro opraHa B 06/1acTU 3alWMThl AaHHbIX 3KCnopTepa
[aHHbIX.

IyHkm 12 06a3aTenbCTBO NOCAE NPEKPALUEHUA OKasaHMA yCayr no
06paboTke NepcoHaNbHbIX AaHHbIX

1. CTOpPOHbI COrNALAOTCA, YTO MOCNEe MPEeKPaLLeHWUA OKasaHusa YyCayr no
06paboTke AaHHbIX MMNOPTEP AaHHbIX M 06pPabOTYMK AaHHbIX Ha cybnoapsge
[LO/3KHBI, MO BbIGOPY 9KCMOpTepa AaHHbIX, BEPHYTb BCE MEPCOHasIbHbIE AaHHbIE U UX
KOMUW 3KCNOPTEPY AaHHbIX, NepeaasBlueMy UM 3TU AaHHbIE, UAKW YHUYTOXUTL BCe
Takue MepcoHabHble AaHHble W NOATBEPAWTL IKCMOPTEpY AaHHbIX, YTO OHU UX
YHUUTOXWAW, HO TOJbKO €CiU MpaBo, NMPUMEHMMOE K MMMOPTEPY AaHHbIX, He
npenaTcTByeT WM BO3BpalaTb WM YHMYTOXATb TakMe nepefaHHble UM
NepcoHasbHble AaHHble MOAHOCTBIO WM YacTUYHO. B 3Tom caydae umnopTep
[laHHbIX TapaHTUPYeT KOHOUAEHUMANbHOCTb MepesfaHHbIX emy MepCoHaNbHbIX
[aHHbIX W BO34ep:KaHMe OT aKTUBHOW 06paboTKM TakWxX MepesaHHbIX emy
NepCOHabHbIX AaHHbIX.

2. VimnopTep AaHHbIX 1 06pabOoTYMK AaHHbIX MO CybroapAay rapaHTUPYIOT, 4TO No
3anpocy 3KcnopTepa LaHHbIX WM/WAW HAZ30pPHOrO OpraHa OHW MPeLOCTaBAT CBOW
cpeactBa 06paboTKM AaHHbIX 418 NPOBEPKU MPUHATUA MEp, NepeymcNeHHbIX B
naparpade 1.

OT MMeHH 3KcnopTepa JaHHbIX:

®UNO (NoAHOCTbIO) ...

LonxHocTb: ...

Anpec: ...

MHble paHHble (ecan umetotca) HeobxoAumble ANA yKasaHwdA, 4Tobbl A0rosop
cYnTaNcs AeNCTBUTEIbHBIM

MNeyvatb KnneHta

Moanvce Knnexta:

OT MMeHM MMnopTepa AaHHbIX:

PdUO: BonbdraHr JopwHr...

31



Position: General Counsel

Address: c/o Celonis SE, Theresienstr. 6, 80333 Munich,
Germany

MSA (April 2021)

JlonKHOCTb: [nasHbIN tOpwCcT...

Anpec: ana Cenonuc CE, TepesneHwTp. 6, MioHXxeH, lepmaHma
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Appendix 1 to the Standard Contractual Clauses

This Appendix forms part of the Clauses and must be
completed and signed by the parties

The Member States may complete or specify, according to
their national procedures, any additional necessary
information to be contained in this Appendix

Data exporter

The data exporter is (please specify briefly Your activities
relevant to the transfer):

Data importer

The data importer is acting as a subprocessor of Celonis SE
or one of its affiliated legal entities (each the “Celonis
Contracting Entity”), which is providing the data exporter
with a cloud software solution in the field of process mining.

In this respect, the data importer’s personnel will operate
the cloud infrastructure remotely in particular to cover 24/7
operations, handle support questions of employees of data
exporter on behalf of the respective Celonis Contracting
Entity and insofar may have access to personal data related
to the data importer’s instance of the cloud services and
create and process support ticket data. Where explicitly
requested by data exporter’s personnel, data importer may
“shadow” users and therefore see contents of the data
exporter’s analysed source system data.

Data subjects

The personal data transferred concern the following
categories of data subjects (please specify):

Employees of the data exporter, customers or suppliers of
data exporter. Further data subjects or categories of
subjects may be agreed by the parties.

Categories of data

The personal data transferred concern the following
categories of data (please specify):

Name, user name /ID, log and protocol data, business
contact information such as telephone and e-mail and
address data.

Special categories of data (if appropriate)

The personal data transferred concern the following special
categories of data (please specify):

Not applicable
Processing operations

The personal data transferred will be subject to the
following basic processing activities (please specify):

Provision of support services, ticketing of support requests,
“shadowing” of users upon their explicit request,
administration services related to cloud service hosting and
operation

MSA (April 2021)

NpunoxeHne 1 kK CTaHAapTHbIM AOrOBOPHBIM NYHKTaM

[aHHoe [MpunoxeHne ABNAETCA YacTbto [lyHKTOB M AOIKHO 6bITb 3aMNONHEHO U
noanncaHo CTOPpOHamMu.

Focyfapctea-YneHsl Bnpase f06aBWUTb MAKM NPEAYCMOTPETb, B COOTBETCTBUM CO
CBOVMMM HaLWMOHaNbHBIMU NpoLesypamu, o6yl AONONHWUTENbHYIO MHbOPMaLMIO,
KOTOpas AO/IKHa COAEPXKATLCA B 3TOM MPUNOKEHWN.

DKCNOpTEP AAHHBIX

JKcnopTep AaHHbIX (KpaTKo yKasaTb Baww cdepbl AeATeNsbHOCTH, vmerolme
3HaYeHWe 4A nepesadv AaHHbIX):

MMnopTep faHHbIX

MimnopTep AaHHbIX A4eACTBYET Kak 06paboTumK AaHHbIX Ha cybnoapsae KoMnaHum
Celonis nau ogHoOro 13 ee addUAMPOBAHHbBIX OPUAMHECKMX WL, (KaXKA0€e 13 KOTOPbIX
nmeHyeTca- «KOHTpaKTHoe /Lo KomnaHum Celonis»), KoTopblt npegocTasnser
3KCMOpTepy  AaHHbIX  06nayHoe  mporpamMmmHoe  pelweHne B obnactu
MHTENNEKTYaNbHOrO aHaAn3a NPoLEeccoB [process mining).

B 3TOM OTHOLWEHMM MepcoHan MmnopTepa AaHHbix ByaeT ynpasnatb 0b6aayHoM
MHOPACTPYKTYPOI yAANEHHO, B YaCTHOCTW, ANa obecnevyeHuns KpyraoCyTOYHbIX
onepauuit, pelwaTb BONPOChI NOAAEPHKM PaBOTHNKOB SKCMNOpTEpa AAHHbIX OT UMEHM
COOTBETCTBYIOLLErO KOHTPAKTHOTO nLia Komnanuwm Celonis 1 B 3TOM KadyecTse Bnpase
MMETb AOCTYN K NepCcoHaNbHbIM AaHHbIM, CBA3aHHbIM C 3K3emnaapom [instance]
06/1a4HbIX CEPBMCOB MMMOPTEPa AaHHbIX, a TaKXe co3fasaTb M obpabaTbiBaTb
[aHHble 3aABOK Ha MOAAEPNKKY. B ciydae nosnydeHWs ABHO BblPasKEHHOro 3anpoca
nepcoHana 3KcnopTepa [JaHHbIX MMMOPTEP AaHHbIX MOMKET HemnocpeacTBEHHO
conpoBoxAaaTb [shadow] nonb3osaTteneit u, Kak cneactsve, BUAETb COAEPHKMMOE
aHaNN3UPYEMBbIX UCXOAHbIX CUCTEMHBIX A@HHbIX IKCNOPTEPa AaHHbIX.

Cy6beKTbI AaHHBIX

MepesaBaemble NepcoHanbHble AaHHble OTHOCATCA K CAeAyloWMM KaTeropuam
Cy6BEKTOB AaHHbIX (YKaKuUTe):

PaboTHUKM 3KcnopTepa [AaHHbIX, KAMEHTbl WU MOCTaBLUMKM KCMOpTEpa AaHHbIX.
CTOpOHbI BNpaBe COrnacosath Apyrne CyGbeKTbl AaHHbIX MW KaTeropun cybbekTos
LaHHbIX.

KaTeropuu faHHbIX

Mepesasaemble MepcoHasbHble AaHHblE OTHOCATCA K CeAylOUIMM KaTeropuam
AaHHbIX (YKaxuTe):

Nma, uma/maeHTMduKkaTop Nob30oBaTeNs, AaHHbIE XKypHana v NPOTOKO/0B, Ae10B8as
KOHTaKTHasA MHPOpMaLMA, Takaa Kak TenedoH, 31EeKTPOHHas no4yTa U aapecHble
OaHHble.

CrneumasnbHble KaTeropum gaHHbiX (Npy He06X04MMOCTH)

MNepesaBaemble NEPCOHasbHblE AaHHble OTHOCATCA K CAefyloWwuMm cneLuanbHbIM
KaTeropusam AaHHbIX (yYKaKuTe):

He npumeHnmo
Onepaumnm 06paboTkm

MepenaHHble NepcoHabHble AaHHble ByayT NoABepraTbCA CAeAyIOLWMM OCHOBHbIM
npoueccam 06paboTku (yKkaxuTe):

MpesfocTasneHue ycayr MOALEPMKKM, OGOpPMIEHME 33ABOK Ha  MOALEPIKKY,
HEenocpesCTBEHHOE COMPOBOXAEHME MNO/b30BATENEN MO UX ABHO BbIPAXKEHHOMY
3anpocy, ycnyrv agMUHUCTPUPOBAHUA, CBA3AHHbIE C XOCTUHIOM W 3KCnyaTauuein
06/1a4HbIX CEPBUCOB.
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DATA EXPORTER
Name: ...

Authorised Signature ...

DATA IMPORTER
Name: Wolfgang Doring

Authorised Signature:

MSA (April 2021)

dNO: ...

Mognuce: ...

®UNO: BonbdraHr JopuHr

Moanuce:

SKCMOPTEP JAHHbIX:

MMMOPTEP JAHHbIX:
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Appendix 2 - to the Standard Contractual Clauses

This Appendix forms part of the Clauses and must be
completed and signed by the parties.

Description of the technical and organisational security
measures implemented by the data importer in accordance
with Clauses 4(d) and 5(c):

1. Confidentiality

1.1 Entry control

Locked building

Locked offices

Mechanical security locking system

Documented key issuance

Secure areas only accessible for employees with Key Card
Locked server rooms with entry control

Locked server cabinets

Electronic entry control

Daily security service for offices and building
Monitoring of all visitors during their stay in the office
1.2. Access control

Personalized user

Password convention with a complex password and a
minimum number of characters

Central authentication with a user name and password

Access blocked after too many incorrect password
entries

Encrypted notebooks

A secure line connection for external access
Use of an up-to-date firewall

1.3 Usage control

Role-based authorization process

Application-specific authentication with user name and
password

Logging user usage
Encryption of mobile data media

Allocation of authorizations only after approval by the
data owner

Protected storage of data media

Destruction of paper documents in compliance with data
protection law

Administrative users are kept to a minimum and
documented.

1.4 Pseudonymization

Pseudonymization takes place immediately upon request
by the client.

1.5 Separation control
Client separation within the data processing system

Separation of productive and test systems

MpunoxerHne 2 k CTaHAapTHbIM [oroBopHbIM MyHKTam

[aHHoe TlpunoxeHWe ABNAETCA YacTblo [yHKTOB U [O/KHO 6bITb 3aNO/HEHO U
noAnncaHo CToOpoHamu.

OnucaHve TeXHWYECKUX U OpPraHM3aLMOHHbIX Mep 6e30MacHOCTY, peasn30BaHHbIX
MMNOPTEPOM LaHHbIX B COOTBETCTBMU C IMyHKTamu 4(d) u 5(c):

1. KoHomnaeHumanbHoCTb

1.1 Bxo4HOW KOHTPOb

[X] 3anepToe Ha Kkntoy 3aaHMe

[X] 3aneptbie Ha Koy oducsl

[X] MexaHuueckas cuctema sanmpaHms 3amKoB

[X] 3anoKkymeHTMpOBaHHas Bblaaua Kaloueit

X OxpaHaemble 30HbI 4OCTYMHBI TONBKO 417 COTPYAHUKOB C KAKOUY-KapTOM
[X] 3aneprbie Ha Kntoy cepBepHbIE KOMHATLI C KOHTPOEM AOCTYNA

X 3anupaembie Ha kntou cepsepHble WKadbl

[X] 2nekTpoHHbIi BXOAHOI KOHTPONL

Xl ExenHesHan oxpaHa odUCOB 1 3aaHMiA

X MoHuTopuHr Bcex noceTuTeneit 8o Bpema 1x npeGbisaHua B odrce
1.2. KoHTponb goctyna

[X] NepcoHanuamposaHHbIit nonb3osaTens

Iz Cucrtema yCTaHOBKM naponeﬁ CO CNOXHbIM naponem U MUHUMA/IbHbIM
KO/IN4eCTBOM CMMBOJ10B

X UenTpanusosaHHas ayTeHTUdMKALMA C UCNIONL30BAHMEM UMEHM NOb30BATENA U
napons

[X] Brokuposka mocTyna nocie MHOFOKPAaTHOTO KOIMYECTBa HeMpaBUbHbIX BBOZOB
napons

[X] 3awundposaHHbie NopTaTBHbIE KOMMbLIOTEPLI (HOYTOYKM)
X] 3awpieHHbie AMHUM CBASK 49 BHELLHEro A4OCTyNa

X] McnonbsosaHme coBpeMEHHOrO MEKCETEBOTO SKpaHa

1.3 KoHTpOAb UCNoNb30BaHMA

[X] Npouecc aBTopu3aLmm B 3aBUCUMOCTY OT GYHKLMN

X AsTopusauma ocTyna 4nA KOHKPETHbLIX NPOrPAMM C UCMONBb30BAHMEM UMEHM
no/b30BaTeNsA 1 Napona

[X] BeseHue xypHana ncnons3osaHua nonb3osarens
X WndposaHme MobrabHbIX HOCUTENEH AaHHbIX

X NpegocTasneHme npas gocTyna TonbKO Nocae 0f406peHUA BAaSeNbLEM AaHHbIX

Xl 3awpuieHHoe xpaHeHe HocuTenel AaHHbIX

x YHUYTOXKEHNE 6yN\a>KHbIX AOKYMEHTOB B COOTBETCTBMM C 3aKOHOA4aTe/IbCTBOM O
3almnTe AaHHbIX

XI 4ucno apMUHMCTPaTUBHBIX NOMb30OBaTENEl CBEAEHO K  MUHUMYMY W
33/10KYyMEHTUPOBAHO

1.4 MNcesgoHNMMM3aLMA

X NcesnoHMMM3aLMA NPOUCXOAUT HEMEAEHHO MO 3aNPOCY KANEHTa

1.5 KoHTponb pasgeneHns
Xl Pasgenete knvneHTos B cricTeme 06paBOTKM AaHHbBIX

Xl PasgeneHme nponssoacTBEHHOI U TeCTOBOM CUCTEM



2. Integrity

2.1 Transmission control

VPN connections

The use of private storage media is prohibited

Special protection when physically transporting data
media

2.2 Input control

Traceability when assigning, changing and deleting user
authorizations

2.3 Contractual order control
Documentation of processing activities
Careful selection of processors

No use of processors who have not entered into
agreement pursuant to Article 28 GDPR

Written agreement with the processor on the data
protection minimum standard

Appropriate monitoring of the processor

Assuring compliant destruction or return of the data
upon completion of the assignment

3. Availability and reliability

Routine documented patch management for end servers

Routine documented patch management for end devices

Downloading security-critical patches within 72 hours

Data storage on storage system
Uninterrupted power supply
Early fire detection

4. Procedure for routine review, assessment, and
evaluation

Appointment of a data protection officer

Routine documented training of employees involved in
data processing

Routine auditing of the procedures

Routine review of the latest technical standards pursuant
to Article 32 GDPR

DATA EXPORTER
Name: ...
Authorised Signature ...

DATA IMPORTER
Name: Wolfgang Doring

Authorised Signature:

2. LlenoctHocTb

2.1 KoHTponb nepegain

|z VPN nogkntoyeHma

X] WcnonbsosaHme AnUHbIX HOCUTENEN MHPOPMALLMM 3aMPELLEHO

Xl CreunanbHan 3awmTa Npu GU3MUECKON TPaHCNIOPTUPOBKE HOCUTENEI AaHHbIX

2.2 KoHTponb BBOAA

[XI nNpocnexusaemocTs npu HasHauYeHUM, WM3MEHEHWM M yJaneHun npas
nosnb3osatesnen

2.3 KOHTpO/1b LOrOBOPHbIX 3aKa30B
X fokymeHTupoBaHme aelicTanit no o6paboTke
X] TwatensHbiit 0T60p 06paboTunkos

[X] 3anper Ha wucnonb3osaHMe OBPaBOTUNKOB.IO KOTOPbIE HE  3aKAOYUAN
cornalleHune B COOTBETCTBMK CO cTaTbelt 28 GDPR

X NucemerHoe cornaterme ¢ 06paBoTYMKOM O MUHMMALHOM CTaHAaPTE 3aluTbl
[aHHbIX

[XI Hapneskawmit Hagzop 3a 06paboTYMKOM

[XI 06ecneuenne cooTseTcTByIOWErO HOPMATUBHBIM TPEBOBAHUAM YHUUTONKEHMA
WK BO3BPATa AaHHbIX NOC/Ee 3aBepLIEHNA 3a4aHuA

3. JoCTyNHOCTb U HaAEXHOCTb

X PerynapHoe noKkymeHTUpOBaHHOE yNpaBeHUe UCNPABAEHUAMMA ANA KOHEUHBIX
cepsepos

X PerynapHoe fOKyMEHTUPOBAHHOE YNpaBAEHME UCNIPABAEHUAMM A/ KOHEUHBIX
YCTPOMCTB

[X] 3arpyska KpuTMUYECKMX C TOUKM 3peHNA 6e30MacHOCTU UCMPaBAEHUI B TeYeH e
72 vacos

[X] XpaHeHne paHHbIX B CrCTeme XpaHeHNs
X] Wcrournk GecnepeboitHoro nutanua
X PaHHee o6HapyskeHue noxapa

4. Mpoueaypa peryaspHoi NpoBEPKU U OLEHKM

& HasHayeHne OTBETCTBEHHOTO 3a 3aLLUTY AAHHbIX

[X] PerynapHoe noKymeHTMpOBaHHOE OByuYeHMEe COTPYAHMKOB, y4acTBYIOLMX B
06paboTke AaHHbIX

X] PerynapHan nposepka npoueayp

[XI Perynapras nposepka Ha npeameT COOTBETCTBMA NOCAEAHUM TEXHUUYECKUM
CTaHapTam B COOTBETCTBMM cO cTaTbel 32 GDPR

SKCMNOPTEP AAHHBIX:
dUO: ...
Moanwce: ...

MMMOPTEP AAHHbIX:
®UO: BonboraHr JopuHr

Moanwuce:



