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EMAIL MISDIRECTION 
FRAUD

BUSINESS EMAIL COMPROMISE: A GROWING THREAT TO SOLICITORS

Businesses are facing a rapidly evolving and complex threat in the form of business email compromise (BEC), a form of cybercrime 
involving malicious actors manipulating email communication to dupe individuals or organisations into sending money or sensitive 
data to the wrong person.

In recent weeks we have seen some high-profile retailers and Legal Aid Agency be the subject of a cyber-attack, with criminal 
targeting customer and client personal information in exchange for ransomware payments. Whilst these types of attacks have had 
significant impacts on the food supply chain and personal information being compromised, there are other types of fraud that are 
back on the radar of criminals, that we all need to be aware of, that being BEC attacks. 

BEC — also known as email redirection/misdirection fraud or payment diversion fraud — combines technical deception, social 
engineering, and psychological manipulation. It is critical that businesses become aware of this threat and implement measures that 
help mitigate risks associated with it.

BEC tactics 
To conduct a BEC attack, cyber criminals will initially gain 
access to a legitimate email account through phishing or 
credential theft. Alternatively, cyber criminals could also spoof a 
legitimate looking email address. Email spoofing is a technique 
used in spam and phishing attacks to trick users into thinking 
a message came from a person or entity they know or trust. In 
spoofing attacks, the sender forges email headers so that client 
software displays the fraudulent sender address, which most 
users take at face value.

The cyber criminals then monitor communications and wait 
for a payment related discussion to appear. At this point the 
criminals intervene by sending fake instructions to divert 
payment to their own bank account. The victim, in some cases 
a client of a law firm or the law firm themselves thinking the 
email is genuine, sends funds to the cyber criminal’s bank 
account. This method of attack could also be replicated to gain 
access to sensitive data.  

Common BEC scenarios 
	y A vendor’s email account is hacked, and fake invoices are 

sent with updated banking details.

	y An executive’s email is spoofed, instructing the finance 
team to urgently send funds.

	y A law firm is tricked into transferring funds in a property 
transaction to a fraudulent account. 

Becoming vigilant
Typically, red flags will appear in these possible BEC scenarios. 
However, they are often spotted after the fact, and in hindsight. 
To help organisations in the UK, the National Cyber Security 
Centre (NCSC) published advice on how business can disrupt 
phishing attempts and limit BEC risks. Businesses can become 
vigilant against this threat by looking out for the following:

	y Unexpected or last-minute changes to payment instructions.

	y Slight misspellings in email addresses are a common method 
to trick employees, and these are often hard to detect with 
only slight changes to the correct domain. For example, 
sarahsmith@l1oyds.com, instead of sarahsmith@lloyds.com or 
lawfirmabcs@gmail.com, instead of lawfirmabc@gmail.com. 

	y Emails that create urgency or secrecy.

	y Poor grammar or odd formatting in otherwise  
professional emails. 
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https://www.gov.uk/government/news/legal-aid-agency-data-breach
https://www.ncsc.gov.uk/blog-post/business-email-compromise-guidance-protect-organisation


Prevention
To help prevent the occurrence of BEC attacks, organisations 
should look to take the following steps to build resilience:

	y Verify changes: Always confirm payment details verbally with 
a known contact.

	y Enable MFA: Use Multi-factor authentication for  
email accounts.

	y Train Staff: Educate employees on phishing and fraud tactics.

	y Check email headers: Confirm the sender’s domain matches 
exactly. 

	y Use secure payment portals: Avoid handling financial 
transactions purely over email. 

	y Email footers alerting clients that your law firm will not 
change your bank details and if they are asked to send funds 
elsewhere, they should contact their solicitor by telephone 
to verify the bank details before sending any funds. 

	y Consult the Law Society’s Fraud Leaflet, and consider also 
sending it to clients and partners with your initial Client Care 
Letters/Terms of Engagement. 

Responding to BEC attacks
If your firm suffers from a BEC attack, the following steps can 
help mitigate threats and minimise damage: 

	y Immediately contact your bank to attempt to freeze or 
recall the transfer if monies have been sent.

	y Notify your IT department or provider to secure affected 
email accounts and carryout a virus and security check.

	y Notify your case management system provider. 

	y Report to your local police or cybercrime unit.

	y Report to Action Fraud. There is some helpful information on 
their website, https://stopthinkfraud.campaign.gov.uk/ 

	y Report to the National Cyber Security Centre (NCSC) 
https://www.gov.uk/government/organisations/
national-cyber-security-centre 

	y Report to the Abuse reporting email address  
abuse@realtimeregister.com - this will give you real time 
information as to when the domain was set up and can 
potentially allow you to determine its fraudulent nature.

	y Report to the Information Commissioner’s Office in the 
event of a breach.

	y Report to the Solicitors Regulatory Authority. The SRA 
have a scam alert section on their website with all known 
reported incidents, this can provide some vital information 
https://www.sra.org.uk/consumers/scam-alerts/ 

	y Consider a report of a circumstance/notification to your 
insurance broker/claims team.

	y Consider sending communications to clients as appropriate. 
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