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USEFUL CHECKLISTS

Preparing for subject access requests

We know how to recognise a subject access request and we understand when the right of access applies.
We have a policy for how to record requests we receive verbally.

We understand what steps we need to take to verify the identity of the requester, if necessary.

We understand when we can pause the time limit for responding if we need to ask for clarification.

We understand when we can refuse a request and are aware of the information we need to provide to individuals when we
do so.

We understand the nature of the supplementary information we need to provide in response to a subject access request.

We have suitable information management systems in place to allow us to locate and retrieve information efficiently.

COMPLYING WITH SUBJECT ACCESS REQUESTS

We have processes in place to ensure that we respond to a subject access request without undue delay and within one month
of receipt.

We understand how to perform a reasonable search for the information.
We understand what we need to consider if a third party makes a request on behalf of an individual.
We are aware of the circumstances in which we can extend the time limit to respond to a request.

We understand how to assess whether a child is mature enough to understand their rights.

We understand that there is a particular emphasis on using clear and plain language if we are disclosing information
to a child.

We understand what we need to consider if a request includes information about others.

We are able to deliver the information securely to an individual, and in the correct format.
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Subject Access Requests Checklist

NOTE: This document sets out Teal Compliance’s recommended actions that a firm may wish to implement when dealing with
subject access requests. Further guidance is set out in the Guide to Subject Access Requests which is also found in the toolkit on
Lockton’s portal.

SATISFIED / REFERENCE /
RECOMMENDED ACTIONS COMPLETED? DETAILS

1  Firm to appoint a person to deal with data protection issues or DPO.

2 Firm to ensure it has a policy in place on how to deal with subject access requests
(SARs) — including the actions set out in this checklist.

3 Firm to implement a programme of staff training on data protection, to include
explanation of what a SAR is, how to identify them, the different ways they may be
received and what to do if staff receive one.

4 DPO, upon receipt of a SAR, to ensure they are satisfied with the identity of the data
subject, verify if required.

5 DPO to check whether the SAR contains enough information to enable the firm
to reply to the request. If not, write to the data subject requesting the further
information without delay.

6  DPO to identify all areas at the firm likely to hold personal data relevant to the SAR
and arrange for search to be undertaken. Don’t forget archived and hard copy data.

7  DPO to review (or arrange for the review of) all personal data retrieved to see whether
it should be disclosed, is relevant or whether an exemption may be relied on. Consider
redacting information that data subject is not entitled to and obtain any third-party
consents where needed. Obtain legal advice if required.

8 DPO to check whether any sub-processors are likely to hold any personal data and, if
so, obtain the personal data.

9  DPO should record, diarise and track the progress of each SAR so that the deadline for
response is met.

10 DPO should record the following information:

» Copies of all correspondence between the data subject and the DPO or
any other party.

* File notes of any telephone conversation used to verify the identity of
the data subject.

* File notes of the DPO’s decisions and how those decisions were reached.

* Copies of the information sent to the data subject.

11 DPO to prepare (or arrange for the preparation of) a standard form of response for use
with SARs, which should include the list of supplementary information that you are
required to provide under UK GDPR.

12 DPO to ensure that a final review is carried out of all personal data once collated, to
ensure it contains no incorrect information, duplicate information and that nothing is
inadvertently disclosed.

13 Firm to appoint person to be responsible for reviewing and auditing the procedure/
policy from time to time to ensure that it is effective and being followed.
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